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fEY 2 R
¢ Storage: Designed for storage administrators managing enterprise data solutions, this section tests
proficiency in deploying Block
e Fie
hEY 71 ¢ Object Storage with lifecycle management, cross-region replication, and tiered storage strategies. It

includes configuring volume groups, snapshots, versioning, and security controls while analyzing storage
performance metrics and cost optimization techniques.

e Compute: This section measures skills of cloud architects responsible for designing scalable and resilient

mfrastructure, covering compute instance configuration, autoscaling policies, and OS management. It
ey 72 evaluates understanding of OCI compute image options, infrastructure maintenance processes, and
strategies for optimizing instance performance across availability domains.
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¢ Identity and Access Management (IAM): This domain validates skills of security architects implementing

granular access controls, emphasizing TAM policy creation, compartment organization, and dynamic group
bEY 73 configuration. It covers identity domain management, network source restrictions, and tag-based access
mechanisis to enforce least-privilege principles across OCI resources

¢ Networking: Targeting network architects designing secure cloud architectures, this domain focuses on
Virtual Cloud Network (VCN) implementation, including subnet design, IP address management, and

NEw 2 4 routing through gateways (NAT, service, internet). It assesses expertise in VPN

¢ FastConnect deployment, DNS configuration, load balancer setup, and advanced tools like Network Path
Analyzer for troubleshooting latency or connectivity issues.
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R #31
‘Which IAM Identity Domain type should you create for a full-featured Identity-as-a-Service (IDaaS) solution?

A. External User

B. Premium

C. Oracle Apps Premuum
D. Free

IEf#: B

R -

In Oracle Cloud Infrastructure (OCI), when you need a full-featured Identity-as-a-Service (IDaaS) solution, the appropriate Identity
Domain type to create is Premium.

Premium Identity Domain: This option provides a comprehensive set of identity and access management (IAM) capabilities, including
advanced security features, identity governance, and support for enterprise-grade integrations. It supports managing user identities,
multifactor authentication, and various other identity services required for a robust IDaaS solution.

Other Options:

External User: This is a limited domain type typically used for managing users who only need access to specific external services.
Free: This domain type offers limited features and is not intended for full-featured enterprise IAM requirements.

Oracle Apps Premium: This is tailored for integrating with Oracle applications but does not offer the broad capabilities of the
Premium option.

Relevant OCI Documentation:

Oracle Identity Domains Overview

This documentation explains the various identity domamn types and their use cases within OCI.

HA #32
What is the primary finction of the Network Path Analyzer (NPA) tool provided by Oracle Cloud Infrastructure (OCI)?

¢ A Collecting and analyzing network configuration to identify virtual network configuration issues impacting connectivity
¢ B. Sending actual traffic between source and destination to diagnose connectivity issues
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¢ C. Providing real-time monitoring of network traffic to detect security threats and unauthorized access attempts
¢ D. Optimizing network performance by dynamically adjusting routing paths based on traffic patterns

EfE: A

R -

The primary function of the Network Path Analyzer (NPA) tool in Oracle Cloud Infrastructure (OCI) is to help users troubleshoot
and diagnose network connectivity issues by analyzing the network path between a source and a destination within OCI. The tool
collects and analyzes the configuration of the virtual network, identifying any misconfigurations or issues that might impact
connectivity.

NPA Usage: The Network Path Analyzer allows administrators to trace the network path and check for issues such as incorrect
security list rules, route table misconfigurations, or any other factors that could prevent network traffic from reaching its destination.
Reference:

Oracle Cloud Infrastructure Documentation: Network Path Analyzer

HM #33
Which statement is true about pre-authenticated requests?

A. Deleting a pre-authenticated request does not revoke access.

B. Pre-authenticated requests can be used to delete buckets.

C. You cannot edit a pre-authenticated request.

D. Youneed to provide your OCI credentials to the partner company.

Ef#: C

fEEL:

In Oracle Cloud Infrastructure (OCI), pre-authenticated requests (PARs) allow users to grant access to specific objects in Object
Storage without requiring the recipient to have an OCI account or credentials. This feature is useful for sharing objects securely
without exposing broader access.

Cannot Edit a PAR: Once a pre-authenticated request is created, you cannot edit it. If you need to change the settings, such as the
expiration date or the object being shared, you must delete the existing PAR and create a new one.

Other Statements:

Deleting a PAR does indeed revoke access immediately, contradicting option B.

Providing OCI credentials (C) is not required for using PARs. The purpose of PARSs is to avoid sharing credentials.

Deleting Buckets (D): PARs are designed for accessing objects, not for administrative actions like deleting buckets.

Relevant OCI Documentation:

Managing Pre- Authenticated Requests

This reference outlines the features and limitations of pre-authenticated requests, including the inability to edit them once created.

E #34
Which Oracle Cloud Infrastructure (OCI) Identity and Access Management (IAM) policy is invalid?

A. Allow dynamic-group 'Default’/FrontEnd' to manage instance-family in compartment Project-A
B. Allow group 'Default'/' A-Developers' to create volumes in compartment Project-A

C. Allow any-user to inspect users in tenancy

D. Allow group 'Default’/' A- Admins' to manage all-resources in compartiment Project-A

IEf: C

AR :

In Oracle Cloud Infrastructure (OCI), Identity and Access Management (IAM) policies are used to control access to resources.
The policy in option C is invalid because "any-user" is not a valid principal in OCI IAM policies. OCI policies can only grant
permissions to groups or dynamic groups, but not to arbitrary users.

Here's an explanation for each option:

A . Allow dynamic-group 'Default'/FrontEnd' to manage instance-family in compartment Project-A: This is valid. It grants the
dynamic group 'FrontEnd' the ability to manage instances within the Project-A compartment.

B. Allow group 'Default’/'A- Admins' to manage all-resources in compartment Project-A: This is valid. It provides full administrative
access to all resources in the Project-A compartment for the 'A- Admins' group.

C . Allow any-user to inspect users in tenancy: This is invalid because OCI does not allow the use of "any-user" in policies. You



must specify a valid group or dynamic group to define permissions.

D . Allow group 'Default'/ A-Developers' to create volumes in compartment Project-A: This is valid. It permits the 'A-Developers'
group to create volumes in the Project-A compartment.

For reference:

OCI Policy Reference

H #35
‘Which statement is true about instance configurations and instance pools in OCI?

A. An instance pool can have multiple instance configurations associated with it.

B. You cannot reuse the same instance configuration for mutltiple instance pools.

C. You can only delete an instance configuration if it is not associated with any instance pool.
D. You can delete an instance configuration if it is associated with an instance pool.

Ef: C
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