PECB ISO-IEC-27035-Lead-Incident-Manager & ¥% b
L —Y > 7. ISO-IEC-27035-Lead-Incident-Manager:Z
= B

ISO/IEC 27035

Lead Incident Manager

& 512+ JpexamISO-IEC-27035-Lead-Incident-Manager® > 7° O — AR LR TR L T £
9 : https//drive.google.com/open?id=1 CBRgfUFK {5Uie5zXcH2gS-TIHNgf Nnb

Jpexamid 12 { SADHFRITH L 2 2B EHS €294 b TT &0 & ¥, Jpexamld PECBOD ISO-IEC-27035-Lead-
Incident-ManagersRAEFABR (C D W THRFTO S IEHEBHE 7 A b Y — v #H AL £l T. PECBOISO-IEC-27035-Lead-
Incident-Managerz8 FEFRBE DB EE #BF W12 L £ L 72, Jpexam®3 324k L 7z PECBD ISO-IEC-27035-Lead-Incident-
Managerid BRI E & RE N AR OABOMEHE L MEERBOMUMELH Y . —FOJ/ELA > 74 > OEHOD
Y—EZABD Y. 100%D S ARERIEL Ty b LABCAERL 20 L, BHGLBETREVLL ET,

Tyr—MABCE 3L, [TEBOE S ABBER b ZHL 72 v %R 5 & PECBOISO-IEC-27035-Lead-
Incident-ManagersRBR 72 2 5 T ¥ . HEMIC. CORBIE E T RV LRBRT. ANCRAT SN2 DTT. Lh
by COREBEA D2 LBAREOERBEFC DI TWBRILIHATEET. Ll a#s, BBOKRYIS &
FAC. CORBEEFCHLOTT. RBRCAERTI20E DL RKETTH. DELAZVTLEZ S0, Jpexam
& & % 722 # L ISO-IEC-27035-Lead-Incident-ManagersZ € s B (C BH T2 C L # B THIT £ T2 6,

>> PECB ISO-IEC-27035-Lead-Incident-Manager& #% ~ L — VY > 7 <<

B # EISO-IEC-27035-Lead-Incident-Manager | 5 %1 % ISO-IEC-27035-
Lead-Incident-Manager&#% b L — Y > 7 ;A Bk | A5 D ¥ 5 ¥ PECB
Certified ISO/IEC 27035 Lead Incident Manager:Z % B i @&

HitIpexamid . BN LBAB ERBL Yy —C AV AT A2 EA BRI V—7%1EY EF £ L 2. 1SO-
[EC-27035-Lead-Incident-Manager O B FHT O B D BB H O TT. 2€¥ %2 6. A b5 DHEMRF — LB EEOR
BO——Z LTz s 2 BB L UHEL. RBCHET2IRTOBROALEEHEL 26 TT. L1
52 Ty Z1k DISO-IEC-27035-Lead-Incident-Manageri® € ¥ —v it « RO %BHIMOFTET 74 v 7 TT,
i E D ISO-IEC-27035-Lead-Incident-ManagersR BE ¥/ O 72 O B BRI & O . BE 5 >~ 7 OISO-IEC-27035-
Lead-Incident-Manager7 A b # 4 FAERS . BEGEEAF ML T £ 7,

PECB ISO-IEC-27035-Lead-Incident-Manager 55 x€ s 5 O H &8 % B

’ FEY 7 H HH R i B



https://drive.google.com/open?id=1CBRgfUFKf5Uie5zXcH2gS-TlHNqf_Nnb
https://www.passtest.jp/PECB/ISO-IEC-27035-Lead-Incident-Manager-shiken.html
https://www.shikenpass.com/ISO-IEC-27035-Lead-Incident-Manager-shiken.html
https://www.jpexam.com/ISO-IEC-27035-Lead-Incident-Manager_exam.html
https://www.passtest.jp/PECB/ISO-IEC-27035-Lead-Incident-Manager-shiken.html

¢ Preparing and executing the incident response plan for information security incidents: This section of the

exam measures skills of Incident Response Managers and covers the preparation and activation of incident
FEy 2 1 response plans. It focuses on readiness activities such as team training, resource allocation, and simulation
exercises, along with actual response execution when incidents occur.

¢ Improving the incident management processes and activities: This section of the exam measures skills of

Incident Response Managers and covers the review and enhancement of existing incident management
ey 72 processes. It involves post-incident reviews, learming from past events, and refining tools, training, and
techniques to improve future response efforts.

¢ Designing and developing an organizational incident management process based on ISO

o [EC 27035: This section of the exam measures skills of Information Security Analysts and covers how to
tailor the ISO

o [EC 27035 framework to the unique needs of an organization, including policy development, role
definition, and establishing workflows for handling incidents.

FEY 273

¢ Fundamental principles and concepts of information security incident management: This section of the exam

measures skills of Information Security Analysts and covers the core ideas behind incident management,
ey 74 including understanding what constitutes a security incident, why timely responses matter, and how to
identify the early signs of potential threats.

¢ Inplementing incident management processes and managing information security incidents: This section of

the exammeasures skills of Information Security Analysts and covers the practical implementation of
bEYZS incident management strategies. It looks at ongoing incident tracking, communication during crises, and
ensuring incidents are resolved in accordance with established protocols.
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Scenario 3: L&K Associates is a graphic design firm headquartered in Johannesburg, South Africa. It specializes in providing
mnovative and creative design solutions to clients across various industries. With offices in multiple parts of the country, they
effectively serve clients, delivering design solutions that meet their unique needs and preferences.

In its commitment to maintaining information security, L&K Associates is implementing an information security incident management
process guided by ISO/IEC 27035-1 and ISO/IEC 27035-2. Leona, the designated leader overseeing the implementation of the
incident management process, customized the scope of incident management to align with the organization's unique requirements.
This mvolved specifying the IT systemns, services, and personnel involved in the incident management process while excluding
potential incident sources beyond those directly related to IT systems and services.

In scenario 3, which of the following risk identification approaches was used by L&K Associates?

e A Event-based approach
e B.BothAand B
e C. Asset-based approach

EfE: B

AR :

Comprehensive and Detailed Explanation From Exact Extract:

L&K Associates employed two distinct approaches as described in ISO/IEC 2700522018 and referenced in ISO/IEC 27035-2:
Strategic scenario identification, which involves analyzing sources of risk and their impact on stakeholders and objectives. This is
aligned with the event-based approach, which focuses on risk sources and events that may lead to incidents.

Operational scenario identification, which involves a thorough assessment of assets, threats, and vulnerabilities - aligning with the
asset-based approach, where the focus is on critical assets and the threats that may exploit their weaknesses.

ISO/IEC 27005:2018, Clause 8.2.2, identifies multiple methods for risk identification, ncluding:

Asset-based approach

Event-based (or threat-based) approach

Vulnerability-centered approach

In this scenario, both the asset- and event-based methods were clearly applied by Leona, which is encouraged in ISO risk



management practices to provide a holistic view of risk.
Therefore, the correct answer is C: Both A and B.

HH #14

Scenario 5: Located in Istanbul. Turkey. Alura Hospital is a leading medical institution specializing in advanced eye surgery and
vision care. Renowned for its modern facilities, cutting edge technology, and highly skilled staff, Alura Hospital is committed to
delivering exceptional patient care. Additionally, Alura Hospital has implemented the ISO/IEC 27035 standards to enhance its
information security incident management practices.

At Alura Hospital, the information security incident management plan is a critical component of safeguarding patient data and
maintaining the integrity of its medical services This comprehensive plan includes instructions for handling vulnerabilities discovered
during incident management According to this plan, when new vulnerabilities are discovered, Mehmet is appointed as the incident
handler and is authorized to patch the vulnerabilities without assessing their potential impact on the current incident, prioritizing patient
data security above all else Recognizing the importance of a structured approach to incident management. Alura Hospital has
established four tearms dedicated to various aspects of incident response The planning team focuses on implementing security
processes and communicating with external organizations The monitoring team is responsible for security patches, upgrades, and
security policy implementation The analysis team adjusts risk priorities and manages vulnerability reports, while the test and
evaluation team organizes and performs incident response tests to ensure preparedness During an incident management training
session, staff members at Alura Hospital were provided with clear roles and responsibilities. However, a technician expressed
uncertainty about their role during a data integrity incident as the manager assigned them a role unrelated to their expertise. This
decision was made to ensure that all staff members possess versatile skills and are prepared to handle various scenarios effectively.
Additionally. Alura Hospital realized it needed to communicate better with stakeholders during security incidents. The hospital
discovered it was not adequately informing stakeholders and that relevant nformation must be provided using formats, language, and
media that meet their needs. This would enable them to participate fully in the incident response process and stay informed about
potential risks and mitigation strategies.

Also, the hospital has experienced frequent network performance issues affecting critical hospital systens and increased
sophisticated cyber attacks designed to bypass traditional security measures. So, it has deployed an external firewall. This action is
intended to strengthen the hospital s network security by helping detect threats that have already breached the perimeter defenses.
The firewall's implementation is a part of the hospital's broader strategy to maintain a robust and secure IT nfrastructure, which is
crucial for protecting sensitive patient data and ensuring the reliability of critical hospital systems. Alura Hospital remains committed
to integrating state-of-the-art technology solutions to uphold the highest patient care and data security standards.

Based on scenario 5, the responsibilities of which team in Alura Hospital were NOT defined correctly?

e A. The monitoring team

¢ B. The planning team
e C. The analysis team

IEf#: B
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Comprehensive and Detailed Explanation:

ISO/IEC 27035-2:2016 clearly outlines finctional responsibilities for various roles in the incident management structure. The issue in
the scenario lies in the description of the planning team.

The planning team, per ISO guidance, should focus on policy development, incident readiness planning, role assignments, and
maintaining readiness through simulations and updates-not on communicating with external parties (which typically falls under the
remit of the commumnications or coordination function within the incident response team).

Monitoring and analysis team responsibilities-such as applying patches, managing risk priorities, and analyzing vulnerabilities-are
accurately described.

Reference:

ISO/IEC 27035-22016, Clause 5.2.3 - "The planning function should be responsible for developing and maintaining the plan,
identifying resource needs, and ensuring team training." Correct answer: A

HE #15
What is one of the requirements for an organization's technical means in supporting information security?

e A Immediate deletion of all incident reports for security purposes
¢ B. Public disclosure of contact register details for transparency
e C. Quick acquisition of information security event/incident/vulnerability reports



IEf: C

RN -

Comprehensive and Detailed Explanation From Exact Extract:

According to ISO/IEC 27035-2:2016, one of the technical requirements to support effective incident management is the capability
to rapidly detect, collect, and process information about security events, incidents, and vulnerabilities. Timely acquisition of this data
allows the organization to assess threats, determine the scope of incidents, and execute response measures quickly.

Clause 7.4.1 emphasizes the need for adequate tools and infrastructure to support the detection and acquisition of information
security events and vulnerability reports. The collected data becomes the foundation for risk assessment, root cause analysis, and
corrective action planning,

Option A (public disclosure of contact details) might be relevant for CERT/CSIRT public coordination but is not a core requirement
in technical incident response. Option B (immediate deletion of reports) is contrary to best practices, as incident reports are critical
for audits, compliance, and continuous improvement.

Reference Extracts:

ISO/IEC 27035-2:2016, Clause 7.4.1: "Organizations should ensure that technical means are in place to allow quick acquisition and
analysis of information related to events, incidents, and vulnerabilities." Correct answer: C

HM #16
What roles do business managers play in relation to the Incident Management Team (IMT) and Incident Response Teams (IRTs)?

¢ A Developing policies and procedures for managing internal employees found engaging in unauthorized or illegal computer
activities

¢ B. Understanding how the IMT and IRTs support business processes and define authority over business systems

¢ C. Guiding on liability and compliance issues to the IMT and IRT and advise on which incidents constitute mandatory data
breach notifications

Ef#: B
L2

Comprehensive and Detailed Explanation From Exact Extract:

According to ISO/IEC 27035-1:2016 and ISO/IEC 27035-2:2016, business managers have a vital governance and operational
oversight role in relation to mformation security incident response. Their main function is to ensure that incident management activities
align with the organization's business processes and risk management strategies.

Clause 7.2.1 of ISO/IEC 27035-2 highlights that business managers are responsible for ensuring that the incident response teams
(IRTs) understand business priorities, and that response activities reflect the criticality of affected systems and services. Business
managers also help define the operational boundaries and authority of IMTs and IRTs when incidents impact key business systemns.
Their involvement ensures that decisions made during response efforts support overall organizational resilience and legal compliance.
Option A is more aligned with human resources or legal/compliance functions, not core business manager responsibilitics. Option B
relates more closely to legal counsel or data privacy officers who are tasked with interpreting laws and regulations concerning breach
notifications and liability.

Reference Extracts:

ISO/IEC 27035-2:2016, Clause 7.2.1: "Business managers are responsible for ensuring the coordination between business
requirements and incident response activities, and for defining authority over the systems under their management." Clause 6.1.1:
"Incident response activities must be aligned with business continuity plans and critical asset protection priorities." Therefore, the
correct and most comprehensive answer is: C - Understanding how the IMT and IRTs support business processes and define
authority over business systeins.

A #17
What is the purpose of a gap analysis?

e A To identify the differences between current processes and company policies
e B. To determine the steps to achieve a desired future state from the current state
e (. To assess risks associated with identified gaps in current practices compared to best practices

IEf#: B
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Comprehensive and Detailed Explanation:

Gap analysis is a structured method used to compare the current state of processes, capabilities, or systens against a desired or
required state (such as conpliance with ISO standards). The main goal is to determine what needs to change to achieve that future
state. While identifying gaps (A) and assessing risks (C) may occur during the process, the primary purpose is strategic planning and
improvement.

Reference:

ISO/IEC 27001 Implementation Guidelines, Clause 0.3: "Gap analysis is used to evaluate the difference between current practices
and ISO requirements and to define actions to meet compliance." Correct answer: B

B #18
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