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HE #107

You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation
when specific security alerts are received by Azure Security Center.

How should you complete the portion of the template that will provision the required Azure resources? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

He-

CE
Explanation
Graphical user mterface, text, application Description automatically generated

Reference:
httpsz//docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert
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EE #108

You have a Microsoft Sentinel workspace

You develop a custom Advanced Security information Model (ASIM) parser named Parser] that produces a scherma named
Schemal.

Youneed to validate Schermal.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

e

ME.

HEE #109

You have a Microsoft 365 ES subscription that contains 200 Windows 10 devices enrolled in Microsoft Defender for Endpoint.
You need to ensure that users can access the devices by using a remote shell connection directly from the Microsoft 365 Defender
portal. The solution must use the principle of least privilege.

‘What should you do in the Microsoft 365 Defender portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

He-

yy,

Explanation

Box 1: Turn on Live Response

Live response is a capability that gives you instantaneous access to a device by using a remote shell connection. This gives you the
power to do in-depth investigative work and take immediate response actions.

Box: 2 : Add a network assessment job

Network assessment jobs allow you to choose network devices to be scanned regularly and added to the device inventory.
Reference:

httpsz/docs.microsoft.comen-us/microsoft-365/security/defender-endpomnt/respond-machine-alerts ?view=0365-
httpsz//docs.microsoft.com/en-us/microsoft-365/security/defender-endpomt/network-devices ?view=0365-worldw

EE #110

You have an Azure Storage account that will be accessed by multiple Azure Function apps during the development of an application.
You need to hide Azure Defender alerts for the storage account.

Which entity type and field should you use in a suppression rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

He:

=R
Explanation:
Reference:

https://techcommunity. microsoft.comvt5/azure-security-center/suppression-rules- for-azre-security-center- alerts-are-now/ba-
p/1404920

AE#111

You purchase a Microsoft 365 subscription.

You plan to configure Microsoft Cloud App Security.

Youneed to create a custom template-based policy that detects connections to Microsoft 365 apps that originate froma botnet
network.

‘What should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

-



Y.
Reference:
httpsz//docs.microsoft.conven-us/cloud-app-security/anomaly-detection-policy
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