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e FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and

= 1 covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.
=x 2 ¢ 802.1X Authentication

¢ Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
FH 3 configuration and management of self-service portals for guest and local user access.

¢ Admnistering and Authenticating Users: This section of the exam measures the skills of a Security
= 4 Administrator and covers the processes for creating, managing, and authenticating user accounts within the
FortiAuthenticator system.

o Certificate Management: This section of the exam measures the skills of a Certificate Manager and covers
FH 5 the admmnistration of digital certificates, including issuance, renewal, and revocation processes.

e Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
=x 6 the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

¢ OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
=x 7 (IAM) Specialist and covers the implementation of OAuth services and SAML-based single sign-on
configurations.

e FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
A 8 and covers the setup and use of FIDO2 standards for passwordless authentication.

e Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
= Technical Support Specialist and covers advanced user management techniques and methods for
FA9 ) . . L

diagnosing and resolving authentication issues.

¢ Introduction and Initial Configuration: This section of the exam measures the skills of a Network Security
=x 10 Administrator and covers the foundational setup and basic configuration of FortiAuthenticator, including
mitial deployment steps and system preparation for identity management services.

¢ FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systers
=x 11 Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting
common issues.

%| &l FCP in Network Security FCP_FAC_AD-6.5 F2MZ 2 X (083-0Q88):

EE #83
What does SAML stand for in the context of SAML SSO service?

A. Secure Access Markup Language

B. System Authorization and Management Layer
C. Single Authentication Management Logic

D. Security Assertion Markup Language
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AR #84
A system admmistrator wants to integrate FortiAuthenticator with an existing identity management system with the goal of
authenticating and deauthenticating users into FSSO.

e A. SNMP monitoring and traps
¢ B. RADIUS learning mode for migrating users




e C.REST API
¢ D. The ability to import and export users from CSV files
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HEE #85
At a minimum, which two configurations are required to enable captive portal services on FortiAuthenticator?
(Choose two.)

A. Configuring a portal policy

B. Configuring at least one pre-login service

C. Configuring a RADIUS client

D. Configuring an external authentication portal

HE:. AB
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A pre-login service must be configured to define how users can access the portal before authentication.
A portal policy is required to determine authentication rules and behavior for captive portal access.

EE #86
Which two features of FortiAuthenticator are used for EAP deployment? (Choose two)

A. LDAP server

B. Certificate authority

C. MAC authentication bypass
D. RADIUS server
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B #87

You are a network administrator with a large wireless environment. FortiAuthenticator acts as the RADIUS server for your wireless
controllers. You want specific wireless controllers to authenticate users against specific realns.

How would you satisfy this requirement?

A. Enable Adaptive Authentication
B. Create Access point groups

C. RADUIS policy

D. Define RADIUS clients
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