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Microsoft Identity and Access Administrator Sample Questions (Q248-Q253):

NEW QUESTION # 248

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.
Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.
You need to block the users automatically when they report an MF A request that they did not Initiate.

Solution: From the Azure portal, you configure the Fraud alert settings for multi-factor authentication (MFA).

Does this meet the goal?

e A No
e B. Yes

Answer: B

Explanation:

Azre AD MFA Fraud alert is explicitly documented in the SC-300 content as the control to combat push- bombing. The
documentation explains: "Enable Fraud alert so users can report unexpected MFA prompts; when configured to block the user,
Azire AD marks the user as blocked automatically upon the fraud report.” It also notes: "The block remains in effect (default 90
days) until an administrator unblocks the user." This directly satisfies the requirement to automatically block users when they report
that they did not mitiate the sign-in. Other MF A configurations-such as account lockout thresholds-address repeated denial
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scenarios and rate-limiting but do not trigger an immediate block as a result of a user's fraud report. Configuring Fraud alert therefore
meets the goal exactly, aligning with SC-300's best-practice guidance for protecting users from unsolicited MFA prompts.

NEW QUESTION # 249

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the
TeView screen.

You have a Microsoft 365 ES subscription.

You create a user named User].

Youneed to ensure that User]l can update the status of identity Secure Score improvement actions.

Solution: You assign the Exchange Admumnistrator role to Userl.

e A No
e B. Yes

Answer: A

NEW QUESTION # 250

You have an Azure AD tenant that contains a user named Userl. Userl is assigned the User Administrator role.
You need to configure External collaboration settings for the tenant to meet the following requirements: |

*Guest users must be prevented from querying staff email addresses.

*Guest users nust be able to access the tenant only if they are mvited by Userl.

Which three settings should you configure? To answer, select the appropriate settings in the answer area.

Guest user access restrictions:
Guest users have the same access as members (most inclusive)
Guest users have limited access to properties and memberships of directory objects
Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite restrictions:

Anyoneé in the organization can invite guest users indluding@uests and non-admins (most inclusive)

Member users and users assignedito spéctfic admin roles can invite guest users including guests with member permissions
Only users assigned to specific adminrolesitan invite guest users

No one in the organization can invite guest users including admins (most restrictive)

-

Enable guest self-service sign up via user *Y

el Microsoft

Answer:

Explanation:

Guest user access restrictions:
Guest users have the same access as members (most inclusive)

| Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite restrictions:
Anyone in the organization can invite guest users including guests and non-admins (most inclusive)

No one in the organization cap invite guest users including admins (most restrictive)

Enable guest self-service sign up via user
flows: [No_ _
I |
iYes

Microsoft




Explanation:

According to the Microsoft SC-300 Study Guide, Exam Ref SC-300, and Microsoft Entra External Collaboration (B2B)
documentation, the configuration of External collaboration settings in Azure AD determines how guest users can access directory
data and who can mnvite them info the tenant.

Let's analyze each requirement in context:

"Guest users must be prevented from querying staff email addresses."

To achieve this, Azuire AD provides the setting Guest user access restrictions, which defines what a guest can see in the directory.
The most restrictive setting ensures that guest users can only see their own profile details and no other users or groups.

# Therefore, sclect:

"Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)." This prevents
guests from discovering internal directory data such as email addresses of staff members or group memberships.

"Guest users must be able to access the tenant only if they are invited by Userl." User] has the User Admmnistrator role. This role is
included among the "specific admin roles" allowed to invite guest users when the setting is configured appropriately.

To meet the requirement that only User1 (or other admins) can invite guests, you must configure:

# "Only users assigned to specific admin roles can invite guest users." This restricts invitation privileges to admin roles (such as
Global Administrator, User Administrator, etc.) and prevents ordinary users or guests from inviting others.

"Guests should not be able to self-enroll."

Azure AD B2B allows self-service sign-up through user flows (Identity Experience Framework). Enabling this feature would let
external users sign up themselves - which violates the condition that guests must be invited by Userl only.

# Therefore, set Enable guest self-service sign-up via user flows = No.

Setting

Value

Guest user access restrictions

Guest user access is restricted to properties and memberships of their own directory objects (most restrictive) Guest invite
restrictions Only users assigned to specific admin roles can invite guest users Enable guest self-service sign-up via user flows No
# Microsoft Official Documentation Reference (SC-300 Content):

"To prevent guests from seeing other users in the directory, configure guest user access restrictions to 'most restrictive.' To control
who can invite guests, use the setting that fimits invitations to users with admin roles.

To disallow self-service guest access, disable user flows for external sign-up."

NEW QUESTION # 251

You have a Microsoft 36S tenant.

You create a named location named HighRiskCountries that contains a list of high-risk countries.

You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country.

‘What should you configure in a conditional access policy? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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NEW QUESTION # 252

You have an Azure subscription that contains a user named Userl. Youneed to meet the following requirements:
* Prevent Userl from being added as an owner of newly registered apps.

* Ensure that User] can manage the application proxy settings.

* Ensure that User2 can register apps.



* Use the principle of least privilege.
‘Which role should you assign to User1?

A. Application developer

B. Service support administrator
C. Cloud application administrator
D. Application admmnistrator

Answer: D

NEW QUESTION # 253
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