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il RE #86
Which of the following is a sign of a potential vishing attack?

A. A legitimate-looking website asking for your credentials

B. An unexpected email request for confidential information
C. A pop-up ad that requests your username and password
D. An unsolicited phone call asking for sensitive information

ZX: D

i /8 #87
What is a primary ethical consideration for an ethical hacker?

A. Ensuring confidentiality of the data
B. Maximizing the impact of the hack
C. Reporting all found vulnerabilities to the public
D. Obtaining maximum knowledge of the system
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R #88
What is the main goal of a Bluetooth attack?

A. To gain unauthorized access to a device through its Bluetooth connection
B. To disrupt wireless commumication

C. To steal credentials from Wi-Fi networks

D. To decrypt Wi-Fi traffic

ER: A

FIRE #89
Which security measure MOST effectively reduces unauthorized access in cloud environments?

A. Disabling encryption for performance
B. Allowing unrestricted access

C. Using shared administrator accounts

D. Enforcing strong access control policies

ZE: D

PRI #90
What are effective countermeasures against [oT threats?
(Choose two)

A. Regularly updating device firmware

B. Disabling unnecessary services and ports

C. Using default device credentials

D. Segregating IoT devices on separate network segments

ZE: AD
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