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ER#13
Refer to the exhibit.
SubPattern edit window
Edit SubPattern | x
Name: Failed_Logon_Windows
Filters Paren Attribute Operator Value Paren Next Row
e © Event Type IN v (Group: Logon Fallure (] © AND OR 4 ]
(- © Source P - v 192.168.26.109 e © AND OR 4+
I= HTI H E'P Destination IP IN v Group: Windows (=) © AND OR 4+
e © Destination Host Name CONTAIN v training.org @ © AND OR 4+ [
Aggregate: Paren Attribute Operator Value Paren Next Row
e © COUNT(Source IP) >- v 2 (=) @ AND OR 4+ Tj
Group By: Attribute Row Move
Destination IP © o 3
User + +
e -

An analyst is troubleshooting the rule shown in the exhibit. It is not generating any incidents, but the filter parameters are generating
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events on the Analytics tab.
‘What is wrong with the rule conditions?

A. The Event Type refers to a CMDB lookup and should be an Event lookup.
B. The Aggregate attribute is too restrictive.

C. The Destination Host Name value is not fully qualified.

D. The Group By attributes restricts which events are counted.

IEf#: D

TR

The Group By attributes - Destination IP and User - cause the aggregation (COUNT{(Source IP) >= 2) to apply within each unique
combination of those groupings. This restricts the count calculation and can prevent the rule from triggering incidents, even if
matching events exist in the Analytics tab.

HM #14
How can you query the configuration management database (CMDB) in an analytics search?

¢ A. Onthe CMDB tab, select an entry, and then click Create Search.
e B. Click Value > Select from CMDB.

e C. Click Attribute > Select from CMDB.

e D. Onthe Admin tab, click CMDB Search.

Ef#: B

A :
In an analytics search, you can query the CMDB by clicking Value > Select from CMDB, which allows you to choose values
directly from CMDB entries for the selected attribute, enabling precise filtering based on asset data.

R #15
‘Which running mode takes the most time to perform machine learning tasks?

A. Regression
B. Forecasting
C. Local auto

D. Local

EfE: D

fiR .-
In Local mode, FortiSITEM performs machine learning tasks using the full dataset without optimization shortcuts, making it the most
time-consuming mode compared to Local Auto, Forecasting, or Regression.

R #16
What can you use to send data to FortiSIEM for user and entity behavior analytics (UEBA)?

A. SNMP

B. FortiSIEM agent
C. FortiSIEM worker
D. SSH

EfE: B
fiR e«

The FortiSIEM agent can be used to send detailed endpoint data such as user activity and process behavior to FortiSIEM, which is
essential for performing User and Entity Behavior Analytics (UEBA).



R #17
‘Which statement about thresholds is true?

A. FortiSIEM uses fixed, hardcoded global and device thresholds for all performance metrics.
B. FortiSIEM uses global and per device thresholds for performance metrics.

C. FortiSIEM uses only device thresholds for security metrics.

D. FortiSIEM uses only global thresholds for performance metrics.

F
=

: B

it
FortiSIEM evaluates performance metrics against both global thresholds, which apply system+wide, and per-device thresholds,
which can be customized for individual devices. This dual approach allows flexibility in monitoring while ensuring consistent baseline

alerting,
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