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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q26-Q31):

NEW QUESTION # 26
An organization decided to decommission a deployed FortiWeb instance on Google Cloud.
What is the most efficient way to delete the FortiWeb instance and all of its dependent resources?

A. Delete the FortiWeb mnstance manually n the Compute Engine portal.

B. Use Google Cloud Solutions to delete the FortiWeb deployment.

C. Use Google Cloud Deployment Manager to delete the FortiWeb deployment.

D. Visit Google Cloud Marketplace and unsubscribe from FortiWeb pay-as-you-go.

Answer: C
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Explanation:
Google Cloud Deployment Manager manages the lifecycle of deployments and their dependent resources, enabling efficient and
clean deletion of FortiWeb instances and all associated resources in one operation.

NEW QUESTION # 27
Refer to the exhibit.
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FortiGate-VM64-GCP # gcp: add GCP Lab

gcpd sdn connector GCP Lab prepare to update

gcpd get token

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/instance/service-accounts/default/token
gcpd metadata result:200

Token expires in: 3599 seconds

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/project/project-id

gcpd metadata result:200

gcpd got project id from metadata: fcp-fcss-course-development

gcpd sdn connector GCP Lab start updating

gcpd sdn connector GCP Lab got empty project list, trying sdn update from metadata project: fcp-fcss-course-development
gcpd sdn connector GCP Lab get instance list successfully

gcpd didn't find any GKE cluster for project fep-fess—course-development

gcpd sdn connector GCP Lab list GKE cluster failed

GCP Lab got 3 addresses

gcpd sdn connector GCP Lab start updating IP addresses

gcpd sdn connector GCP Lab finish updating IP addresses

An admmistrator configured GoogleCloud as an external fabric connector on FortiGate.
‘Which conclusion can you draw from the output?

¢ A The external fabric connector is misconfigured.

e B. The external fabric connector found mutltiple IP addresses assigned to Google Cloud instances.

e C. The external fabric connector is unable to find a valid Google Cloud project.

¢ D. The external fabric connector shows that an administrator created three dynamic firewall addresses.

Answer: B
Explanation:

The output shows the connector successfully retrieved project information and instance IP addresses (GCP Lab got 3 addresses),
indicating it found multiple IPs assigned to Google Cloud instances.

NEW QUESTION # 28
Refer to the exhibit.
Routes
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Which three conclusions can you draw from the Google Cloud custom route? (Choose three.)
e A. Atarget pool-based passthrough network load balancer was created.
B. At least one instance group was created.
C. The next hop nust be updates manually in the custom route if the current next hop goes down.
D. A health check was created.
E. A group-based passthrough network load balancer was created.

Answer: B,C,D



Explanation:

The route's next hop is a forwarding rule for a backend service, which indicates a group-based passthrough load balancer.
Group-based load balancers require health checks to monitor instance health.

Backend services attach to instance groups to distribute traffic, so at least one instance group exists.

NEW QUESTION # 29
Refer to the exhibit.

Diagnose output

passive # diagnose debug application gcpd -1
passive # diagnose debug enable

passive # HA event

eip cluster-ip-vpm(34.68.13.24) is attached in remote instance: us-centrall-c/fgt-vpm, should be moved to local
[pid 900@]: failover eip: cluster-ip-vpm(34.68.13.24)

[pid 90ee]: get nics info for instance fgt-vpm

[pid 9008]: get instance nic: nic@®, 172.16.8.2, vpc-vpm, accessConfiglexterfial-nat), €ip(34.68.13.24), tier(PREMIUM)
[pid 900@]: get instance nic: nicl, 172.16.1.2, vpc2-vpm

[pid 9@0@): get instance nic: nic2, 172.16.2.2, vpc3-vpm, accessConfiglexternal-nat), eip(34.66.4.139), tier(PREMIUM)
[pid 900@]: nic® of instance fgt-vpm is using eip 34.68:13.24

[pid 900@): remove eip 34.68.13.24 from instance fot-vpm(nic@).

gcpd checking route: internal-route-vpm

failover route: internal-route-vpm; move next-hop from 172.16.1.2 to 172.16.1.3

[pid 9084): failover route: internal-route-vpm

[pid 9004): remove route/internal-route-vpm on next hop 172.16.1.2

gcpd checking forwardrulet fgt-forwarding-rule

failover forwardrule: fgt-forwarding-rule, move target from fgt-target-vpm to fgt-target2-vpm

[pid 9086]: failover forwardrule: fgt-forwarding-rule

[pid 9006]: set target forwardrule fgt-forwarding-rule point to target instance fgt-target2-vpm

[pid 9084): route internal-route-vpm is updated to next hop 172.16.1.3 successfully.

[pid 900@): attach eip 34.68.13.24 to instance fgt-2-vpm(nic@).

[pid 9008]: eip cluster-ip-vpm(34.68.13.24) is attached to local successfully.

[pid 9006]: forwardrule fgt-forwarding-rule is updated to next hop fgt-target2-vpm successfully.

==== gcpd ha failover exit ====

An admmnistrator is troubleshooting an issue when a high-availability (HA) failover occurs.
Which conclusion can you draw from the debug output?

e A The HA cluster is accessible using HTTPS on 34.68.13.24 and 34.66.4.139.

¢ B. Both cluster members are located in the same zone.

e C. The HA cluster is deployed using the software-defined network (SDN) connector.

¢ D. The health check has successfully updated the internal custom route to forward all internal traffic to
172.16.1.3.

Answer: D
Explanation:

The debug output shows the mnternal route being updated and moved to the new next hop (172.16.1.3), indicating the health check
and failover process successfully redirected internal traffic to the active HA node.

NEW QUESTION # 30
Refer to the exhibit.
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Which action must the administrator take to route traffic from VPC B to VPC A?
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A. The admmnistrator must deploy a FortiGate VM with at least three network interfaces.

B. The administrator must configure a custom route in VPC B and point the gateway to the VPC peering service.
C. The admmnistrator must create a new VPC peering connection between VPC A and VPC B.

D. The administrative must configure a customroute in VPC B and point the gateway to VPC A.

Answer: A

Explanation:

Because VPC peering is non-transitive, traffic cannot route from VPC B to VPC A via VPC C. To enable routing between VPC A
and VPC B through VPC C, a FortiGate VM with multiple network interfaces can act as a firewall/router to manage traffic between
the three VPCs.

NEW QUESTION # 31
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