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¢ General Maintenance and File Systen: This section of the exam measures the skills of System Engineers

and addresses maintenance tasks such as license management, backups, configuration imports or exports,
Topic 1 auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.

¢ Security: This section of the exam measures skills of Security Administrators and highlights how to manage
certificates and certificate groups. It covers the association of certificates with virtual hosts or listeners and

Topic 2
P the use of administrator roles for authentication management.

¢ Installation and Initial Configuration: This section of the exam measures skills of System Engineers and

reviews installation prerequisites, methods of installing or removing PingAccess, and securing configuration
Topic 3 database passwords. It explains the role of run.properties entries and outlines how to set up a basic on-
premise PingAccess cluster.

e Product Overview: This section of the exam measures skills of Security Administrators and focuses on
understanding PingAccess features, finctionality, and its primary use cases. It also covers how PingAccess

Topic 4 . . . .
P integrates with other Ping products to support secure access management solutions.

¢ General Configuration: This section of the exam measures skills of Security Administrators and introduces

the different object types within PingAccess such as applications, virtual hosts, and web sessions. It
Topic 5 explains managing application resource properties, creating web sessions, configuring identity mappings,
and navigating the administrative console effectively.

Ping Identity Certified Professional - PingAccess Sample Questions (Q41-
Q46):

NEW QUESTION # 41
An administrator must protect an application on multiple domains or hosts. What should the admmnistrator configure to complete this
action?

A. Redirects

B. Sites

C. Rules

D. Virtual Hosts

Answer: D

Explanation:

Applications in PingAccess can be associated with multipleVirtual Hosts. Each virtual host defines an FQDN and port combination
through which the application is exposed, allowing protection across multiple domains or hostnames.

Exact Extract:

"Virtual hosts specify the fully qualified domain names (FQDNS§) and ports that PingAccess uses to expose applications."

* Option A (Sites)represent the target back-end servers, not the external FQDN.

* Option B (Virtual Hosts)is correct - use muiltiple virtual hosts for multiple domains.

* Option C (Redirects)are unrelated to multi-domain application protection.

* Option D (Rules)define access policies, not hostnanes.

Reference:PingAccess Administration Guide - Virtual Hosts

NEW QUESTION # 42

An administrator is integrating a new PingAccess Proxied Application for which the target site uses a certificate issued by a publicly
trusted Certificate Authority.

How should the admmistrator configure PingAccess to trust the target site?

A. Drop the certificate chain into a Trusted Certificate Group

B. Import the certificate chain into Key Pairs

C. Import the certificate chain into Key Pairs and add it to a Trusted Certificate Group
D. Configure the PingAccess Site to use the Java Trust Store Certificate Group



Answer: D

Explanation:

Publicly trusted Certificate Authorities are already included in theJava Trust Store Certificate Group, which PingAccess can use
directly. This avoids importing the certificate manually.

Exact Extract:

"If the target site uses a certificate from a well-known public CA, configure the site to use the Java Trust Store Certificate Group."
* Option Ais incorrect - Key Pairs store private keys for SSL termnation, not public CA trust anchors.

* Option Bis correct - Java Trust Store already contains trusted public CAs.

* Option Cis incorrect - again, Key Pairs are not used for trust validation.

* Option Dis unnecessary for public CAs - only internal/self-signed certs must be imported.

Reference:PingAccess Administration Guide - Trusted Certificate Groups

NEW QUESTION # 43
A department has a requirement to protect anything in its application that resides in a folder named
"escalated," no matter where that folder is in the path. Which path prefix should be used in this situation?

A. */escalated/+
B. escalated/

C. */escalated/
D. /*escalated/

Answer: C

Explanation:

PingAccess supports flexible path matching for resources using wildcards. If the requirement is to matchany path that contains a
folder named "escalated", the correct format is:

* */escalated/# matchesany locationof theescalateddirectory within the path.

Exact Extract:

"The asterisk (*) wildcard matches zero or more characters. Use it in resource paths to match folders at any depth."
* Option A (escalated/)only matches when the resource starts with "escalated/" at the root, not at arbitrary depth.

* Option B (*/escalated/)is correct - it matches theescalatedfolder no matter where it occurs.

* Option C (*/escalated/+ )is incorrect -+is not a valid PingAccess wildcard operator.

* *QOption D (/escalated/)matches only when the path starts with "escalated" at the first level, not arbitrary positions.
Reference:PingAccess Admmistration Guide -Resource Path Matching

NEW QUESTION # 44
A modified application now requires additional attributes to be passed in the headers. What needs to be modified in order to pass
the additional attributes?

A. Web Session Attribute Rule
B. HTTP Request Header Rule
C. JWT Identity Mapping

D. Header Identity Mapping

Answer: D

Explanation:

To pass user attributes into HTTP headers for applications, PingAccess usesldentity Mappings. When attributes need to be passed
specifically as headers, the admmnistrator must update theHeader Identity Mapping,

Exact Extract:

"Header identity mappings map attributes froma user's web session to HTTP headers that are then sent to the back-end
application."

* Option A (HTTP Request Header Rule)is incorrect - this adds or modifies static request headers, not user attributes.

* Option B (Header Identity Mapping)is correct - this maps identity attributes into headers dynamically.

* Option C (JWT Identity Mapping)is incorrect - that's used for passing attributes as clains in JWTs.

* Option D (Web Session Attribute Rule)is incorrect - that is for access control evaluation, not propagation of attributes.
Reference:PingAccess Administration Guide -Identity Mapping (Header Identity Mapping)



NEW QUESTION # 45
‘Which two browsers are supported for the PingAccess Admin console? (Choose 2 answers.)

A. Brave

B. Apple Safari

C. Microsoft Edge
D. Opera

E. Google Chrome

Answer: C,E

Explanation:

PingAccess officially supportsGoogle ChromeandMicrosoft Edgefor the administrative console. Other browsers (Safari, Opera,
Brave) may work but are not officially supported.

Exact Extract:

"The PingAccess administrative console is supported on current versions of Google Chrome and Microsoft Edge."
* Option A (Safari)is not officially supported.

* Option B (Opera)is not supported.

* Option C (Google Chrone)is correct.

* Option D (Microsoft Edge)is correct.

* Option E (Brave)is not officially supported.

Reference:PingAccess Release Notes -System Requirements

NEW QUESTION # 46
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