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350-701 A BX & (Q373-Q378):

B #373
What is the role of an endpoint in protecting a user froma phishing attack?
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A. Use Cisco Stealthwatch and Cisco ISE Integration.

B. Utilize 802.1X network security to ensure unauthorized access to resources.

C. Ensure that antivirus and anti malware software is up to date

D. Use machine learning models to help identify anomalies and determine expected sending behavior.

Ef: C

R -

One of'the key capabilities of endpoint security is to prevent phishing attacks by ensuring that antivirus and anti malware software is
up to date. This helps to detect and block malicious attachments or links that may be embedded in phishing emails. Antivirus and anti
malware software can also scan the endpoint for any signs of compromise or infection that may have resulted froma successful
phishing attack. Additionally, endpoint security can provide data loss prevention (DLP) features that can prevent sensitive data from
being exfiltrated by attackers who have gained access to the endpoint through phishing. References = Some possible references are:
* Endpoint Security and Phishing: What to Know

* Protect Against Spear Phishing with Endpoint Security

* Tmplementing and Operating Cisco Security Core Technologies (SCOR) v1.0 (source book)

H #374
‘Which two aspects of the cloud PaaS model are managed by the customer but not the provider? (Choose two)

A. virtualization

B. data

C. applications

D. middleware

E. operating systems

Ef#: B. C
W

Customers must manage applications and data in PaaS.

B #375
In a PaaS model, which layer is the tenant responsible for mamtaining and patching?

A. network

B. application

C. virtual machine
D. hypervisor

EfE: B

H R #376
Which option is the main finction of Cisco Firepower impact flags?

A. They alert administrators when critical events occur.

B. They highlight known and suspected malicious IP addresses in reports.
C. They correlate data about intrusions and vulnerability.

D. They identify data that the ASA sends to the Firepower module.

Ef: C
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Cisco Firepower impact flags are indicators that help you evaluate the impact an intrusion has on your network by correlating
intrusion data, network discovery data, and vulnerability informationl. Impact flags are assigned to intrusion events based on the
following criteria:

* The operating system and application protocol of the target host

* The exploitability of the target host by the attacker

* The relevance of the intrusion rule to the target host



* The severity of the intrusion rule Impact flags can have four values: unknown, neutral, affected, or vulnerable. Unknown means that
the system does not have enough information to assess the impact.

Neutral means that the system knows the target host is not affected by the intrusion. Affected means that the system knows the target
host is affected by the intrusion, but not necessarily exploitable. Vulnerable means that the system knows the target host is
exploitable by the intrusionl.

Impact flags can help you prioritize your response to intrusion events, as well as generate reports and alerts based on the impact
level. You can also use impact flags to filter and search for intrusion events in the Firepower Management Centerl. References: 1:
Firepower Management Center Configuration Guide, Version 6.1 - External Alerting with Alert Responses.

H #377
‘Which group within Cisco writes and publishes a weekly newsletter to help cybersecurity professionals remain aware of the ongoing
and most prevalent threats?

A. PSIRT
B. DEVNET
C. CSIRT
D. Talos

Ef#: D
R -

Reference:
https/talosntelligence.conv
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