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HH #214
A list of CVEs was identified on a web server. The systers administrator decides to close the ports and disable weak TLS ciphers.
Which of the following describes this vulnerability management stage?

o A. Remediation
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o B. Identification
o (. Assessment
¢ D. Scanning

EfE: A

R -

Closing the ports and disabling weak TLS ciphers as a response to a list of identified CVEs (Common Vulnerabilities and
Exposures) describes the vulnerability management stage of 'remediation’. This stage involves taking actions to resolve vulnerabilities
and mitigate potential risks.References: Vulnerability management stages, including remediation efforts, are a key aspect of the
security measures discussed in CompTIA Cloud+.

H #215
A company has one cloud-based web server that is prone to downtime during maintenance.

Which ot the following should the cloud engineer add to ensure high availability?

A. A redundant web server behind a load balancer
B. A secondary network link to the web server

C. An autoscaling feature on the web server

D. A backup cloud web server

Ef: A

A -
Adding a redundant web server behind a load balancer is the solution that will ensure high availability. If one server goes down for
maintenance, the other can take over, ensuring that the web service remains available without interruption.

R #216
A company needs to deploy its own code directly in the cloud without provisioning additional infrastructure.
Which of'the following is the best cloud service model for the company to use?

e A SaaS
e B. XaaS
e C.laaS
e D. PaaS

IEf#: D

fiR .-

Platform as a Service (PaaS) is the best cloud service model for deploying code directly in the cloud without provisioning additional
infrastructure. PaaS provides a platform allowing customers to develop, run, and manage applications without the complexity of
building and maintaining the infrastructure. References: The PaaS model and its benefits for application deployment are covered under
the Cloud Concepts domain in the CompTIA Cloud+ certification.

R #217
Which of the following is the best type of database for storing different types of unstructured data that may change frequently?

A. Graph

B. Non-relational
C. Vector

D. Relational

IEf#: B

RN -

Non-relational (NoSQL) databases are best for storing different types of unstructured data that may change frequently. They are
designed to handle a wide variety of data types and are not constrained by the fixed schema of relational databases, making them
more flexible and scalable for unstructured data.



Reference: The distinction between relational and non-relational databases and their use cases is part of the foundational knowledge
for cloud databases discussed in the CompTIA Cloud+ certification.

HA #218

A company runs a discussion forum that caters to global users. The company's monitoring system reports that the home page
suddenly is seeing elevated response times, even though internal monitoring has reported no issues or changes. Which of the
following is the most likely cause of this issue?

e A, Human error
¢ B. Cryptojacking
e C. Phishing

e D. DDoS

Ef#: D

R -

Elevated response times without reported issues or changes internally could indicate a Distributed Denial of Service (DDoS) attack,
where multiple systens flood the bandwidth or resources of a targeted system, usually one or more web servers. Reference:
CompTIA Security+ Guide to Network Security Fundamentals by Mark Ciampa.
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