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Fortinet NSE 8 - Recertification Exam NSE8 813 Priifungsfragen mit
Losungen (Q203-Q208):

203. Frage

You have deployed a FortiGate n NAT/Route mode as a Secure Web Gateway with a few [P- based authentication firewall
policies. Your customer reports that some users now have different browsing permissions from what is expected. All these users are
browsing using Internet Explorer through a Remote Desktop Connection to a Terminal Server. When you look at the FortiGate logs,
the username for the Termmal Server IP is not consistent.

‘Which action will correct this problem?

A. Install the TS/Citrix agent on the terminal server.

B. Make sure the Terminal Server is using the correct DNS server.
C. Configure FSSO Advanced with LDAP mtegration.

D. Change the FSSO Polling mode to Windows NetAPI.

Antwort: A

204. Frage
Refer to the exhibit.
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The exhibit shows a topology where a FortiGate is split into two VDOM, rootand vd-lan. The rootVDOM provides external SSL~
VPN access, where the users are authenticated by a FortiAuthenticator. The vd-lanVDOM provides internal access to a Web
server.

For the remote users to access the internal Web server, there are a few requirements as follows:

* All traffic must come from the SSL-VPN.

* The vd-lanVDOM only allows authenticated traffic to the Web server.

* Users must only authenticate once, using the SSL-VPN portal.

* SSL-VPN uses RADIUS-based authentication.

Given these requirements and the topology shown in the exhibit, which two statements are true?

(Choose two.)
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A. vd-lan connects to FortiAuthenticator as a regular FSSO client.

B. vd-lan receives authentication messages fromroot using FSSO.

C. root sends "RADIUS Accounting Messages" to FortiAuthenticator
D. root is configured for FSSO while vd-lan is configured for RSSO.

Antwort: A,C

205. Frage
Refer to the exhibits, which show a network topology and VPN configuration.

Topology

172.16.209.0/24
port1is

172.16.205.0/24

o

FortiGate
IP pool: 10.10.10.1-200

Configuration

config vpn ipsec phasel-interface
edit "vpn_endpts”
set type dynamic
set interface "portlsS”
set mode aggressive
set peertype any
set net-device disable
set mode-cfg enable
set proposal aesl2B8-sha2S5€ aes2S5S€-sha2S€é aesl2B-shal aes256-shal
set dpd on-idle
set dhgrp S
set xauthtype auto
set authusrgrp "vpngroup®
set assign-ip-from name
set ipv4-netmask 255.255:255.0
set dns-mode auto
set ipv4-split-include "172.16.205.0"
set ipwvd4-name "client_ range"
set save-pasaword enable
set psksecret "nsefexam”
set dpd-retryinterval €0
next

2:ATINE

config system link-monitor
edit "1"
set srcintf "vpn_endpts”
set server-type dynamic
next
end



A network administrator has been tasked with modifying the existing dial-up [Psec VPN infrastructure to detect the path quality to
the remote endpoints.

After applying the configuration shown in the configuration exhibit, the VPN clients can still connect and access the protected
172.16.205.0/24network, but no SLA information shows up for the client tunnels when issuing the diagnose sys link-monitor tunnel
all command on the FortiGate CLL

‘What is wrong with the configuration?

A. The admin needs to disable the mode-cfg setting.

B. SLA link monitoring does not work with the net-device setting.
C. It is necessary to use the IKEv2 protocol in this situation.

D. IPsec Phasel Interface has to be configured in [Psec main mode.

Antwort: B

Begrindung;

The configuration specifies set net-device disable, which prevents the FortiGate from detecting SLA information for the client
tunnels. The net-devicesetting needs to be enabled for the FortiGate to gather SLA metrics and monitor the path quality of TPsec
tunnels.

206. Frage
Which statements are correct regarding an IPv6 over IPv4 [Psec configuration? (Choose two.)

A. The destination quick mode selector must be an [Pv6 address.
B. The source quick mode selector must be an IPv4 address.

C. The Local Gateway IP must be an [Pv4 address.

D. The remote gateway IP must be an [Pv6 address.

Antwort: A,C

207. Frage
Refer to the exhibit, which shows a FortiGate configuration snippet.



config system sdwan
set status enable
config members
edit 1
set interface "wanl"®
set priority 1
next
edit 2
set interface "USA VPN"
set priority 2
next
end
config service
edic 1
sst names "USA Browsing”
set dst "all”
set sxgg"ell"

sedt priority-members 2
next
end

end
config system automation-action
edit "Enable USA Browsing script"”
set action-type cli-script
set script "config system sdwan
config service
edit 1
set status enable
next
end
end”
set accprofile "super_admin"”
next
end

A customer in Costa Rica has a FortiGate with SD-WAN configured to use a VPN connection to the United States to browse the
internet using a public IP from that country. They would like to enable the SD-WAN rule using a webhook.

‘Which configuration must be added to the FortiGate, and which type of HTTP request must be used to accomplish this? (Choose
two.)

" FERTINET

‘https://192.168.1.99/api/v2/moni ‘ystem/automation—
stitch/webhook/l?.nable%zOUSBxiéﬁgwsing'

..‘
e B



Add to the FortiGate the configuration:
config system automation-trigger
edit "Enable USA Browsing webhook"
set event-type incoming-webhook
next
end
config system automation-stitch
edit "Enable USA Browsing”
set trigger "Enable USA Browsing webhook"
config actions
edit 1
set action "Enable USA Browsing script"”
set required enable
next
end
next

end

"o o FEBRTINET

‘https://192.168.1.99/api/v2/monitor/system/automation-
stitch/webhook/Enable¥20USA%20Browsing’

e D

Add to the FortiGate the configuration:

config system automation-trigger

edit "Enable USA Browsing™
set event-type incoming-webhook
next
end
config system automation-stitch
edit "Enable USA Browsing satitch"
set trigger "Enable USA Browsing"

set action "Enable USA Browsing script"”
set required enable
next
end
next

end




Antwort: B,D

Begrindung;

Configuration should add the appropriate autormation-trigger and automation-stitch settings required for triggering the SD-WAN rule
change.

* The automation-trigger listens for an incoming-webhookevent.

* The automation-stitch ties the trigger to the Enable USA Browsing script, which activates the SD-WAN rule.

The HTTP POST method nust be used to trigger the webhook because POST is the correct HTTP request type for sending data
or triggering actions. The POST request will invoke the automation-stitch associated with the webhook event and execute the action.
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