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H A #250

You need to audit the network segmentation for your Google Cloud footprint. You currently operate Production and Non-
Production infrastructure-as-a-service (IaaS) environments. All your VM instances are deployed without any service account
customization.

After observing the traffic in your custom network, you notice that all instances can commumicate freely - despite tag-based VPC
firewall rules in place to segment traffic properly - with a priority of 1000. What are the most likely reasons for this behavior?

A. A VPC firewall rule is allowing traffic between source/targets based on the same service account with priority 999.
B. All VM instances are configured with the same network route.

C. All VM instances are residing in the same network subnet.

D. A VPC firewall rule is allowing traffic between source/targets based on the same service account with priority 1001.
E. All VM instances are missing the respective network tags.

IE%: B\ E

HM #251
You are in charge of creating a new Google Cloud organization for your company. Which two actions should you take when
creating the super admmistrator accounts? (Choose two.)

e A. Create an access level in the Google Admin console to prevent super admin from logging in to Google Cloud.

¢ B. Disable any Identity and Access Management (1 AM) roles for super admin at the organization level in the Google Cloud
Console.

e C. Use a private connection to create the super admin accounts to avoid sending your credentials over the Internet.

e D. Use a physical token to secure the super admin credentials with multi-factor authentication (MFA).

¢ E. Provide non-privileged identities to the super admin users for their day-to-day activities.

IEf#E: AL D
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A security audit uncovered several inconsistencies in your project's Identity and Access Management (IAM) configuration. Some
service accounts have overly permissive roles, and a few external collaborators have more access than necessary. You need to gain
detailed visibility into changes to IAM policies, user activity, service account behavior, and access to sensitive projects. What should
you do?

¢ A Deploy the OS Config Management agent to your VMs. Use OS Config Management to create patch management jobs
and monitor system modifications.

¢ B. Enable the metrics explorer in Cloud Monitoring to follow the service account authentication events and build alerts linked
onitt.

e (. Use Cloud Audit Logs. Create log export sinks to send these logs to a security information and event management (SIEM)
solution for correlation with other event sources.

e D. Configure Google Cloud Functions to be triggered by changes to IAM policies. Analyze changes by using the policy
simulator, send alerts upon risky modifications, and store event details.

IEf: C

AR :

To address inconsistencies in your project's Identity and Access Management (IAM) configuration and gain comprehensive visibility
into IAM policy changes, user activity, service account behavior, and access to sensitive projects, leveraging Google Cloud's
auditing capabilities is essential.

Option A: While Cloud Monitoring's metrics explorer can track certain metrics, it is not designed to provide detailed logs of IAM
policy changes or user activities.

Option B: Cloud Audit Logs offer detailed records of administrative activities, including IAM policy changes and authentications. By



creating log export sinks, you can forward these logs to a Security Information and Event Management (SIEM) solution, enabling
correlation with other event sources and comprehensive analysis. This approach provides the necessary visibility into IAM
configurations and user activities.

Option C: Triggering Cloud Functions based on IAM policy changes and analyzing them with a policy simulator is a proactive
approach. However, it may not provide the depth of historical data and comprehensive analysis capabilities that a STEM solution
offers.

Option D: Deploying the OS Config Management agent focuses on VM configuration and patch management, which does not
directly address IAM policy monitoring or user activity tracking.

Therefore, Option B is the most effective solution to gain detailed visibility into [AM-related activities and address the identified
consistencies.

Reference:

Cloud Audit Logs Overview

Exporting Logs to a SIEM

HM #253

A customer's company has multiple business units. Each business unit operates independently, and each has their own engineering
group. Your team wants visibility into all projects created within the company and wants to organize their Google Cloud Platform
(GCP) projects based on different business units. Each business unit also requires separate sets of TAM permissions.

Which strategy should you use to meet these needs?

A. Assign GCP resources in a project, with a label identifying which business unit owns the resource.
B. Establish standalone projects for each business unit, using gmail.com accounts.

C. Create an organization node, and assign folders for each business unit.

D. Assign GCP resources na VPC for each business unit to separate network access.

Ef#: C

fEEL:
Refer to: httpsy//cloud.google.com/resource-manager/docs/listing-all-resources Also: https://wideops.com/mapping-your-
organization-with-the- google-cloud-platform-resource-hierarchy/

B #254

A company has been rumning their application on Compute Engine. A bug in the application allowed a malicious user to repeatedly
execute a script that results in the Compute Engine instance crashing, Although the bug has been fixed, you want to get notified in
case this hack re-occurs.

‘What should you do?

e A. Create an Alerting Policy in Stackdriver using the CPU usage metric. Set the threshold to 80% to be notified when the
CPU usage goes above this 80%.

¢ B. Log every execution of the script to Stackdriver Logging, Configure BigQuery as a log sink, and create a BigQuery
scheduled query to count the number of executions in a specific timeframe.

e C. Log every execution of the script to Stackdriver Logging. Create a User-defined metric in Stackdriver Logging on the logs,
and create a Stackdriver Dashboard displaying the metric.

e D. Create an Alerting Policy in Stackdriver using a Process Health condition, checking that the number of executions of the
script remains below the desired threshold. Enable notifications.

Ef: C
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