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EE #42
Implementing endpoint posture policies is crucial for:

¢ A. Allowing all devices to access network resources without checks

¢ B. Ensuring devices comply with security standards before accessing the network
¢ C. Decreasing network traffic

¢ D. Making the network accessible without a password

He: B

HEE #43
‘What must be automated to enhance the efficiency of a security team response?

¢ A. Changing all user passwords when a threat is detected

¢ B. Sending an email to the entire organization when a threat is detected

¢ (. Changing firewall settings for every detected threat, regardless of its severity
¢ D. Isolating affected systems and applying predefined security policies

HMg: D

ME.

Automation of containment and response actions-such as isolating compromised endpoints and applying predefined security policies-
is a critical capability of Cisco's XDR and SecureX platform According to SCAZT Section 6: Threat Response (Pages 112-117),
automating threat containment allows security teans to rapidly limit the blast radius of incidents and improve mean time to respond
(MTTR), without relying solely on manual intervention.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 6, Pages 112-117

A2 #4
OIDC (OpenlD Connect) is primarily utilized for:

A. Monitoring user activities

B. Authenticating users via an identity provider
C. Increasing network latency

D. Disconnecting user sessions
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EE #45

Gi e SAML/SSO
3

Web Browser ISE Azure AD
Refer to the exhibit. An engineer must configure SAML SSO in Cisco ISE to use Microsoft Azure AD as an identity provider.
These configurations were performed:
* Configure a SAML IdP in ISE.
* Configure the Azzre AD IdP settings.

Which two actions must the engineer take in Cisco ISE? (Choose two.)

A. Configure the Internal Identity Source Sequence setting.
B. Configure the External Identity Sources settings.

C. Upload metadata from Azure AD to ISE.

D. Add a SAML IdP.

E. Configure SAML groups in ISE.
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When integrating Cisco ISE with Azure AD using SAML SSO:
B: The Azure AD metadata must be uploaded into ISE to establish trust and allow token validation.
D: External Identity Sources settings must be configured in ISE to recognize and process authentication requests via SAML-based

identity providers like Azure AD.

These are mandatory steps for enabling browser-based SSO authentication in ISE as explained in SCAZT Section 2 (User and
Device Security, Pages 42-44), which describes federated identity integration.
Note: Option A is already completed as stated in the prompt. Options C and E are not essential to the authentication flow in this

SAML context.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 2, Pages 42-44
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Refer to the exhibit. An engineer is mvestigating an unauthorized connection issue using Cisco Secure Cloud Analytics. Which two

actions must be taken? (Choose two.)

A. Reinstall the host fiom a recent backup.

B. Reinstall the host from scratch.

C. Validate the IDS logs

D. Inform the incident management team.

E. Block the unwanted IP addresses on the firewall
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The Secure Cloud Analytics alert indicates suspicious heartbeat-based connections from an internal server (ip-



10-201-0-16) to multiple suspicious IPs over UDP/port 53 (DNS). This behavior suggests command-and- control (C2) activity or
botnet comnumications.

B: Alerting the incident response (IR) team s a critical next step in escalating a verified threat as per SCAZT Section 6 (Threat
Response, Pages 114-117).

D: Blocking the identified malicious IPs on perimeter firewalls or network access control devices is an appropriate containment step
to disrupt communication.

Reinstallation (A/E) is premature without a full forensic investigation. Validating IDS logs (C) is useful but not immediate response-
focused compared to actions B and D.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 6, Pages 114-117
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