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H#73
Refer to the exhibit showing the history logs from a FortiMail device.
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Which FortiMail email security feature can an administrator enable to treat these emails as spam?

A. Impersonation analysis in an antispam profile
B. Sender domain validation in a session profile

C. Soft fail SPF validation in an antispam profile
D. DKIM validation in a session profile

Ef#: A

s

Impersonation analysis is a feature that detects emails that attempt to impersonate a trusted sender, such as a company executive or
a well-known brand, by using spoofed or look-alike email addresses. This feature can help prevent phishing and business email
compromise (BEC) attacks. Impersonation analysis can be enabled in an antispam profile and applied to a firewall policy.
References:https://docs. fortinet.com/document/fortimail

/6.4.0/administration-guide/103663/impersonation-analysis

httpsz/docs.fortinet.convdocument/fortimail/7.2.0/cookbook/22 18 14/protecting-against-email-impersonation- in-fortimail

HA #74
You want to use the MTA adapter feature on FortiSandbox in an HA-Cluster. Which statement about this solution is true?

A. The configuration is different than on a standalone device.

B. The configuration of the MTA Adapter Local Interface is different than on portl.
C. The MTA adapter mode is only detection mode.

D. The MTA adapter is only available in the primary node.

Ef#: D

fiE L.

The MTA adapter feature on FortiSandbox is a feature that allows FortiSandbox to act as a mail transfer agent (MTA) that can
receive, inspect, and forward email messages from external sources. The MTA adapter feature can be used to integrate
FortiSandbox with third-party email security solutions that do not support direct integration with FortiSandbox, such as Microsoft
Exchange Server or Cisco Email Security Appliance (ESA). The MTA adapter feature can also be used to enhance email security
by adding an additional layer of inspection and filtering before delivering email messages to the final destination. The MTA adapter
feature can be enabled on FortiSandbox in an HA-Cluster, which is a configuration that allows two FortiSandbox units to
synchronize their settings and data and provide high availability and load balancing for sandboxing services. However, one statement
about this solution that is true is that the MTA adapter is only available in the primary node. This means that only one FortiSandbox
unit in the HA-Cluster can act as an MTA and receive email messages from external sources, while the other unit acts as a backup
node that can take over the MTA role if the primary node fails or loses connectivity. This also means that only one IP address or
FQDN can be used to configure the external sources to send email messages to the FortiSandbox MTA, which is the IP address or
FQDN of'the primary node. Reference: https:/docs. fortinet.com/document/fortisandbox/3.2.0/administration-guide/1 9662/mail-
transfer-agent-mta https://docs. fortinet.com/document/fortisandbox/3.2.0/administration- guide/ 19662 /high-availability-ha



B #75
Refer to the exhibit.

You have deployed a security fabric with three FortiGate devices as shown in the exhibit. FGT 2 has the following configuration:

FGT 1 and FGT 3 are configured with the default setting. Which statement is true for the synchronization of fabric-objects?

A. Objects from the root FortiGate will only be synchronized to FGT _ 2.

B. Objects from the FortiGate FGT 2 will be synchronized to the upstream FortiGate.

C. Objects fromthe root FortiGate will only be synchronized to FGT 3.

D. Objects fromthe root FortiGate will not be synchronized to any downstream FortiGate.

EM: D
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The fabric-object-unification setting on FGT 2 is set to local, which means that objects will not be synchronized to any other
FortiGate devices in the security fabric. The default setting for fabric-object-unification is default, which means that objects will be
synchronized from the root FortiGate to all downstream FortiGate devices.

Since FGT 2 is not the root FortiGate and the fabric-object-unification setting is set to local, objects from the root FortiGate will not
be synchronized to FGT 2.

Reference:

Synchronizing objects across the Security Fabric: https:/docs. fortinet.convdocument/fortigate/6.4.0/administration-
guide/880913/synchronizing-objects-across-the-security-fabric

B #76
Refer to the exhibit.



i LN __;A.___'_‘I" ' 2. a _I_L._._n_..-.'_.zj_t_.i_}_;"‘_m_‘.l'
You are operating an internal network with multiple OSPF routers on the same LAN segment. FGT 3 needs to be adde:
OSPF network and has the configuration shown in the exhibit. FGT 3 is not establishing any OSPF connection.

‘What needs to be changed to the configuration to make sure FGT 3 will establish OSPF neighbors without affecting the DR/BDR
election?
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The OSPF configuration shown in the exhibit is using the default priority value of 1 for the interface portl.

This means that FGT 3 will participate in the DR/BDR election process with the other OSPF routers on the same LAN segment.
However, this is not desirable because FGT 3 is a new device that needs to be added to the OSPF network without affecting the
existing DR/BDR election. Therefore, to make sure FGT 3 will establish OSPF neighbors without affecting the DR/BDR election,
the priority value of the interface portl should be changed to 0. This will prevent FGT 3 from becoming a DR or BDR and allow it
to form OSPF adjacencies with the current DR and BDR. Option B shows the correct configuration that changes the priority value
to 0. Option A is incorrect because it does not change the priority value. Option C is incorrect because it changes the network type
to point-to-point, which is not suitable for a LAN segment with multiple OSPF routers. Option D is incorrect because it changes the
area ID to 0.0.0.1, which does not match the area ID of the other OSPF routers on the same LAN segment.
References:https’//docs. fortinet.comydocument/fortigate/7.

0.0/administration-guide/358640/basic-ospf-example

B2 #77
Refer to the exhibit.
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The exhibit shows the forensics analysis of an event detected by the FortiEDR core In this scenario, which statement is correct
regarding the threat?

e A. This is an exfiltration attack and has not been stopped by FortiEDR
e B. This is an exfiltration attack and has been stopped by FortiEDR.

e C. This is a ransomware attack and has not been stopped by FortiEDR.
e D. This is a ransomware attack and has been stopped by FortiEDR

EE: D

fi# L

The exhibit shows the forensics analysis of an event detected by the FortiEDR core. The event graph indicates that a process named
svchost.exe was launched by a malicious file named 1.exe, which was downloaded froma suspicious URL. The process then
attenpted to encrypt files in various folders, such as Documents, Pictures, and Desktop, which are typical targets of ransonware
attacks. However, FortiEDR was able to stop the process and prevent any file encryption by applying its real-time post-execution
prevention feature. Therefore, this is a ransomware attack and has been stopped by FortiEDR. Reference:
httpsv/docs.fortinet.convdocument/fortiedr/6.0.0/administration- guide/733983/forensics
https//www.fortinet.comVcontent/danvfortinet/assets/data- sheets/fortiedr.pdf
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