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R #156
The Cable Commumications Policy Act of 1984 requires which activity?

¢ A Notice to subscribers of any mvestigation nvolving unauthorized reception of cable services

¢ B. Destruction of personal information a maximum of six months after it is no longer needed

¢ (. Obtaining subscriber consent for disseminating any personal information necessary to render cable services
¢ D. Delivery of an annual notice detailing how subscriber information is to be used

EX: D

fE RSB«

The Cable Communications Policy Act of 1984 (CCPA) is a federal law that regulates the cable television industry and protects the
privacy of cable subscribers. One of the provisions of the CCPA is that cable operators must provide their subscribers with an
annual notice that clearly and conspicuously informs them of the following information:

The nature of personally identifiable information collected or to be collected with respect to the subscriber and the nature of the use
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of such information The nature, frequency, and purpose of any disclosure of such information, including an identification of the types
of persons to whom the disclosure may be made The period during which such information will be maintained by the cable operator
The times and place at which the subscriber may have access to such information The limitations provided by the CCPA with
respect to the collection and disclosure of information by a cable operator and the right of the subscriber under the CCPA to enforce
such limitations The annual notice must also state that the subscriber has the right to prevent disclosure of personally identifiable
information to third parties, except as required by law or court order, and that the subscriber may sue for damages, attorney's fees,
and other relief for violations of the CCPA.

=8 #157
What is the main purpose of the Global Privacy Enforcement Network?

A. To investigate allegations of privacy violations internationally

B. To arbitrate disputes between countries over jurisdiction for privacy laws
C. To promote universal cooperation among privacy authorities

D. To protect the interests of privacy consumer groups worldwide

ZR: C

i RE LB -

The Global Privacy Enforcement Network (GPEN) is a network for privacy enforcement authorities (PEAs) to share knowledge,
experience and best practices on the practical aspects of privacy enforcement and cooperation. GPEN was created in response to
the OECD Recommendation on Cross-border Cooperation in the Enforcement of Laws Protecting Privacy, which called for
member countries to foster the establishment of an informal network of PEAs. GPEN's main purpose is to facilitate cross-border
cooperation and coordination among PEAs, especially in cases involving multiple jurisdictions or regions. GPEN also ains to
enhance information sharing, promote awareness and education, and support capacity building among PEAs. References:

* Home (public) | Global Privacy Enforcement Network

* Global Privacy Enforcement Network - International Association of Privacy Professionals

* International Partnerships - Office of the Privacy Commissioner of Canada

* Specialised networks - Global Privacy Assembly

* Action Plan for the Global Privacy Enforcement Network (GPEN)

* [IAPP CIPP/US Certified Information Privacy Professional Study Guide], Chapter 6, page 213.

R 8 #158

A company based in United States receives information about its UK subsidiary's employees in connection with the centralized HR
service it provides. How can the UK company ensure an adequate level of data protection that would allow the restricted data
transfer to continue?

¢ A. By submitting to the ICO a new application for the UK BCRs using the UK BCR application forns, as their existing
authorized EU BCRs are not recognized.

¢ B. Byallowing each employee the option to opt-out to the restricted transfer, as it is necessary to send their names in order to
book the sales bonuses.

e (. Byrevising the contract with the United States parent company incorporating EU SCCs, as it continues to be valid for
restricted transfers under the UK regime.

¢ D. By signing up to an approved code of conduct under UK GDPR to demonstrate compliance with its requirements, both
for the parent and the subsidiary companies.

ZER: C

fE R A -

The UK company can ensure an adequate level of data protection for the restricted data transfer to the US parent company by using
the EU Standard Contractual Clauses (SCCs), which are contractual terms that provide safeguards for personal data transferred
fromthe UK to third countries. The UK GDPR recognizes the validity of the EU SCCs adopted before the end of the Brexit
transition period, and allows the UK Information Commissioner's Office (ICO) to issue new SCCs in the future.

R #159
SCENARIO
Please use the following to answer the next QUESTION :



Matt went into his son's bedroom one evening and found him stretched out on his bed typing on his laptop. "Doing your network?"
Matt asked hopefully.

"No," the boy said. '"I'm filling out a survey."

Matt looked over his son's shoulder at his computer screen. "What kind of survey?" "It's asking QUESTIONS about my opinions."
"Let me see," Matt said, and began reading the list of QUESTIONS that his son had already answered. "It's asking your opinions
about the government and citizenship. That's a little odd. You're only ten." Matt wondered how the web link to the survey had ended
up in his son's email inbox. Thinking the message might have been sent to his son by mistake he opened it and read it. It had come
from an entity called the Leadership Project, and the content and the graphics indicated that it was intended for children. As Matt
read further he learned that kids who took the survey were automatically registered in a contest to win the first book in a series about
famous leaders.

To Matt, this clearly seemed like a marketing ploy to solicit goods and services to children. He asked his son if he had been
prompted to give information about himself in order to take the survey. His son told him he had been asked to give his name,
address, telephone number, and date of birth, and to answer QUESTIONS about his favorite games and toys.

Matt was concerned. He doubted if it was legal for the marketer to collect information from his son in the way that it was. Then he
noticed several other commercial emails from marketers advertising products for children in his son's inbox, and he decided it was
time to report the incident to the proper authorities.

How could the marketer have best changed its privacy management program to meet COPPA "Safe Harbor" requirements?

A. By making a COPPA privacy notice available on website

B. By participating in an approved self-regulatory program

C. By regularly assessing the security risks to consumer privacy
D. By receiving FTC approval for the content of its emails

ZX: B
fRRER A

COPPA safe harbor programs comprise industry groups that self-regulate their member-operators and establish their own guidelines
and requirements that must guarantee the same or greater protection for children as the standards set forth in the COPPA rule.

4 RE #160
Which statute is considered part of U.S. federal privacy law?

A. The Personal Information Protection and Electronic Documents Act.
B. SB 1386.

C. The Fair Credit Reporting Act.

D. The e-Privacy Directive.

ER: C

fRRE R «

The Fair Credit Reporting Act (FCRA) is considered part of U.S. federal privacy law because it regulates the collection, use, and
disclosure of personal information by consumer reporting agencies, such as credit bureaus, background check companies, and tenant
screening services.

The FCRA ains to protect the privacy, accuracy, and fairness of consumer credit information, and to ensure that consumers have
access to and control over their own credit reports. The FCRA also imposes obligations on users and furnishers of consumer
reports, such as creditors, employers, insurers, and landlords, to obtain consent, provide notice, and correct errors when using
consumer reports for various purposes. The FCRA is enforced by the Federal Trade Commission (FTC) and other federal agencies,
as well as by private lawsuits and state attorneys general. The FCRA was enacted in 1970 and has been amended several times,
most notably by the Fair and Accurate Credit Transactions Act of 2003 (FACTA), which added provisions on identity theft
prevention, fraud alerts, free credit reports, and disposal of consumer information.
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