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NEW QUESTION # 24 
Refer to the exhibit.

A company has a requirement to inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic from the
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FortiSASE VPN tunnel and redirect it to the endpoint physical Interface. Which configuration must you apply to achieve this
requirement?

A. Configure a static route with the Google Maps FQDN on the endpoint to redirect traffic
B. Configure the Google Maps FQDN as a split tunneling destination on the FortiSASE endpoint profile.
C. Change the default DNS server configuration on FortiSASE to use the endpoint system DNS.
D. Exempt the Google Maps FQDN from the endpoint system proxy settings.

Answer: B

Explanation:
To meet the requirement of inspecting all endpoint internet traffic on FortiSASE while excluding Google Maps traffic from the
FortiSASE VPN tunnel and redirecting it to the endpoint's physical interface, you should configure split tunneling. Split tunneling
allows specific traffic to bypass the VPN tunnel and be routed directly through the endpoint's local interface.
Split Tunneling Configuration:
Split tunneling enables selective traffic to be routed outside the VPN tunnel.
By configuring the Google Maps Fully Qualified Domain Name (FQDN) as a split tunneling destination, you ensure that traffic to
Google Maps bypasses the VPN tunnel and uses the endpoint's local interface instead.
Implementation Steps:
Access the FortiSASE endpoint profile configuration.
Add the Google Maps FQDN to the split tunneling destinations list.
This configuration directs traffic intended for Google Maps to bypass the VPN tunnel and be routed directly through the endpoint's
physical network interface.
FortiOS 7.2 Administration Guide: Provides details on split tunneling configuration.
FortiSASE 23.2 Documentation: Explains how to set up and manage split tunneling for specific destinations.

NEW QUESTION # 25 
Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the
HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system.
What is the recommended way to provide internet access to the contractor?

A. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.
B. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.
C. Use the self-registration portal on FortiSASE to grant internet access.
D. Use a tunnel policy with a contractors user group as the source on FortiSASE to provide internet access.

Answer: C

Explanation:
The self-registration portal is the recommended method for granting temporary internet access to contractors or guests. It provides a
simple and secure way for the contractor to authenticate and access the internet without requiring full endpoint management or policy
configuration.

NEW QUESTION # 26 
Which authentication method overrides any other previously configured user authentication on FortiSASE?

A. RADIUS
B. SSO
C. MFA
D. Local

Answer: B

Explanation:
Single Sign-On (SSO) overrides any other previously configured user authentication method on FortiSASE, taking precedence for
user authentication.

NEW QUESTION # 27 



Refer to the exhibit.

A customer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.
In this scenario, which two setups will achieve these requirements? (Choose two.)

A. Configure ZTNA servers and ZTNA policies on FortiGate.
B. Configure private access policies on FortiSASE with ZTNA.
C. Configure ZTNA tags on FortiGate.
D. Configure FortiGate as a zero trust network access (ZTNA) access proxy.

Answer: A,D

Explanation:
To enforce device posture checks and ensure that TCP traffic flows through FortiGate, the FortiGate must act as a ZTNA access
proxy and host the ZTNA servers and policies. This setup allows posture validation via FortiSASE while routing traffic securely to
protected servers through FortiGate.

NEW QUESTION # 28 
To complete their day-to-day operations, remote users require access to a TCP-based application that is hosted on a private web
server. Which FortiSASE deployment use case provides the most efficient and secure method for meeting the remote users'
requirements?

A. inline-CASB
B. SD-WAN private access
C. next generation firewall (NGFW)
D. zero trust network access (ZTNA) private access

Answer: D

Explanation:
Zero Trust Network Access (ZTNA) private access provides the most efficient and secure method for remote users to access a
TCP-based application hosted on a private web server. ZTNA ensures that only authenticated and authorized users can access
specific applications based on predefined policies, enhancing security and access control.
Zero Trust Network Access (ZTNA):
ZTNA operates on the principle of "never trust, always verify," continuously verifying user identity and device security posture before
granting access.
It provides secure and granular access to specific applications, ensuring that remote users can securely access the TCP-based
application hosted on the private web server.
Secure and Efficient Access:
ZTNA private access allows remote users to connect directly to the application without needing a full VPN tunnel, reducing latency
and improving performance.
It ensures that only authorized users can access the application, providing robust security controls.
FortiOS 7.2 Administration Guide: Provides detailed information on ZTNA and its deployment use cases.



FortiSASE 23.2 Documentation: Explains how ZTNA can be used to provide secure access to private applications for remote
users.

NEW QUESTION # 29
......
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