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M #198

A Network Operator is setting up a new server that will host a secure website (HTTPS) and also respond to basic network
comnectivity tests. Which two well-known TCP or UDP ports would the server need to have open on its firewall to allow these two
services? (Choose 2.)

e A 53(DNS)
e B. 80 (HTTP)
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e C.22(SSH)
e D. 443 (HTTPS)
e E.ICMP is a Layer 3 protocol and does not use ports.
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A Network Technician is configuring a point-to-point link between two routers. The link uses the
10.255.0.0/30 subnet. The local router needs to be assigned the first usable IP address in this subnet.
What is the correct IP address to configure on the local router's interface?

A. 10.255.0.0
B. 10.255.0.2
C. 10.255.0.3
D. 10.255.0.1
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A Network Operator is troubleshooting a connectivity issue where a client (192.168.10.100) in VLAN 10 cannot ping a server
(192.168.20.200) n VLAN 20. The operator checks the routing table on the core switch and confirns it has connected routes for
both VLANS. The operator then checks the ARP table on the core switch.

The operator runs “show arp™ on the core switch that acts as the gateway for both VLANSs.

show arp vian 20

IP Address MAC Address Port Type

192.168.20.1 00:d82f1a:b3:c4 vlan20 Local
192.168.20.200 Incomplete Dynamic
Based on this output, what is the most direct cause of the commumication failure?

A. The client at 192.168.10.100 has an incorrect default gateway configured.

B. The server at 192.168.20.200 is not responding to ARP requests from the core switch.
C. The core switch does not have a route to the 192.168.20.0/24 network.

D. The core switch's VLAN 20 interface is administratively down.
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A Junior Network Engineer is explaining the function of ARP to a colleague. A host computer (192.168.1.10) needs to send a
packet to another host (192.168.1.20) on the same local network.

What is the primary purpose of the Address Resolution Protocol (ARP) in this scenario?

A. To assign a dynamic IP address to the source host.

B. To determine the best Layer 3 path to the destination host.

C. To translate the private IP address to a public IP address for internet access.
D. To resolve the IP address 192.168.1.20 to its corresponding MAC address.
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A Network Technician is hardening an AOS-CX switch. The security policy requires that only authorized devices are allowed to
connect to the network. The technician wants to implement a security feature that authenticates a device based on its hardware
address before allowing it on the network. Which security feature directly meets this requirement?

e A Captive Portal authentication
e B. Local User Role authentication



e (. 802.1X authentication
e D. MAC authentication
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