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HE#17
In which of the following stages of the Cyber Kill Chain does the actor not interact with the victim endpoint(s)?

e A. Exploitation
e B. Installation
e C. Command & control
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¢ D. Weaponization
EM#: D
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Weaponization is the stage of the Cyber Kill Chain where the actor does not interact with the victim endpoint(s). Weaponization is
where the actor prepares or packages the exploit or payload that will be used to compromise the target. This stage does not involve
any communication or interaction with the victim endpoint(s), as it is done by the actor before delivering the weaponized content.
Exploitation, Command & Control, and Installation are all stages where the actor interacts with the victim endpoint(s), either by
executing code, establishing communication, or installing malware.

HM #18
‘What information is provided when using IP Search to look up an IP address?

¢ A Both internal and external IPs
¢ B. Internal IPs only

e C. Suspicious IP addresses

¢ D. External [Ps only
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IP Search is an Investigate tool that allows you to look up information about external IPs only. It shows mformation such as
geolocation, network comnnection events, detection history, etc. for each external IP address that has commumnicated with your hosts.
It does not show information about internal IPs, suspicious IPs, or both internal and external IPs.

HE#19
Which structured analytic technique contrasts different hypotheses to determine which is the best leading (prioritized) hypothesis?

A. Model hunting framework

B. Key assumptions check

C. Competitive analysis

D. Analysis of competing hypotheses
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Analysis of competing hypotheses is a structured analytic technique that contrasts different hypotheses to determine which is the best
leading (prioritized) hypothesis. It involves listing all the possible hypotheses, identifying the evidence and assumptions for each
hypothesis, evaluating the consistency and reliability of the evidence and assumptions, and rating the likelihood of each hypothesis
based on the evidence and assumptions.

R #20
What is the main purpose of the Mac Sensor report?

A. To provide vulnerability assessment for Mac Operating Systens
B. To identify endpoints that are in Reduced Functionality Mode
C. To provide a summary view of selected activities on Mac hosts
D. To provide a dashboard for Mac related detections

IEf: C
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The Mac Sensor report is a pre-defined report that provides a summary view of selected activities on Mac hosts. It shows
information such as process execution events, network connection events, file write events, etc. that occurred on Mac hosts within a
specified time range. The Mac Sensor report does not identify endpoints that are in Reduced Functionality Mode, provide
vulnerability assessment for Mac Operating Systens, or provide a dashboard for Mac related detections.



R #21
‘Which of'the following would be the correct field name to find the name of an event?

A. EVENT SIMPLE NAME
B. event_simpleName

C. Event_SimpleName

D. Event_Simple Name

IEf: C
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Event SimpleName is the correct field name to find the name of an event in Falcon Event Search. It is a field that shows the
simplified name of each event type, such as ProcessRollup2, DnsRequest, or FileDelete. Event Simple Name,

EVENT SIMPLE NAME, and event_simpleName are not valid field names for finding the name of an event.
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