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H #133
In the context of TAM roles for Amazon EC2, which of the following NOT true about delegating permission
to make API requests?

¢ A. Youcan have the application retrieve a set of temporary credentials and use them.
¢ B. You cannot create an IAM role.

¢ C. You can define which accounts or AWS services can assume the role.

¢ D. You can specify the role when you launch your instances.

IEf#: B

TR

Amazon designed IAM roles so that your applications can securely make API requests from your
instances, without requiring you to manage the security credentials that the applications use. Instead of
creating and distributing your AWS credentials, you can delegate permission to make API requests using
IAM roles as follows: Create an IAM role. Define which accounts or AWS services can assume the role.
Define which API actions and resources the application can use after assuming the role. Specify the role
when you launch your instances. Have the application retrieve a set of temporary credentials and use
them

Reference: http://docs.aws.amazon.comy AWSEC2/latest/UserGuide/iam-roles- for-amazon-ec2. html

HH #134

A company is migrating applications from on premises to the AWS Cloud. These applications power the company's internal web
forns. These web forns collect data for specific events several times each quarter.

The web forns use simple SQL statements to save the data to a local relational database. Data collection occurs for each event, and
the on-premises servers are idle most of the time. The company needs to minimize the amount of idle infrastructure that supports the
web forms.

Which solution will meet these requirements?

e A Create one Amazon DynamoDB table to store data for all the data mput Use the application form name as the table key to
distinguish data items. Create an Amazon Kinesis data stream to receive the data mput and store the input in DynamoDB. Use
Amazon Route 53 to point the DN'S names of the web forns to the Kinesis data stream's endpoint.

¢ B. Use Amazon EC2 Image Builder to create AMIs for the legacy servers. Use the AMIs to provision EC2 instances to
recreate the applications in the AWS.Cloud. Place an Application Load Balancer (ALB) in front of the EC2 instances. Use
Amazon Route 53 to point the DN'S names of the web forns to the ALB.

e C. Create Docker images for each server of the legacy web form applications. Create an Amazon Elastic Container Service
(Amazon ECS) cluster on AWS Fargate. Place an Application Load Balancer in front of the ECS cluster. Use Fargate task
storage to store the web form data.

e D. Provision an Amazon Aurora Serverless cluster. Build multiple schemas for each web forni's data storage. Use Amazon
API Gateway and an AWS Lambda function to recreate the data nput forms. Use Amazon Route 53 to pomnt the DNS
names of the web forns to their corresponding API Gateway endpoint.

1IEf#: D
R e«
Explanation

Provision an Amazon Aurora Serverless cluster. Build multiple schemas for each web forms data storage. Use Amazon API
Gateway and an AWS Lambda function to recreate the data nput forms. Use Amazon Route 53 to point the DNS names of the
web forms to their corresponding API Gateway endpoint.

HA #135

A company has its cloud infrastructure on AWS A solutions architect needs to define the infrastructure as code. The infrastructure is
currently deployed in one AWS Regjon. The company's business expansion plan includes deployments in multiple Regions across
multiple AWS accounts What should the solutions architect do to meet these requirements?

e A. Use AWS Organizations and AWS CloudFormation StackSets Deploy a CloudFormation template from an account that
has the necessary IAM permissions



¢ B. Use nested stacks with AWS CloudFormation templates Change the Region by using nested stacks

¢ C. Use AWS CloudFormation templates Add IAM policies to control the various accounts Deploy the tenplates across the
multiple Regions

e D. Use AWS Organizations Deploy AWS CloudFormation templates from the management account Use AWS Control
Tower to manage deployments across accounts

EfE: A

A -

httpsz/aws.amazon.convblogs/aws/new-use-aws-cloudformation- stacksets- for-multiple-accounts-in-an-aws-orga AWS
Organizations allows the management of multiple AWS accounts as a single entity and AWS CloudFormation StackSets allows
creating, updating, and deleting stacks across multiple accounts and regions in an organization. This solution allows creating a single
CloudFormation template that can be deployed across multiple accounts and regions, and also allows for the management of access
and permissions for the different accounts through the use of TAM roles and policies in the management account.

HM #136

A bucket owner has allowed another account's IAM users to upload or access objects in his bucket. The [AM user of Account A is
trying to access an object created by the IAM user of account B.

‘What will happen in this scenario?

A. 1t is not possible to give permission to multiple IJAM users

B. The bucket policy may not be created as S3 will give error due to conflict of Access Rights

C. AWS S3 will verify proper rights given by the owner of Account A, the bucket owner as well as by the JAM user B to the
object

D. It is not possible that the IAM user of one account accesses objects of the other JAM user

Ef#: C

fEE L

Explanation

Ifa IAM user is trying to perform some action on an object belonging to another AWS user's bucket, S3 will verify whether the
owner of the IAM user has given sufficient permission to him. It also verifies the policy for the bucket as well as the policy defined by
the object owner.

http-//docs.aws.amazon.com’ AmazonS 3/latest/dev/access-control-auth-workflow-object-operation. html

R #137

An organization is planning to host a Wordpress blog as well a joomla CMS on a single instance launched with VPC. The
organization wants to have separate domains for each application and assign them using Route 53. The organization may have about
ten instances each with two applications as mentioned above. While launching the instance, the organization configured two separate
network interfaces (primary + ENT) and wanted to have two elastic IPs for that instance.

It was suggested to use a public IP from AWS instead of an elastic IP as the number of elastic IPs is restricted. What action will you
recommend to the organization?

¢ A.Ido not agree as AWS VPC does not attach a public IP to an ENI; so the user has to use only an elastic IP only.

e B. I agree with the suggestion and it is recommended to use a public IP from AWS since the organization is going to use DNS
with Route 53.

e C. I agree with the suggestion but will prefer that the organization should use separate subnets with each ENI for different
public IPs.

e D. Ido not agree as it is required to have only an elastic IP since an instance has more than one ENI and AWS does not
assign a public IP to an instance with nuiltiple ENIs.

IEf@E: D

AR :

A Virtual Private Cloud (VPC) is a virtual network dedicated to the user's AWS account. It enables the user to launch AWS
resources into a virtual network that the user has defined. An Elastic Network Interface (ENI) is a virtual network interface that the
user can attach to an instance in a VPC. The user can attach up to two ENIs with a single instance. However, AWS cannot assign a
public IP when there are two ENIs attached to a single instance. It is recommended to assign an elastic IP in this scenario. Ifthe
organization wants more than 5 EIPs they can request AWS to increase the number.



httpz//docs.aws.amazon.comy AWSEC2/latest/UserGuide/using-eni. html
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