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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q189-Q194):

NEW QUESTION # 189
Hotspot Question
You have a Microsoft 365 ES subscription that contains the sensitive information types (SITs) shown in the following table.
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You plan to create the policies shown in the following table and assign them to a Microsoft SharePoint Online site.

[ 'Name-“' Type
DLP1 Data loss prevention (DLP) policy

Retention1 Retention label auto-labeling policy
Sensitivity 1 Sensitivity label auto-labeling policy

‘Which policies can use SIT1, and which policies can use SIT2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

DLP1 only

Retentiont only .

DLP1 and Retentiont ‘only
Retention1 and Sensitivity1 only
DLP1, Refention1, and Sensitivity1

'drrgosefts v
DLP1 only

Retention1 only

DLP1 and Retention1 only
Retention1 and Sensitivity1 only
DLP1, Retention1, and Sensitivity1

Answer:

Explanation:



Answer Area

SIT1: v

DLP1 only

Retention1 only

DLP1 and Retention1 only
Retention1 and Sensitivity1 only
DLP1, Retention1, and Sensitivity1

SIT2 -

DLP1 only

Retention1 only

DLP1 and Retention1 only
Retention1 and Sensitivity1 only

DLP1, Retentioni; andSensitivity 1

Explanation:

Box 1: DLP1 only

Document fingerprinting in Microsoft Purview creates sensitive information types (SITs) usable only in Data Loss Prevention (DLP)
policies across Exchange, SharePoint, OneDrive, Teams, and Devices, as well as Microsoft Information Protection (MIP) auto-
labeling in Exchange, SharePoint, and OneDrive.

Box 2: DLP1, Retentionl, and Sensitivity1

Regex-based custom SITs support broader Purview solutions including DLP policies, retention policies, and sensitivity label auto-
apply rules, enabling pattern matching for sensitive data detection across compliance workloads.

Reference:

https://learn.microsoft. comven-us/purview/sit-document- fingerprinting

https://learn.microsoft. comven-us/purview/apply-sensitivity-label-automatically

NEW QUESTION # 190

You have a Microsoft 36S ES subscription.

From the Microsoft Purview Data Security Posture Management for Al portal, you review the recommendations for Al data security
Youplan to create a one-click policy to block elevated risk users from pasting or uploading sensitive data to Al websites How will
the policy be configured? To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one
point.



Answer Area

Turn it on nght away

Instances only

Devices and SharePoint sites

Devices. Instances, and SharePoint sites

Answer:
Explanation:
Answer Area
.
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Turn it opnghtaway
Kegp it ot
Ihe golic/sibhaidply t v
Devices only
SharePoint sites only
Instances only
Devices and ShliePoint sites

Explanation:

Answer Area

Instances, and SharePoint v

This question is about creating a one-click policy within Microsoft Purview's Data Security Posture Management for Al portal.
These policies are designed to mitigate risks associated with sensitive data and Al websites. The correct configuration for this
specific scenario is to select "Test it out first" and apply the policy to "Devices, Instances, and SharePoint sites." This configuration is
based on Microsoft's recommended practices for deploying data loss prevention (DLP) and similar policies.

Policy Mode: "Test it out first"

Microsoft recommends using test mode for new policies to evaluate their impact and effectiveness before enforcing them. This
approach prevents unintended disruptions to user workflows. In test mode, the policy monitors and audits the specified activities
without blocking them. It generates alerts and reports, allowing administrators to review the policy's behavior and make necessary
adjustments. This aligns with the principle of "start small, then scale," ensuring that a policy designed to block sensitive data transfers
doesn't inadvertently prevent legitimate business activities.

Policy Scope: "Devices, Instances, and SharePoint sites"

The policy ains to block users from pasting or uploading sensitive data to Al websites. This requires a comprehensive scope to
cover all potential data exfiltration points.

Devices: This covers the user's local device, preventing data from being uploaded or pasted from applications running on the
machine. This is crucial for controlling data from endpoints.

Instances: This refers to SaaS (Software as a Service) instances, including Al websites. Applying the policy to instances ensures that
data transfers to these external services are monitored and controlled.

SharePoint sites: Data residing in SharePoint is a common source of sensitive information. Including SharePoint sites in the policy
scope ensures that data cannot be directly copied from these locations and uploaded to Al websites, providing a holistic security
posture.

By selecting "Devices, Instances, and SharePoint sites," the policy is configured to monitor and protect data across the most
common sources and destinations, providing a robust defense against data exfiltration to Al services. This comprehensive approach
is a comerstone of modern data security strategies in Microsoft 365.

This information is verifiable through Microsoft's official documentation for Microsoft Purview, particularly sections related to Data
Loss Prevention (DLP) policies and Data Security Posture Management for Al The best practice of "test first" and the broad scope
for sensitive data protection are consistently recommended.



NEW QUESTION # 191

You have a Microsoft 365 ES subscription.

You need to create a Microsoft Defender for Cloud Apps policy that will detect data loss prevention (DLP) violations.
‘What should you create?

A. an activity policy
B. a session policy
C. afile policy

D. an access policy

Answer: C

Explanation:

To create a Data Loss Prevention (DLP) policy in Microsoft Defender for Cloud Apps, go to the Microsoft Defender Portal,
navigate to Cloud Apps > Policies > Policy management, and create a new File policy. Define the conditions by selecting a file filter
and configuring the Data Classification Service for content inspection, then choose an Action for violations, such as creating an alert,
and optionally, implementing a governance action like moving the file to quarantine. You can optionally set a policy severity, link it to
risk types, and use sensitivity labels to ensure accurate file filtering.

Reference:

https:/learn. microsoft. com/en-us/training/modules/create-configure-data-loss-prevention- policies/3-integrate-data- loss-prevention-
with-microsoft-cloud-app-security

NEW QUESTION # 192

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.

You recently discovered that the developers at your company emailed Azure Storage Account keys in plain text to third parties.
You need to ensure that when Azure Storage Account keys are emailed, the emails are encrypted.

Solution: You create a data loss prevention (DLP) policy that has only the Exchange email location selected.

Does this meet the goal?

o A Yes
e B.No

Answer: A

Explanation:
Mailflow Rules in Exchange Admin Center and DLP Policies in the Security Center, both can achieve the same, Encrypt emails
based on sensttive information types detected in the message body.

NEW QUESTION # 193

You have a Microsoft 365 E5 subscription.

You create a sensitivity label named Labell and publish Labell to all users and groups.
You have the following files on a conputer:

- Filel.doc

- File2.docx

- File3.xlsx

- File4.txt

Youneed to identify which files can have Labell applied.

Which files should you identify?

A. File2.docx and File3.xlsx only

B. Filel.doc, File2.docx, and File3.xlsx only

C. File2.docx only

D. Filel.doc, File2.docx, File3.xlsx, and File4.txt



Answer: A

Explanation:
httpsz/leam.microsoft.com/en-us/purview/sensitivity- labels-office-apps#ofice-file-types-supported

NEW QUESTION # 194
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