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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q13-Q18):
NEW QUESTION # 13 
Which two statements are correct about the fab interface in a chassis cluster? (Choose two.)

A. Real-time objects (RTOs) are exchanged on the fab interface to maintain session synchronization.
B. In an active/active configuration, inter-chassis transit traffic is sent over the fab interface.
C. Heartbeat signals sent on the fab interface monitor the health of the control plane link.
D. The fab interface enables configuration synchronization.
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Answer: A,B

Explanation:
The fab interface is a fabric link that connects the two nodes in a chassis cluster. A chassis cluster is a high-availability feature that
groups two identical SRX Series devices into a cluster that acts as a single device.
The fab interface has two functions:
Real-time objects (RTOs) are exchanged on the fab interface to maintain session synchronization: RTOs are data structures that
store information about active sessions, such as source and destination IP addresses, ports, protocols, and security policies. RTOs
are exchanged between the nodes on the fab interface to ensure that both nodes have the same session information and can take
over the traffic in case of a failover.
In an active/active configuration, inter-chassis transit traffic is sent over the fab interface: In an active/active configuration, both nodes
in a cluster can process traffic for different redundancy groups (RGs). RGs are collections of interfaces or services that fail over
together from one node to another. If traffic needs to transit from one RG to another RG that is active on a different node, it is sent
over the fab interface.
Reference: = Configuring Chassis Clustering on SRX Series Devices, Chassis Cluster Redundancy Groups, Chassis Cluster Data
Plane

NEW QUESTION # 14 
Which two devices would you use for DDoS protection with Policy Enforcer? (Choose two.)

A. MX
B. vQFX
C. vMX
D. QFX

Answer: A,C

Explanation:
The MX and vMX devices can be used for DDoS protection with Policy Enforcer. Policy Enforcer is a Juniper Networks solution
that provides real-time protection from DDoS attacks. It can be used to detect and block malicious traffic, and also provides
granular control over user access and policy enforcement.
The MX and vMX devices are well-suited for use with Policy Enforcer due to their high-performance hardware and advanced
security features.

NEW QUESTION # 15 
Which two sources are used by Juniper Identity Management Service (JIMS) for collecting username and device IP addresses?
(Choose two.)

A. Microsoft Exchange Server event logs
B. DNS
C. OpenLDAP service ports
D. Active Directory domain controller event logs

Answer: B,D

Explanation:
Juniper Identity Management Service (JIMS) collects username and device IP addresses from both DNS and Active Directory
domain controller event logs. DNS is used to resolve hostnames to IP addresses, while Active Directory domain controller event
logs are used to get information about user accounts, such as when they last logged in.

NEW QUESTION # 16 
Exhibit
Referring to the SRX Series flow module diagram shown in the exhibit, where is application security processed?

A. Forwarding Lookup
B. Services ALGs
C. Screens



D. Security Policy

Answer: B

NEW QUESTION # 17 
Which two statements are correct about the cSRX? (Choose two.)

A. The cSRX supports BGP, OSPF. and IS-IS routing services.
B. The cSRX has three default zones: trust, untrust, and management
C. The cSRX only supports Layer 2 "bump-in-the-wire" deployments.
D. The cSRX supports firewall, NAT, IPS, and UTM services.

Answer: B,D

Explanation:
The two statements that are correct about the cSRX are that it supports firewall, NAT, IPS, and UTM services, and that it has three
default zones: trust, untrust, and management. The cSRX is a software- defined security solution that provides comprehensive
network security capabilities and is designed for virtualized environments. It supports firewall, NAT, IPS, and UTM services to
protect against threats, as well as BGP, OSPF, and IS-IS routing services for routing functionality. Additionally, the cSRX has three
default zones: trust, untrust, and management. The trust zone is used to define traffic that is allowed to enter the network, the untrust
zone is used to define traffic that should be blocked from entering the network, and the management zone is used to manage the
device itself. The cSRX does not support Layer 2 "bump-in-the-wire" deployments.
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