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R #370
A Cisco ACI fabric is configured with these objects:


https://drive.google.com/open?id=1u774nAyI77Wh-qt4QrlXpkhdXdw_UXMA
https://www.mogiexam.com/300-620-exam.html
https://www.pass4test.jp/300-620.html
https://www.passtest.jp/Cisco/300-620-shiken.html

- login domain named Domain_1

- TACACS+ provider group named Tacacs ProvGro

- TACACS+ server IP 10.43.145.1

‘Which action set allows users to log in to Cisco APIC using TACACS user credentials without setting the domain to Domain 1 for
each login?

e A AddIP 10.43.145.1 under Domain 1.
Associate Tacacs ProvGro to Domain 1.
Set realmto local under default AAA authentication.
¢ B. Add IP 10.43.145.1 under Tacacs_ProvGro.
Associate Tacacs ProvGro to default AAA authentication.
Set realmto TACACS+ under default AAA authentication.
e C.AddIP 10.43.145.1 under Tacacs ProvGro.
Associate Tacacs ProvGro to Domain 1.
Set realmto TACACS+ under default AAA authentication.
e D. Add IP 10.43.145.1 under default AAA authentication.
Associate Tacacs ProvGro to Domain 1.
Set realmto local under Tacacs ProvGro.

EfE: C

A -

To allow users to log in to the Cisco APIC using TACACS+ credentials without needing to specify the domamn (Domamn_1) for each
login, the following configuration steps are required:

1. Add the TACACS+ server IP address (10.43.145.1) under the provider group Tacacs ProvGro: This step ensures the APIC
communicates with the correct TACACS server for authentication.

2. Associate Tacacs ProvGro with Domain 1: Associating the TACACS+ provider group with the login domain enables
authentication of users associated with that domain.

3. Set the default AAA authentication realm to TACACS+: By setting the default realmto TACACS+, the APIC will prioritize
TACACS+ as the default authentication method. This elimmates the need for users to explicitly specify the login domain (Domain 1)
during the login process.

B #371
An engineer wants to monitor all configuration changes, threshold crossing, and link-state transitions in a Cisco ACI fabric. Which
action must be taken to receive the required messages?

A. Add Session Logs and Audit Logs to the monitor policy.

B. Include Audit Logs and Events in the Syslog source policy.
C. Add Faults and Events to the monitor policy.

D. Include Events and Session Logs in the Syslog source policy.

EfE: A

R

After searching, there is nothing called "syslog source policy" in ACL. Syslog source policy exists in UCS Central. The choices now
are on "Monitoring Policy" that exits on A and C.
https://commumnity.cisco.convlegacyfs/online/attachments/blog/technote-aci-syslog_external- latest.pdf
https//www.cisco.convc/en/us/td/docs/switches/datacenter/acvapic/sw/all/faults/guide/b APIC F

aults Frrors/b IFC Faults Errors_chapter 010.html



+ Configuration Steps:
1. Access the APIC Admin GUL
2. Select FABRIC -> FABRIC POLICIES. .
3. In the Policies navigation panel on the left, select and alx ONITORING POLICIES.
* Expand DEFAULT and Select "CALLHOME/S S¥ G
¢ In the "Callhome/SNMP/Syslog" configuratio , Select SYSLOG as the "Source Type”

and Click on the " + " sign to CREA’
' I ' . J.n '1e 1at SYSLOG Source" co n panel, perform the following actions:
| - Ent urce Name (dead gSrc)
Change MIN SEVERIT¥ t ORMATION

c I S c the “CHEC %utton to include: Audit logs, Events, Faults, and Session logs.
- Select the SYS nitoring Destination Group that was created in a previous task
)

e

(deadbeef-sys
- Click Submit

Event Objects and Logs

In the Cisco APIC Management m!onna'onl/lo f F'rfe'ncl, tPI alnl‘:ackage contains general event-related object classes, although some
event types are found in other packages.

A loggable event is represented by an euﬁc'd Seceri n immutable, stateless, dfid Pecsistent MO created by the system to record
the occurrence of a specific set of conditi tia gi P in - Although an eventfecord FJQ:{; usually triggered by conditions in another
MO, it is not contained by that MO but is contained in an event log.

Each new event record MO is added to one of three separate event I@s?mﬂﬁag Oh the cause of the event:

(aaa:ModLR) that are required to be auditable.
« Health score log—Holds records of changes in the"iealth seore (health:Record) of the system or components.
+ Event log—Holds records of other system—'@n&aféﬁ events (event:Record) such as link state transitions.

Each log collects and retains event records. An Bvent MO remains in the log until it is purged when the log reaches capacity and space is needed
for new event records. The retention and purge behavior for each log is specified in a record retention policy (event:ARetP) object associated with
each log.

HH #372
‘Which endpoint learning operation is completed on the egress leaf switch when traffic is received froman L30Out?

A. The source [P address of the traffic is learned as a remote endpoint.

B. No source MAC or IP address of the traffic is learned as a remote endpoint.
C. The source MAC and IP address of the traffic is learned as a local endpoint.
D. The source MAC address of the traffic is learned as a remote endpoint.

Ef#: A

HM #373
An engineer is troubleshooting fabric discovery in a newly deployed Cisco ACI fabric and analyzes this output:
An engineer is troubleshooting fabric discovery in a newly deployed Cisco ACI fabric and analyzes this output:

e » Eh s At
S:‘r;sfwms for VRF "overlay-1"(4)
| ce

Address Interface Status
101023 10.233,44,32/32 protocol-up/link-up/admin-up
LEAF101% show vlan extended
VLAN Name Encap Ports
8 infra:default  vxlan-38802518, Eth1/1, Eth1/2, Eth1/47
vian-3600

Which ACI fabric address is assigned to interface lo1023?



Ef#:

A. Fabric tunnel endpoint

B. VXLAN tunnel endpoint
C. Dynamic tunnel endpoint
D. Physical tunnel endpoint

B

R #374

A customer must upgrade the Cisco ACI fabric to use a feature from the new code release. However, there is no direct path from
the current release to the desired one. Based on the Cisco APIC Upgrade/Downgrade Support Matrix, the administrator must go
through one intermediate release.

Which set of steps must be taken to upgrade the fabric to the new release?

A. Upgrade the APICs to an interim release.

Upgrade the leaf switches directly to the targeted release.

Upgrade the spine switches directly to the targeted release.

Upgrade the APICs to the targeted release.

B. Upgrade the APICs to an interim release and then switches to an interim release.
When all switches are operational, upgrade leaf switches to the targeted release.
Upgrade the spine switches to the targeted release.

Upgrade the APICs to the targeted release.

C. Upgrade the APICs directly to the targeted release.

Upgrade the switches to an interim release.

When all switches are operational, upgrade the leaf switches to the targeted release.
Upgrade the spine switches to the targeted release.

D. Upgrade the APICs to an interim release.

Upgrade the switches to an interim release.

Upgrade the APICs to the targeted release.

Upgrade the leafand spine switches to the targeted release.

iIFf@E: D

B #375
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