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Microsoft Information Protection Administrator Sample Questions (Q307-
Q312):

NEW QUESTION # 307

You have a Microsoft 365 tenant that is opt-in for trainable classifiers.

You need to ensure that a user named User1 can create custom trainable classifiers. The solution must use the principle of least
privilege.

‘Which role should you assign to User1?

A. Conpliance Administrator
B. Security Operator

C. Global Admmistrator

D. Security Administrator

Answer: C

Explanation:

To use classifiers in the following scenarios, you need the following permissions:
Scenario = Sensitivity label policy

Required Role/Permission

Security Administrator

Compliance Administrator

Compliance Data Administrator
https:/learn.microsoft.com/en-us/purview/trainable- classifiers- get-started-with

NEW QUESTION # 308
You create a data loss prevention (DLP) policy that meets the following requirements:

Prevents guest users from accessing a sensitive document shared during a Microsoft Teams chat Prevents guest users from accessing
a sensitive document stored in a Microsoft Teams channel Which location should you select for each requirement? To answer, select

the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Prevents guest users from accessing a sensitive
document shared during a Microsoft Teams chat:

Exchange email

OneDrive accounts

SharePoint sites

Teams chat and channel messages

Prevents guest users from accessing a sensitive
document stored in a Microsoft Teams channel:

Exchange email

OneDrive accounts

SharePoint sites
Teanis/chdt.and.channel messages

Answer:

Explanation:
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Prevents guest users from accessing a'sensitive
document stored in a Microsoft Teams channel:

Explanation _ -
Prevents guest users from accessing a sensitive

document shared during a Microsoft Teams chat:

v
| OneDrivé accounts |
SharePoint sites
~ Teams chat and channel messages
v

Exchange email
OneDrive accounts

g ]

Teams chat and channel messages

Microsoft

Prevents guest users from-aaceSsing & sensitive
document stored inca Microsoft Teams channel:

v
Exchange email
OneDrive accounts
SharePoint sites
Téams'chat-and channel messages
v

Reference:

Exchange email

OneDrive accounts

SharePoint sites

Teams chat and channel messages

httpsz//docs.microsoft.com/en-us/microsoft- 365/compliance/dlp-microsoft-teams ?view—=0365-worldwide
httpsz//docs.microsoft.com/en-us/microsoftteams/sharepoint-onedrive-interact

NEW QUESTION # 309

You have a Microsoft 365 tenant named contoso.com that contains two users named Userl and User2. The tenant uses Microsoft

Office 365 Message Encryption (OME).

User] plans to send emails that contain attachments as shown in the following table.

ect IVIICrOSOIT 1o Attachment type

User2@contosocom | .doex

Userd@outlook.com Mdoc

User3@gmail.com xlsx

User?2 plans to send emails that contain attachments as shown in the following table.

| Subject | To [ ﬂuﬂbﬁﬂ Message size |
Mail4 Userl@contoso.com | ppik'c = 4 MB
Mails Userd@outlook.eomiy 459 6 MB
Mailé Useraggmiﬁ:bm docx 3 MB

For which emails will the attachments be protected? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Userl:

User2:

Answer:
Explanation:

Explanation

v

Maill only
Mail3 only
Maill and Mail2 only
Mail2 and Mail3 only
Maill, Mail2, and Mail3

. 'Microdamt
Mail5 only
Mail6 only

Mail4 and Mail5 only
Mail4 and Mail6 only
Maill, Mail2, and Mail3

Maill only

Mail3 only

Maill and Mail2 o
Mail2 and MaiIEEmn@:

| Maill, l\fli{@.?nd Mail3

v

|
fr

Maill, Mail2, and Mail3




Maill only

Mail3 only

Maill and Mail2 only
Mail2 and Mail3 only
Maill, Mail2, and Mail3

IVl i(:'!'(}%'{]'.

Mail5 only

Mail6 only

Mail4 and Mail5 only
Mail4 and Mail6 only
Maill, Mail2, and Mail3

Reference:
https/support.microsoft.com/en-gb/office/mtroduction-to-irm-for-email-messages-bb643d33-4a3f-4ac7-9770-1d
https:/docs.microsoft.com/en-us/microsoft- 365/compliance/ome?view=0365-worldwide
https:/docs.microsoft.com/en-us/office365/servicedescriptions/exchange-online-service-description/exchange-on

NEW QUESTION # 310

Youneed to automatically apply a sensitivity label to documents that contain information about your company's
network including computer names, IP addresses, and configuration information.

Which two objects should you use? Each correct answer presents part of the solution. (Choose two.)

NOTE: Each correct selection is worth one point.

e A a sensitivity label that has auto-labeling

B. a sensitive info type that uses keywords

C. a custom trainable classifier

D. a sensitive info type that uses a regular expression
E. an Information protection auto-labeling policy

F. a data loss prevention (DLP) policy

Answer: CE

Explanation:

Reference:

https://docs.microsoft.comven-us/microsoft-365/compliance/classifier-learn-about ?view=0365-worldwide
https://docs.microsoft.comven-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-
worldwide

NEW QUESTION # 311
A user reports that she can no longer access a Microsoft Excel file named Northwind Customer Data.xlsx.
Fromthe Cloud App Security portal, you discover the alert shown in the exhibit.



Alerts - [I File containing PCI detected in the clou... +30 ;»;smum e

a v s PR T eranal G onine MeE:
Resolution options: 0 Northwind Customer Dataxlsx ~ @& File is in quarantine & Megan Bowen = Close alert - JE

Description
File policy "File containing PCl detected in the cloud (built-in DLP engine)” was matched by "Nerthwind Customer Data.xlsx"

Important information

« This alert falls under the following M tactic: Execution
Files
No files found e
File name Owner App Collaborators  Policies Last modified -

File policy report

File name Owner App Collaborators Policies Last modified

t] Northwind Custo... Megan Bowen & Microsoft Share... @ 5 collaborators 1 policy match  Nov 21, 2020 ')

You restore the file from quarantine.
You need to prevent files that match the policy from being quarantined. Files that match the policy must generate an alert.
‘What should you do?

A. Update the governance action.

B. Assign the Global reader role to the file owners.

C. Modify the policy template.

D. Exclude file matching by using a regular expression.

Answer: A

Explanation:
The wrong governance action is being executed. If you only want an alert you should not enable the quarantine option.

NEW QUESTION # 312
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