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Fortinet FCP_GCS_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Define auto-scaling in Google Cloud: This topic explains how Google Cloud automatically adjusts compute
resources based on workload demand.

Topic 2
Identify supported protocols: This topic outlines the network and application protocols supported by
FortiGate and Google Cloud deployments.

Topic 3
Explain the concept of the public cloud: This topic covers the fundamentals of public cloud computing,
including shared infrastructure, on-demand resources, and scalability over the internet.

Topic 4
Describe traffic flow for FortiGate Google Cloud architectures: This section outlines how traffic moves
through FortiGate instances in various Google Cloud deployment models.

Topic 5
Identify Fortinet products on Google Cloud Marketplace: This topic covers available Fortinet security
solutions that can be deployed directly from the Google Cloud Marketplace.

Topic 6
Identify different types of load balancers: This topic covers the various load balancing options available in
Google Cloud environments.

Topic 7
Identify threats and challenges in the public cloud: This area focuses on common security risks, compliance
issues, and operational challenges faced in public cloud environments.

Topic 8
Understand FortiGate Google Cloud SDN integration: This section explains how FortiGate integrates with
Google Cloud SDN for dynamic policy updates and automation.

Topic 9
Understand symmetric hashing: This topic describes symmetric hashing mechanisms used to maintain
session persistence in load-balanced environments.
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Topic 10
Identify Fortinet WAF solutions for Google Cloud: This topic introduces Fortinet Web Application
Firewall solutions designed to protect web applications in Google Cloud.

Topic 11
Identify Google Cloud security components: This topic covers built-in security services such as IAM,
Cloud Armor, Security Command Center, and encryption features.

Topic 12
Identify Google Cloud core networking components: This section focuses on VPCs, subnets, routes,
firewalls, and connectivity options within Google Cloud networking.

Topic 13
Describe FGCP A-P HA: This topic explains FortiGate Clustering Protocol Active-Passive high availability
architecture and its failover process.

Topic 14
Understand various load balancing operations: This section explains how load balancers distribute traffic,
perform health checks, and ensure service availability.

Topic 15
Explain Fortinet licensing models: This topic describes Fortinet licensing options, subscription models, and
usage-based licensing in cloud environments.

Topic 16
Describe FGCP A-A HA: This section describes FortiGate Clustering Protocol Active-Active high
availability and traffic distribution between nodes.

Topic 17
Define public cloud service terms: This section explains key terminology such as IaaS, PaaS, SaaS,
regions, zones, and shared responsibility models.

Topic 18
Identify various public cloud deployment types: This section explains different deployment models such as
public, private, hybrid, and multi-cloud environments.

Topic 19
Describe Google Cloud service components: This topic explains the main Google Cloud services, including
compute, storage, networking, and management components.

Topic 20
Describe FortiWeb Cloud: This section explains the features and deployment model of FortiWeb Cloud as
a SaaS-based WAF solution.
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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q16-Q21):
NEW QUESTION # 16 
What are the two responsibilities of a Google Cloud customer in terms of security? (Choose two.)

A. The Google Cloud customer is responsible for securing operating systems and applications.
B. The Google Cloud customer is responsible for securing network traffic.
C. The Google Cloud customer is responsible for securing cloud storage infrastructure.
D. The Google Cloud customer is responsible for securing the computing resources.

Answer: A,B
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Explanation:
Customers manage security for their data, applications, operating systems, and network configurations, while Google secures the
underlying cloud infrastructure.

NEW QUESTION # 17 
Refer to the exhibit.
Which three things happen during a failover in which the passive FortiGate VM becomes the master cluster member in an active-
passive high-availability (HA) environment? (Choose three.)

A. The health check ensures that incoming traffic to the ephemeral external IP address of the load balancer is forwarded to
the new active cluster member.
B. The Management IP address moves from port3 of the current active member to port3 of the new active cluster member.
C. The health check status will indicate that the old active cluster member is unhealthy.
D. The custom route is updated using API calls to forward all traffic to port2 of the new active cluster member device.
E. The health check for the passthrough load balancers forces internal traffic to route to port2 of the new active cluster
member.

Answer: A,C,D

Explanation:
The load balancer health check detects the failure of the old active member and forwards traffic to the new active member.
The health check reflects the status change, marking the previous active as unhealthy.
API calls update custom routes to redirect traffic to the new active cluster member's internal interface (port2).

NEW QUESTION # 18 
An administrator wants to use the FortiGate automation stitch feature to quarantine compromised hosts.
Which native Google Cloud service should the administrator integrate with FortiGate to achieve this?

A. Google Cloud IAM
B. Google Cloud Interconnect
C. Google Cloud Run functions
D. Google Cloud App_ Engine

Answer: C

Explanation:
Google Cloud Run allows you to run serverless containerized functions that can be triggered by FortiGate automation stitches to
perform actions such as quarantining compromised hosts. It is the native service best suited for automating responses in cloud
environments.

NEW QUESTION # 19 
An administrator is tasked to deploy two FortiGate devices in two different zoned to achieve geographical redundancy.
Which two architectural considerations must the administrator address? (Choose two.)

A. The FortiGate devices must be deployed in two different regions.
B. The FortiGate devices must not be deployed in the same VPC.
C. The FortiGate devices can be deployed in the same subnet.
D. The FortiGate devices cannot be assigned the second IP address in the subnets that they are deployed in.

Answer: A,D

Explanation:
Deploying FortiGate devices in different regions ensures geographic redundancy.
The second IP address in a subnet is reserved for the default gateway in Google Cloud, so FortiGate devices cannot use that IP.

NEW QUESTION # 20 



Which architecture inspection type in Google Cloud is most closely associated with Google Cloud Interconnect?

A. East-west traffic inspection
B. Inbound north-south traffic inspection
C. Outbound north-south traffic inspection
D. Hybrid cloud inspection

Answer: D

Explanation:
Google Cloud Interconnect connects on-premises networks with Google Cloud, enabling hybrid cloud environments. Inspection
related to this connectivity focuses on hybrid cloud traffic flows.

NEW QUESTION # 21
......
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