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R #102
When first entering the ZTNA Admin Portal, which two sections must a Tenant Admin configure before any policy can be enforced?

A. Threat Intelligence Services feed overrides

B. Authentication (IDP) settings

C. Network Security Boundary (Sites & Connectors)
D. Logging & Reporting destinations
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EfE: B. C
RN -

Without an IDP and at least one Site/Connector, no user or traffic context exists for enforcement.

H #103
A delegated admin must be able to create Policies but not modify Authentication settings.
Which RBAC design satisfies the requirement?

A. Grant "Site Manager" privileges plus SIEM read access

B. Clone the "Tenant Admin" role and disable Authentication edit rights
C. Assign "Policy Admin" role to a specific Collection

D. Assign "Policy Admin" role at Tenant level

Ef#: C

R -
Collection-scoped Policy Admin confines privileges to policy tasks without exposing global authentication.

ER #104
‘Which Admin Console function creates a diagrammatic view of Sites, Collections, and Connectors?

A. Topology Explorer
B. Policy Simulator
C. Health Dashboard
D. Risk Heatmap

Ef: A

A
Explorer visually maps components.

R #105
A scheduled Policy Report shows a spike in "Access Denied - Risk High'" events.
‘Which tuning action is most appropriate?

A. Disable DLP inspection on low-risk apps

B. Increase Connector idle timeout to prevent re-authentications
C. Add user subnet to the Network Boundary "Trusted" list

D. Review TIS risk-score thresholds in the affected policy

Ef#: D
e

Threshold may be too sensitive; other options ignore root cause.

H M #106
What attribute found in a SAML assertion is used by ZTNA Policies to apply group-based decisions?

A. memberOf or equivalent custom group claim
B. InResponseTo reference ID

C. Audience value of the assertion

D. NotBefore timestamp

EfE: A



Group claims map users to Policy collections; other attributes serve protocol mechanics.
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