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ISTQB Certified Tester AI Testing Exam Sample Questions (Q112-Q117):
NEW QUESTION # 112 
Which of the following is an example of overfitting?

A. The model is missing relationships between the inputs and outputs.
B. The model is not able to generalize to accommodate new types of data.
C. The model discards data it considers to be noise or outliers.
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D. The model is too simplistic for the data.

Answer: B

Explanation:
Overfitting occurs when a machine learning (ML) model learns patterns that are too specific to the training data, leading to a lack of
generalization for new, unseen data. This means the model performs exceptionally well on the training data but poorly on validation
or test data because it has memorized the noise and minor details rather than learning the underlying patterns.
* Option A:"The model is not able to generalize to accommodate new types of data."
* This is the correct definition of overfitting. When a model cannot generalize beyond its training data, it struggles with new input,
which results in overfitting.
* Option B:"The model is too simplistic for the data."
* This describes underfitting rather than overfitting. Underfitting happens when a model is too simple to capture the underlying
patterns in the data.
* Option C:"The model is missing relationships between the inputs and outputs."
* This also aligns more with underfitting, where the model fails to capture important relationships in the data.
* Option D:"The model discards data it considers to be noise or outliers."
* While some ML models may ignore outliers, overfitting actually occurs when the model includes noise and outliers in its learning
process rather than discarding them.
* Overfitting Definition:"Overfitting occurs when the model fits too closely to a set of data points and fails to properly generalize. It
works well on training data but struggles with new data.".
* Testing for Overfitting:"Overfitting may be detected by testing the model with a dataset that is completely independent of the
training dataset" Analysis of the Answer Options:ISTQB CT-AI Syllabus References:

NEW QUESTION # 113 
Which statement about testing to prevent data poisoning and adversarial attacks is correct?

A. Regression testing can be used to verify data sourcing policies to ensure the source of training data.
B. The adversarial examples identified during adversarial testing must not be added to the training data so that they do not
poison the model.
C. Adversarial testing consists of using adversarial attacks to identify vulnerabilities so that they can be eliminated.
D. Using AIB testing to identify data poisoning can better identify outliers than exploratory data analysis.

Answer: C

Explanation:
The ISTQB CT-AI syllabus explains inSection 4.5 - Testing AI-Specific Risksthat adversarial testing is a structured test activity in
which testers applyadversarial attacks--crafted or perturbed inputs--to intentionally expose weaknesses in the ML model. The
purpose is to identify vulnerabilities that could be exploited throughdata poisoning,evasion attacks, orinput manipulation. Option C
correctly reflects this syllabus definition: adversarial testing is aboutusing attacks to locate weaknesses so they can be removed or
mitigated.

NEW QUESTION # 114 
Which ONE of the following tests is LEAST likely to be performed during the ML model testing phase?
SELECT ONE OPTION

A. Testing the API of the service powered by the ML model.
B. Testing the speed of the prediction by the model.
C. Testing the accuracy of the classification model.
D. Testing the speed of the training of the model.

Answer: D

Explanation:
The question asks which test is least likely to be performed during the ML model testing phase. Let's consider each option:
* Testing the accuracy of the classification model (A): Accuracy testing is a fundamental part of the ML model testing phase. It
ensures that the model correctly classifies the data as intended and meets the required performance metrics.
* Testing the API of the service powered by the ML model (B): Testing the API is crucial, especially if the ML model is deployed as
part of a service. This ensures that the service integrates well with other systems and that the API performs as expected.



* Testing the speed of the training of the model (C): This is least likely to be part of the ML model testing phase. The speed of
training is more relevant during the development phase when optimizing and tuning the model. During testing, the focus is more on the
model's performance and behavior rather than how quickly it was trained.
* Testing the speed of the prediction by the model (D): Testing the speed of prediction is important to ensure that the model meets
performance requirements in a production environment, especially for real- time applications.
References:
* ISTQB CT-AI Syllabus Section 3.2 on ML Workflow and Section 5 on ML Functional Performance Metrics discuss the focus of
testing during the model testing phase, which includes accuracy and prediction speed but not the training speed.

NEW QUESTION # 115 
"Splendid Healthcare" has started developing a cancer detection system based on ML. The type of cancer they plan on detecting has
2% prevalence rate in the population of a particular geography. It is required that the model performs well for both normal and
cancer patients. Which ONE of the following combinations requires MAXIMIZATION?

A. Maximize accuracy and recall
B. Maximize specificity number of classes
C. Maximize recall and precision
D. Maximize precision and accuracy

Answer: C

Explanation:
Prevalence Rate and Model Performance:
The cancer detection system being developed by "Splendid Healthcare" needs to account for the fact that the type of cancer has a
2% prevalence rate in the population. This indicates that the dataset is highly imbalanced with far fewer positive (cancer) cases
compared to negative (normal) cases.
Importance of Recall:
Recall, also known as sensitivity or true positive rate, measures the proportion of actual positive cases that are correctly identified by
the model. In medical diagnosis, especially cancer detection, recall is critical because missing a positive case (false negative) could
have severe consequences for the patient. Therefore, maximizing recall ensures that most, if not all, cancer cases are detected.
Importance of Precision:
Precision measures the proportion of predicted positive cases that are actually positive. High precision reduces the number of false
positives, meaning fewer people will be incorrectly diagnosed with cancer. This is also important to avoid unnecessary anxiety and
further invasive testing for those who do not have the disease.
Balancing Recall and Precision:
In scenarios where both false negatives and false positives have significant consequences, it is crucial to balance recall and precision.
This balance ensures that the model is not only good at detecting positive cases but also accurate in its predictions, reducing both
types of errors.
Accuracy and Specificity:
While accuracy (the proportion of total correct predictions) is important, it can be misleading in imbalanced datasets. In this case,
high accuracy could simply result from the model predicting the majority class (normal) correctly. Specificity (true negative rate) is
also important, but for a cancer detection system, recall and precision take precedence to ensure positive cases are correctly and
accurately identified.
Conclusion:
Therefore, for a cancer detection system with a low prevalence rate, maximizing both recall and precision is crucial to ensure
effective and accurate detection of cancer cases.

NEW QUESTION # 116 
Which of the following statements about bias in AI-based systems is MOST correct?

A. Inappropriate bias is caused by data used for training not being representative of the real world
B. Inappropriate bias only affects ML systems that process data about people
C. Inappropriate bias can be caused by aspects of the algorithm or the data
D. Inappropriate bias is caused by overweighting of particular classes in algorithms

Answer: A

Explanation:
Inappropriate bias in AI systems is typically caused by the data used for training not being representative of the real world. This can



lead to the model making biased or incorrect predictions when applied to real-world scenarios. While algorithmic factors can also
contribute to bias, the primary issue arises from biased or unrepresentative training data.

NEW QUESTION # 117
......
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