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Amazon AWS Certified Developer Associate Exam (DVA-C02) Sample
Questions (Q332-Q337):

NEW QUESTION # 332
A developer is troubleshooting an Amazon API Gateway API Clients are receiving HTTP 400 response errors when the clients try
to access an endpoint of the APL.
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How can the developer determine the cause of these errors?

¢ A Create an Amazon Kinesis Data Firehose delivery streamto receive API call logs from API Gateway.
Configure Amazon CloudWatch Logs as the delivery stream's destination.

¢ B. Turn on AWS CloudTrail Insights and create a trail Specify the Amazon Resource Name (ARN) of the trail for the stage
of the APL.

e C. Turn on AWS X-Ray for the API stage Create an Amazon CtoudWalch Logs log group Specify the Amazon Resource
Name (ARN) of the log group for the API stage.

¢ D. Turn on execution logging and access logging in Amazon CloudWatch Logs for the API stage. Create a CloudWatch Logs
log group. Specify the Amazon Resource Name (ARN) of'the log group for the API stage.

Answer: D

Explanation:

This solution will meet the requirements by using Amazon CloudWatch Logs to capture and analyze the logs from API Gateway.
Amazon CloudWatch Logs is a service that monitors, stores, and accesses log files from AWS resources. The developer can tun
on execution logging and access logging in Amazon CloudWatch Logs for the API stage, which enables logging information about
API execution and client access to the APL

The developer can create a CloudWatch Logs log group, which is a collection of log streans that share the same retention,
monitoring, and access control settings. The developer can specify the Amazon Resource Name (ARN) of the log group for the API
stage, which instructs API Gateway to send the logs to the specified log group. The developer can then exammne the logs to
determine the cause of the HTTP 400 response errors. Option A is not optimal because it will create an Amazon Kinesis Data
Firehose delivery stream to receive API call logs from API Gateway, which may ntroduce additional costs and complexity for
delivering and processing streammng data. Option B is not optimal because it will turn on AWS CloudTrail Insights and create a trail,
which is a feature that helps identify and troubleshoot unusual API activity or operational issues, not HTTP response errors. Option
C is not optimal because it will turn on AWS X-Ray for the API stage, which is a service that helps analyze and debug distributed
applications, not HTTP response errors.

References: [Setting Up CloudWatch Logging for a REST API], [CloudWatch Logs Concepts]

NEW QUESTION # 333

An Amazon Kinesis Data Firehose delivery stream is receiving customer data that contains personally identifiable information. A
developer needs to remove pattern-based customrer identifiers from the data and store the modified data in an Amazon S3 bucket.
What should the developer do to meet these requirements?

e A. Launch an Amazon EC2 instance. Set the EC2 instance as the destination of the delivery stream. Run an application on the
EC2 mstance to remove the customer identifiers. Store the transformed data in an Amazon S3 bucket.

e B. Create an AWS Step Functions workflow to remove the customer identifiers. As the last step in the workflow, store the
transformed data in an Amazon S3 bucket. Set the workflow as the destination of the delivery stream

¢ C. Create an Amazon OpenSearch Service instance. Set the OpenSearch Service instance as the destination of the delivery
stream. Use search and replace to remove the customer identifiers. Export the data to an Amazon S3 bucket.

e D. Inplement Kinesis Data Firehose data transformation as an AWS Lambda function. Configure the fimction to remove the
custorer identifiers. Set an Amazon S3 bucket as the destination of the delivery stream.

Answer: D

NEW QUESTION # 334

A developer needs to store configuration variables for an application. The developer needs to set an expiration date and time for me
configuration. The developer wants to receive notifications. Before the configuration expires. Which solution will meet these
requirements with the LEAST operational overhead?

e A Create a standard parameter in AWS Systems Manager Parameter Store Set Expiation and Expiration Notification policy
types.

e B. Create an advanced parameter in AWS Systems Manager Parameter Store Set Expiration and Expiration Notification
policy types.

e (. Create a standard parameter in AWS Systems Manager Parameter Store Create an AWS Lambda function to expire the
configuration and to send Amazon Simple Notification Service (Amazon SNS) notifications.

e D. Create an advanced parameter in AWS Systems Manager Parameter Store Create an Amazon EC2 instance with a corn
job to expire the configuration and to send notifications.



Answer: B

Explanation:

This solution will meet the requirements by creating an advanced parameter in AWS Systerms Manager Parameter Store, which is a
secure and scalable service for storing and managing configuration data and secrets. The advanced parameter allows setting
expiration and expiration notification policy types, which enable specifying an expiration date and time for the configuration and
receiving notifications before the configuration expires. The Lambda code will be refactored to load the Root CA Cert from the
parameter store and modify the runtime trust store outside the Lambda function handler, which will improve performance and reduce
latency by avoiding repeated calls to Parameter Store and trust store modifications for each nvocation of the Lambda function.
Option A is not optimal because it will create a standard parameter in AWS Systens Manager Parameter Store, which does not
support expiration and expiration notification policy types. Option B is not optimal because it will create a secret access key and
access key ID with permission to access the S3 bucket, which will infroduce additional security risks and complexity for storing and
managing credentials.

Option D is not optimal because it will create a Docker container from Node.js base image to invoke Lambda functions, which will
incur additional costs and overhead for creating and running Docker containers.

References: AWS Systens Manager Parameter Store, [Using SSL/TLS to Encrypt a Connection to a DB Instance]

NEW QUESTION # 335

A gaming conmpany has recently acquired a successful iOS game, which is particularly popular during the holiday season. The
company has decided to add a leaderboard to the game that uses Amazon DynamoDB.

The application load is expected to ramp up over the holiday season.

‘Which solution will meet these requirements at the lowest cost?

A. DynamoDB Streams

B. DynamoDB with DynamoDB Accelerator

C. DynamoDB with on-demand capacity mode

D. DynamoDB with provisioned capacity mode with Auto Scaling

Answer: C

Explanation:
Explanation/Reference: https://aws.amazon.convblogs/database/running-spiky-workloads-and-optimizing-costs-by-more- than-90-
using-amazon-dynamodb-on-demand-capacity-mode/?nc1=b_p

NEW QUESTION # 336

An ecommerce company is using an AWS Lambda function behind Amazon API Gateway as its application tier. To process orders
during checkout, the application calls a POST API from the frontend. The POST API invokes the Lambda function asynchronously.
In rare situations, the application has not processed orders. The Lambda application logs show no errors or failures.

What should a developer do to solve this problem?

A. Inspect the Lambda logs in Amazon CloudWatch for possible errors. Fix the errors.

B. Create and nspect the Lambda dead-letter queue. Troubleshoot the failed finctions. Reprocess the events.
C. Inspect the frontend logs for API failures. Call the POST API manually by using the requests from the log file.
D. Make sure that caching is disabled for the POST API in API Gateway.

Answer: B

Explanation:

The solution that will solve this problem s to create and inspect the Lambda dead-letter queue. Troubleshoot the failed functions.
Reprocess the events. This way, the developer can identify and fix any issues that caused the Lambda fimction to fail when invoked
asynchronously by API Gateway. The developer can also reprocess any orders that were not processed due to failures. The other
options either do not address the root cause of the problem, or do not help recover fiom failures.

Reference: Asynchronous invocation

NEW QUESTION # 337
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