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e Workflows: This domain focuses on configuring automated workflows that execute predefined actions
bEY 71 when specific triggers or conditions are met.

¢ Host Management and Setup: This domain addresses filtering and organizing hosts, disabling detections
FEy 22 and understanding their effects, managing Reduced Functionality Mode situations, locating inactive sensors
and their retention, and utilizing relevant management reports.
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¢ User Management: This domain covers determmning appropriate roles for console access, creating and
bEY 73 assigning roles with specific permissions, and managing API keys for platform access.

¢ Dashboards and Reports: This domain covers understanding different sensor report types and their use
ey 74 cases, and interpreting various audit logs for tracking platform activities.

¢ Rules Configuration: This domain involves creating custom IOA rules, configuring exclusions to resolve

bEY ZS false positives, managing IOC settings for threat detection, and configuring CID-wide General Settings.
¢ Sensor Deployment: This domain focuses on verifying installation prerequisites, applying default policies
FEY 2 6 and best practices, uninstalling sensors, and troubleshooting sensor issues across supported operating
Systerns.

¢ Policy Application: This domain encompasses configuring prevention policies for security posture, sensor
FEw 57 update policies, RTR audit policies, containment policies with IP exclusions, and managing quarantined
files.

CrowdStrike Falcon Administrator % CCFA-200b & 5 & (Q228-
Q233):

M #228
Which of the following policies allowlist network traffic even while a host is Network Contained?

A. TP Allowlist Policy
B. Containment Policy
C. Firewall Policy

D. Response Policy

Ef: A

R #229
Which role is required to manage groups and policies in Falcon?

A. Prevention Hashes Manager
B. Falcon Host Analyst

C. Falcon Host Administrator
D. Falcon Host Security Lead

EfE: C

R

The Falcon Host Administrator role is required to manage groups and policies in Falcon. This role allows users to create, edit and
delete groups and policies, as well as assign them to hosts. The other roles do not have this capability. Reference: [CrowdStrike
Falcon User Guide], page 17.

R #230
Which user role will NOT enable the user to connect to a host using Real Time Response?

A. Real Time Response - Read-Only Analyst
B. Falcon Administrator

C. Real Time Response - Administrator

D. Real Time Response - Active Responder

EfE: A



M #231
After Network Containing a host, your Incident Response team states they are unable to remotely connect to the host. Which of the
following would need to be configured to allow remote connections from specified IP's?

A. Mamtenance Token

B. Containment Policy

C. IP Allowlist Management
D. Response Policy

Ef#: C

TR

The option that would need to be configured to allow remote connections from specified IP's after network contamning a host is IP
Allowlist Management. I[P Allowlist Management allows you to define a list of trusted IP addresses that can communicate with your
contained hosts. This way, you can isolate a host from the network while still allowing your incident response team or other
authorized parties to remotely connect to the host for investigation or remediation purposes.

H #232
What information is provided in Logan Activities under Visibility Reports?

e A. Alist of users who are remotely logged on to devices based on local IP and local port
¢ B. Alist of last endpoints that a user logged in to

e C. A list of unique users who are remotely logged on to devices based on the country

e D. Alist ofall logons for all users

Ef#: B

fEEL:

The Logon Activities report under Visibility Reports provides a list of last endpoints that a user logged in to. This report shows the
user name, domain name, logon type, logon time and endpoint name for each logon event. The other options are either incorrect or
not related to the report.
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