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Amazon AWS Certified Solutions Architect - Professional Sample Questions
(Q123-Q128):
NEW QUESTION # 123 
A company has a complex web application that leverages Amazon CloudFront for global scalability and performance. Over time,
Users report that the web application is slowing down.
The company's operations team reports that the CloudFront cache hit ratio has been dropping steadily. The cache metrics report
indicates that query strings on some URLs are inconsistently ordered and are specified sometimes in mixed-case letters and
sometimes in lowercase letters.
Which set of actions should the solutions architect take to increase the cache hit ratio as quickly as possible?
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A. Deploy a reverse proxy after the load balancer to post-process the emitted URLs in the application to force the URL
strings to be lowercase
B. Update the CloudFront distribution to specify casing-insensitive query string processing
C. Deploy a Lambda@Edge function to sort parameters by name and force them to be lowercase. Select the CloudFront
viewer request trigger to invoke the function
D. Update the CloudFront distribution to disable caching based on query string parameters

Answer: B

NEW QUESTION # 124 
A company is running a batch analysis every hour on their main transactional DB, running on an RDS MySQL instance, to populate
their central Data Warehouse running on Redshift. During the execution of the batch, their transactional applications are very slow.
When the batch completes they need to update the top management dashboard with the new data. The dashboard is produced by
another system running on-premises that is currently started when a manually-sent email notifies that an update is required. The on-
premises system cannot be modified because is managed by another team.
How would you optimize this scenario to solve performance issues and automate the process as much as possible?

A. Replace RDS with Redshift for the batch analysis and SNS to notify the on-premises system to update the dashboard
B. Create an RDS Read Replica for the batch analysis and SQS to send a message to the on-premises system to update the
dashboard.
C. Create an RDS Read Replica for the batch analysis and SNS to notify me on-premises system to update the dashboard
D. Replace RDS with Redshift for the oaten analysis and SQS to send a message to the on-premises system to update the
dashboard

Answer: C

NEW QUESTION # 125 
An online retailer needs to regularly process large product catalogs, which are handled in batches. These are sent out to be
processed by people using the Amazon Mechanical Turk service, but the retailer has asked its Solutions Architect to design a
workflow orchestration system that allows it to handle multiple concurrent Mechanical Turk operations, deal with the result
assessment process, and reprocess failures.
Which of the following options gives the retailer the ability to interrogate the state of every workflow with the LEAST amount of
implementation effort?

A. Build the workflow in AWS Step Functions, using it to orchestrate multiple concurrent workflows. The status of each
workflow can be visualized in the AWS Management Console, and historical data can be written to Amazon S3 and
visualized using Amazon QuickSight.
B. Trigger Amazon CloudWatch alarms based upon message visibility in multiple Amazon SQS queues (one queue per
workflow stage) and send messages via Amazon SNS to trigger AWS Lambda functions to process the next step. Use
Amazon ES and Kibana to visualize Lambda processing logs to see the workflow states.
C. Hold workflow information in an Amazon RDS instance with AWS Lambda functions polling RDS for status changes.
Worker Lambda functions then process the next workflow steps. Amazon QuickSight will visualize workflow states directly
out of Amazon RDS.
D. Use Amazon SWF to create a workflow that handles a single batch of catalog records with multiple worker tasks to
extract the data, transform it, and send it through Mechanical Turk. Use Amazon ES and Kibana to visualize AWS Lambda
processing logs to see the workflow states.

Answer: B

NEW QUESTION # 126 
A company needs to optimize the cost of backups for Amazon Elastic File System (Amazon EFS). A solutions architect has already
configured a backup plan in AWS Backup for the EFS backups. The backup plan contains a rule with a lifecycle configuration to
transition EFS backups to cold storage after 7 days and to keep the backups for an additional 90 days.
After I month, the company reviews its EFS storage costs and notices an increase in the EFS backup costs.
The EFS backup cold storage produces almost double the cost of the EFS warm backup storage.
What should the solutions architect do to optimize the cost?



A. Modify the backup rule's lifecycle configuration to move the EFS backups to cold storage after 8 days.
Set the backup retention period to 30 days.
B. Modify the backup rule's lifecycle configuration to move the EFS backups to cold storage after 8 days.
Set the backup retention period to 98 days.
C. Modify the backup rule's lifecycle configuration to move the EFS backups to cold storage after 1 day.
Set the backup retention period to 90 days.
D. Modify the backup rule's lifecycle configuration to move the EFS backups to cold storage after 1 day.
Set the backup retention period to 30 days.

Answer: D

Explanation:
The cost of EFS backup cold storage is $0.01 per GB-month, whereas the cost of EFS backup warm storage is
$0.05 per GB-month1. Therefore, moving the backups to cold storage as soon as possible will reduce the storage cost. However,
cold storage backups must be retained for a minimum of 90 days2, otherwise they incur a pro-rated charge equal to the storage
charge for the remaining days1. Therefore, setting the backup retention period to 30 days will incur a penalty of 60 days of cold
storage cost for each backup deleted. This penalty will still be lower than keeping the backups in warm storage for 7 days and then
in cold storage for 83 days, which is the current configuration. Therefore, option A is the most cost-effective solution.

NEW QUESTION # 127 
You are designing an intrusion detection prevention (IDS/IPS) solution for a customer web application in a single VPC. You are
considering the options for implementing IOS IPS protection for traffic coming from the Internet.
Which of the following options would you consider? (Choose 2 answers)

A. Implement a reverse proxy layer in front of web servers and configure IDS/IPS agents on each reverse proxy server.
B. Implement IDS/IPS agents on each Instance running in VPC
C. Configure an instance in each subnet to switch its network interface card to promiscuous mode and analyze network
traffic.
D. Implement Elastic Load Balancing with SSL listeners in front of the web applications

Answer: A,B

Explanation:
Explanation
EC2 does not allow promiscuous mode, and you cannot put something in between the ELB and the web server (like a listener or
IDP)

NEW QUESTION # 128
......
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