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HR #101

EVPN VXLAN is used to:

e A Encrypt data at the transport layer
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¢ B. Provide layer 2 connectivity over a layer 3 network
e C. Reduce the bandwidth available between sites
¢ D. Sinplify network topology by eliminating virtual connections

IEf#: B

H #102
Network segmentation is critical in a cloud environment for:

A. Limiting the spread of breaches and attacks

B. Simplifying network topology
C. Enhancing performance by reducing security

D. Enabling unrestricted access between zones

EfE: A

HM #103
SR-IOV technology improves network performance by:

A. Allowing VM direct access to physical network interfaces
B. Encrypting all data in transit

C. Increasing CPU utilization for network tasks

D. Decreasing the nuimber of available network paths

Ef: A

R #104

An engineer must design a solution to provide safe channels between peer-to-peer devices, ensure that unauthorized users cannot
break into the network, and ensure that listening devices on the Internet cannot intercept communication transmitted over the
network. What must be used?

A. Transit VPC for AWS
B. Segment routing

C. IPsec VPN

D. AWS Direct Connect

IEfE: C

R

Comprehensive and Detailed Explanation (Cisco SP Cloud Knowledge)
The requirement describes:

* Secure communication between sites or devices

* Protection from eavesdropping over the Internet

* Cryptographic tunnels

* End-to-end authentication and encryption

This exactly matches the purpose of anlPsec VPN, which provides:

* Encrypted secure tunnels

* Authentication and integrity protection

* Confidentiality even across untrusted networks such as the Internet
Other options do not provide encrypted peer-to-peer channels:

* AWS Direct Connect# private link to AWS, not peer-to-peer encryption
* Segment Routing## traffic engineering, not security

* Transit VPC# routing architecture, not encryption

Thus the correct answer isIPsec VPN.

M #105



Loggmng with syslog is important for:

A. Direct packet routing

B. Network performance tuning

C. Enhancing user experience

D. Collecting and analyzing system events

Ef#: D
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