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=8 #16
A keyed lock on a facility's back door is an exanple of which type of control?

A. Avoidant
B. Responsive
C. Corrective
D. Delaying

ER: D

i RE LB -

A keyed lock is a delaying control (D) because it physically slows down or impedes unauthorized access to a facility, giving security
personnel more time to respond.

Avoidant controls (A) prevent risk by eliminating it.

Responsive controls (B) act after an incident occurs.

Corrective controls (C) fix or restore systemns after an incident.

GICSP emphasizes physical delaying controls as part of defense-in-depth strategies.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance GICSP Training on Physical Security Controls


https://www.newdumpspdf.com/GICSP-exam-new-dumps.html
https://www.vcesoft.com/GICSP-exam-questions.html
https://www.testpdf.net/GICSP.html
https://www.pdfexamdumps.com/GICSP_valid-braindumps.html
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Which of'the following is a containment task within the six step incident handling process?

A. Validate fix using a vulnerability scan of the hosts within the DMZ

B. Re-imaging a workstation that was exhibiting wormlike behaviour

C. Creating a forensic image of a compromised workstation

D. Checking to ensure that the most recent patches were deployed to a web application server

EX: B

i RELES B -

Containment in incident handling involves limiting the damage caused by an incident and preventing its spread.

Re-imaging a compromised workstation (C) is a direct containment action to remove malicious software and restore system integrity.
(A) Patch verification and (D) validation scans are part of recovery or prevention phases.

(B) Creating forensic images is an evidence preservation task, not containment.

The GICSP incident handling process emphasizes containment as an immediate action to stabilize the environment before eradication
and recovery.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-61 Rev 2 (Computer Security
Incident Handling Guide) GICSP Training on Incident Handling Lifecycle

PR #18
Which of the following statements best describes how a security policy should be written?

e A It should be written in formal, legal language similar to a business contract between two parties
¢ B. It should be direct, concise, and easily readable by those expected to follow it
e C. It should be as comprehensive as possible, and cover every possible contingency in as much detail as possible

ZX: B
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Comprehensive and Detailed Explanation From Exact Extract:

A good security policy must be clear, concise, and easily understandable by its audience (A). This ensures compliance and effective
implementation.

Writing in overly formal legal language (B) can create barriers to understanding and practical application.

Overly comprehensive policies (C) risk being ignored due to complexity.

GICSP stresses that policies must balance conmpleteness with clarity to be effective governance tools.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance NIST SP 800-100 (Information Security
Handbook) GICSP Training on Policy Development and Communication
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‘What mechanism could help defeat an attacker's attempt to hide evidence of his/her actions on the target system?

A. Attack surface analysis
B. Centralized logging

C. Application allow lists
D. Sand boxing

£%: B

fE R A«

An attacker often tries to cover their tracks by deleting or modifying logs on the compromised system to hide evidence of their
activities.

Centralized logging (D) forwards log data in real-time or near real-time to a secure, remote logging server that the attacker cannot
easily alter or delete. This makes it much more difficult for attackers to erase their footprints because even if local logs are tampered
with, copies remain intact elsewhere.

Attack surface analysis (A) is a proactive security activity to identify vulnerabilities, not a forensic or logging mechanism.
Application allow lists (B) control what software can execute but do not directly preserve evidence of actions taken.



Sandboxing (C) isolates processes for security testing but is unrelated to preserving evidence.

The GICSP materials emphasize centralized logging and secure log management as critical controls for incident detection and
forensic analysis within ICS environments.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-92 (Guide to Computer
Security Log Management) GICSP Training on Incident Response and Logging Best Practices

i =8 #20
The head of an IT department sent a directive stating that all company communication must use TLS in order to prevent unauthorized
disclosure of information. Which part of the C-I- A model is the head of IT concerned with?

A. Confidentiality
B. Authorization

C. Integrity

D. Identity
E. Availability

ER: A

i RE B -

The use of TLS (Transport Layer Security) is intended to encrypt data in transit, thereby preventing unauthorized interception and
disclosure.

This is primarily a concern with Confidentiality (D), ensuring information is only accessible to authorized parties.
Identity (A) and Authorization (C) involve user verification and access control but are not the main purpose of TLS.
Availability (B) concerns system uptime.

Integrity (D) ensures data is not altered but encryption mainly addresses confidentiality.

GICSP aligns TLS usage with protecting data confidentiality in ICS commumnications.

Reference:

GICSP Official Study Guide, Domain: ICS Security Principles

NIST SP 800-52 Rev 2 (Guidelines for TLS Use)

GICSP Training on Encryption and Data Protection
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