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our experienced expert team compile them elaborately based on the real exam and our CWNA-109 study materials can reflect the
popular trend in the industry and the latest change in the theory and the practice. Secondly, both the language and the content of our
CWNA-109 Study Materials are simple,easy to be understood and suitable for any learners.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q37-
Q42):
NEW QUESTION # 37 
You are troubleshooting a problem with a new 802.11ax AP. While the AP supports four spatial streams, most clients are only
achieving maximum data rates of 150 Mbps. What is the likely cause?

A. The clients are only two stream 802.11ax clients
B. Contention caused by an overlapping BSS
C. The clients are 802.11n devices
D. Non-Wi-Fi interference in the channel

Answer: C

Explanation:
The scenario described suggests that while the Access Point (AP) is capable of 802.11ax (Wi-Fi 6) with four spatial streams, the
clients are only achieving data rates typical of 802.11n (Wi-Fi 4) devices, which indicates that the clients are likely 802.11n devices.
Here's why this is the most plausible explanation:
* 802.11n Limitations: Devices that adhere to the 802.11n standard have lower maximum data rates compared to 802.11ax devices
due to differences in technology such as modulation, spatial streams, and channel bandwidth. An 802.11n device with a single spatial
stream operating on a 20 MHz channel can achieve a maximum data rate of 72.2 Mbps. Even with two spatial streams under ideal
conditions, this would only double to approximately 144.4 Mbps, which is close to the 150 Mbps mentioned.
* Spatial Stream Capability: The fact that the AP supports four spatial streams suggests it can achieve much higher data rates with
802.11ax clients that also support multiple spatial streams. However, if the clients are 802.11n devices, they may not be capable of
using more than two spatial streams, and many earlier 802.11n devices were limited to just one.
The other options are less likely to be the primary cause based on the information provided:
* B. Two Stream 802.11ax Clients: If the clients were 802.11ax with only two spatial streams, they would likely achieve higher data
rates than 150 Mbps due to the efficiency improvements in 802.11ax.
* C. Contention and D. Non-Wi-Fi Interference: While these could affect performance, they would not inherently limit clients to 150
Mbps,especially in the context of an 802.11ax environment where mechanisms to handle interference and contention are more
advanced.
References:
* IEEE 802.11n-2009: Enhancements for Higher Throughput.
* CWNA Certified Wireless Network Administrator Official Study Guide: Exam PW0-105, by David D.
Coleman and David A. Westcott.

NEW QUESTION # 38 
You are performing a post-implementation validation survey. What basic tool can be used to easily locate areas of high co-channel
interference?

A. Laptop-based spectrum analyzer
B. Access point spectrum analyzer
C. Throughput tester
D. Wi-Fi scanner

Answer: D

Explanation:
A Wi-Fi scanner is a basic tool that can be used to easily locate areas of high co-channel interference. A Wi-Fi scanner is a software
application that can run on a laptop, tablet, smartphone, or other device that has a Wi-Fi adapter. A Wi-Fi scanner can scan the
wireless environment and display information about the detected access points and client stations, such as their SSID, BSSID,
channel, signal strength, security, and data rate. A Wi-Fi scanner can also show the channel utilization and overlap of different access
points, which can indicate the level of co-channel interference. Co-channel interference is a type of interference that occurs when
multiple access points use the same or adjacent channels within the same coverage area. Co-channel interference can reduce the
throughput and performance of the WLAN, as the access points and client stations have to contend for the channel access and avoid
collisions. To identify areas of high co-channel interference, a Wi-Fi scanner can be used to measure the signal strength and channel
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utilization of different access points and compare them with a threshold or a baseline. Alternatively, a Wi-Fi scanner can also use a
color-coded heat map to visualize the co-channel interference level in different locations. References: 1, Chapter 7, page
279; 2, Section 4.3

NEW QUESTION # 39 
When a STA has authenticated to an AP (AP-1), but still maintains a connection with another AP (AP-2), what is the state of the
STA on AP-1?

A. Unauthenticated and Unassociated
B. Transitional
C. Authenticated and Unassociated
D. Authenticated and Associated

Answer: C

Explanation:
Authenticated and Unassociated. According to one of the web search results1, a STA can be authenticated to multiple APs, but it
can only be associated to one AP at a time. Association is the process of establishing a logical link between the STA and the AP,
which allows the STA to send and receive data frames through the AP2. Therefore, when a STA has authenticated to an AP-1, but
still maintains a connection with another AP-2, it means that the STA is authenticated to both APs, but only associated to AP-2. The
state of the STA on AP-1 is authenticated and unassociated, which means that the STA can switch to AP-1 without repeating the
authentication process, but it cannot send or receive data frames through AP-1 until it becomes associated.

NEW QUESTION # 40 
To ease user complexity, your company has implemented a single SSID for all employees. However, the network administrator
needs a way to control the network resources that can be accessed by each employee based in their department.
What WLAN feature would allow the network administrator to accomplish this task?

A. SNMP
B. RBAC
C. WIPS
D. WPA2

Answer: B

Explanation:
The WLAN feature that would allow the network administrator to control the network resources that can be accessed by each
employee based on their department is Role-Based Access Control (RBAC). RBAC is a method of assigning different permissions
and policies to users or groups based on their roles in the organization. RBAC can be implemented by using VLANs, ACLs, or
firewalls to restrict access to certain network segments or resources. RBAC can also be integrated with 802.1X/EAP authentication
to dynamically assign roles and VLANs to users based on their credentials. References: [CWNP Certified Wireless Network
Administrator Official Study Guide: ExamCWNA-109], page 403; [Role-Based Access Control (RBAC) in Wireless Networks],
page 1.

NEW QUESTION # 41 
An RF signal sometimes bends as it passes through some material other than free space. What is the term that describes this
behavior?

A. Reflection
B. Warping
C. Scattering
D. Refraction

Answer: D

Explanation:
Refraction is the bending of an RF signal as it passes through a medium with a different density than free space. This can cause the
signal to change its direction and speed, which can affect the accuracy and reliability of wireless communication. Refraction is



influenced by factors such as temperature, humidity, and atmospheric pressure12. References: CWNA-109 Study Guide, Chapter
2: Radio Frequency Fundamentals, page 72; CWNA-109 Study Guide, Chapter 2: Radio Frequency Fundamentals, page 67.

NEW QUESTION # 42
......
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