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Prerequisites for Final Exam
A candidate is expected to know and understand the basics of being a privacy program administrator. The related topics are
covered in the CIPM Body of Knowledge and if a candidate is not yet conversant with them, they can learn them there.

IAPP Certified Information Privacy Manager (CIPM) Sample Questions
(Q43-Q48):
NEW QUESTION # 43 
SCENARIO
Please use the following to answer the next QUESTION:
John is the new privacy officer at the prestigious international law firm - A&M LLP. A&M LLP is very proud of its reputation in the
practice areas of Trusts & Estates and Merger & Acquisition in both U.S. and Europe.
During lunch with a colleague from the Information Technology department, John heard that the Head of IT, Derrick, is about to
outsource the firm's email continuity service to their existing email security vendor - MessageSafe. Being successful as an email
hygiene vendor, MessageSafe is expanding its business by leasing cloud infrastructure from Cloud Inc. to host email continuity
service for A&M LLP.
John is very concerned about this initiative. He recalled that MessageSafe was in the news six months ago due to a security breach.
Immediately, John did a quick research of MessageSafe's previous breach and learned that the breach was caused by an
unintentional mistake by an IT administrator. He scheduled a meeting with Derrick to address his concerns.
At the meeting, Derrick emphasized that email is the primary method for the firm's lawyers to communicate with clients, thus it is
critical to have the email continuity service to avoid any possible email downtime. Derrick has been using the anti-spam service
provided by MessageSafe for five years and is very happy with the quality of service provided by MessageSafe. In addition to the
significant discount offered by MessageSafe, Derrick emphasized that he can also speed up the onboarding process since the firm
already has a service contract in place with MessageSafe. The existing on-premises email continuity solution is about to reach its end
of life very soon and he doesn't have the time or resource to look for another solution. Furthermore, the off- premises email
continuity service will only be turned on when the email service at A&M LLP's primary and secondary data centers are both down,
and the email messages stored at MessageSafe site for continuity service will be automatically deleted after 30 days.
Which of the following is NOT an obligation of MessageSafe as the email continuity service provider for A&M LLP?

A. Data breach notification to A&M LLP.
B. Privacy compliance.
C. Certifications to relevant frameworks.
D. Security commitment.

Answer: C

NEW QUESTION # 44 
When a data breach incident has occurred. the first priority is to determine?

A. When the breach occurred.
B. How to contain the breach.
C. How the breach occurred.
D. Who caused the breach.

Answer: B

Explanation:
When a data breach incident has occurred, the first priority is to determine how to contain the breach. Containment means stopping
or minimizing the further loss or unauthorized disclosure of personal data, as well as preserving evidence for investigation and
remediation. Containment may involve isolating affected systems, devices, or networks; changing access credentials; blocking
malicious IP addresses; or notifying relevant parties such as law enforcement or security experts. After containing the breach, the
next steps are to assess the impact and severity of the breach, notify the affected individuals and authorities if required, evaluate the
causes and risks of the breach, and implement measures to prevent future breaches1, 2. Reference: CIPM - International
Association of Privacy Professionals, Free CIPM Study Guide - International Association of Privacy Professionals
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SCENARIO
Please use the following to answer the next QUESTION:
Natalia, CFO of the Nationwide Grill restaurant chain, had never seen her fellow executives so anxious. Last week, a data
processing firm used by the company reported that its system may have been hacked, and customer data such as names, addresses,
and birthdays may have been compromised. Although the attempt was proven unsuccessful, the scare has prompted several
Nationwide Grill executives to Question the company's privacy program at today's meeting.
Alice, a vice president, said that the incident could have opened the door to lawsuits, potentially damaging Nationwide Grill's market
position. The Chief Information Officer (CIO), Brendan, tried to assure her that even if there had been an actual breach, the chances
of a successful suit against the company were slim. But Alice remained unconvinced.
Spencer - a former CEO and currently a senior advisor - said that he had always warned against the use of contractors for data
processing. At the very least, he argued, they should be held contractually liable for telling customers about any security incidents. In
his view, Nationwide Grill should not be forced to soil the company name for a problem it did not cause.
One of the business development (BD) executives, Haley, then spoke, imploring everyone to see reason.
"Breaches can happen, despite organizations' best efforts," she remarked. "Reasonable preparedness is key." She reminded
everyone of the incident seven years ago when the large grocery chain Tinkerton's had its financial information compromised after a
large order of Nationwide Grill frozen dinners. As a long-time BD executive with a solid understanding of Tinkerton's's corporate
culture, built up through many years of cultivating relationships, Haley was able to successfully manage the company's incident
response.
Spencer replied that acting with reason means allowing security to be handled by the security functions within the company - not BD
staff. In a similar way, he said, Human Resources (HR) needs to do a better job training employees to prevent incidents. He pointed
out that Nationwide Grill employees are overwhelmed with posters, emails, and memos from both HR and the ethics department
related to the company's privacy program. Both the volume and the duplication of information means that it is often ignored
altogether.
Spencer said, "The company needs to dedicate itself to its privacy program and set regular in-person trainings for all staff once a
month." Alice responded that the suggestion, while well-meaning, is not practical. With many locations, local HR departments need
to have flexibility with their training schedules. Silently, Natalia agreed.
How could the objection to Spencer's training suggestion be addressed?

A. By customizing training based on length of employee tenure.
B. By requiring training only on an as-needed basis.
C. By introducing a system of periodic refresher trainings.
D. By offering alternative delivery methods for trainings.

Answer: D

Explanation:
Explanation
This answer is the best way to address the objection to Spencer's training suggestion, as it can provide flexibility and convenience for
employees who work in different locations or have different schedules.
Alternative delivery methods for trainings can include online courses, webinars, podcasts, videos or self-paced modules that can be
accessed anytime and anywhere by employees. Alternative delivery methods can also reduce the cost and time required for in-
person trainings, while still ensuring that employees receive consistent and relevant information on the company's privacy program.
References: IAPP CIPM Study Guide, page 90; ISO/IEC 27002:2013, section 7.2.2

NEW QUESTION # 46 
In regards to the collection of personal data conducted by an organization, what must the data subject be allowed to do?

A. Challenge the authenticity of the personal data and have it corrected if needed
B. Obtain a guarantee of prompt notification in instances involving unauthorized access of the data
C. Evaluate the qualifications of a third-party processor before any data is transferred to that processor
D. Set a time-limit as to how long the personal data may be stored by the organization

Answer: D

NEW QUESTION # 47 
When devising effective employee policies to address a particular issue, which of the following should be included in the first draft?

A. Explanation of how the policy is applied within the organization.
B. Points of contact for the employee.



C. Rationale for the policy.
D. Roles and responsibilities of the different groups of individuals.

Answer: C

Explanation:
When devising effective employee policies to address a particular issue, it is important to include the rationale for the policy in the
first draft, as it explains why the policy is needed and what benefits it brings to the organization and its employees. The rationale can
also help to gain support and buy-in from the management and staff, as well as to align the policy with the organizational values and
goals. The other options are also important elements of an employee policy, but they can be added or refined in later drafts.
Reference: CIPM Body of Knowledge, Domain IV: Privacy Program Communication Activities, Task 2: Develop internal
communication plans.

NEW QUESTION # 48
......
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