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A2 #16
An admmnistrator is relying on Azure Bicep Iinter to find possible issues in Bicep files.
‘Which problem can the administrator expect to find?

A. Region-specific SKU availability for objects included in the code
B. Conflicts with the Azure policy for resource configurations

C. Missing dependencies among resources that could cause failures
D. Code issues such as unused parameters or variables

He:. D

MY

The Azure Bicep linter analyzes the structure and syntax of Bicep files to identify code issues, such as unused parameters, variables,
ncorrect syntax, or deprecated properties. It does not validate runtime issues like resource dependencies, policy conflicts, or region-
specific SKUs.

AE#17
Refer to the exhibit. You are troubleshooting a Microsoft Azure SDN connector issue on your FortiGate VM in Azure. Which
command can you use to examine details about API calls sent by the connector?
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Azure Connector

Azure-SDM

A. diag test application azd 1

B. get system sdn-connector

C. diag debug application cloud-connector -1
D. diag debug application azd 1
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Refer to the exhibit.
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The exhibit shows a customer deployment of two Linux instances and their main routing table in Amazon Web Services (AWS). The
customer also created a Transit Gateway (TGW) and two attachments. Which two steps are required to route traffic from Linux
instances to the TGW? (Choose two answers)

¢ A. Inthe TGW route table, associate two attachments.34
¢ B. In the main subnet routing table in VPC A and B, add a new route with destination 0.0.0.0/0, next hop TGW.12
¢ C. Inthe TGW route table, add route propagation to 192.168.0.0/16.56



¢ D. In the main subnet routing table in VPC A and B, add a new route with7 destination 0.0.0.0/0, next hop Internet 8gateway
(IGW).

HY: AB

Y.

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

Based on theFortiOS 7.6 Cloud Security Study Guideregarding AWS Transit Gateway (TGW) integration and VPC routing, the
following steps are mandatory to establish connectivity between Spoke VPCs via a TGW:

* VPC Route Table Configuration (Option A):For traffic to leave a VPC and reach the Transit Gateway, the VPC's subnet route
table must have a specific entry. While the exhibit shows local routes for internal VPC traffic (192.168.50.0/24 and
192.168.100.0/24), any traffic destined for "outside" the local VPC (such as the other Spoke VPC) must be directed to the TGW.
Adding a default route (0.0.0.0

/0) with the TGW IDas the next hop ensures that all non-local traffic is forwarded to the Transit Gateway for processing,

* TGW Association (Option B):Within the Transit Gateway itself, connectivity is managed through AssociationsandPropagations. An
"Association" links a specific VPC attachment to a TGW route table. Without associating the two attachments (for Spoke VPC A
and Spoke VPC B) to a TGW route table, the TGW will not know which route table to use to make forwarding decisions for
packets arriving from those VPCs.

* Why Option C is incorrect:Route propagation is used to automatically populate the TGW route table with the CIDR blocks of the
attached VPCs. While propagation is a valid step for dynamic routing, Option C specifically mentions propagating a static sunmary
range (192.168.0.0/16) which is not the standard automated mechanisi; usually, you propagate the specific VPC CIDRs.
Furthermore, without the Association (Option B), propagation alone does not allow the TGW to process incoming traffic from the
attachment.

* Why Option D is ncorrect:Directing traffic to an Internet Gateway (IGW) would send the traffic to the public nternet. This would
not facilitate internal routing between the two Spoke VPCs via the Transit Gateway.

HE#19
Your DevOps team is evaluating different Infrastructure as Code (IaC) solutions for deploying complex Azure environments.
What is an advantage of choosing Azure Bicep over other 1aC tools available?

A. Azure Bicep requires less frequent schema updates than Azure Resource Manager (ARM) templates.
B. Azure Bicep can reduce deployment costs by limiting resource utilization during testing,

C. Azure Bicep generates deployment logs that are optimized to improve error handling,

D. Azure Bicep provides immediate support for all Azure services, including those in preview.

HE. D
EE #20

Refer to the exhibit. An admnistrator deployed an HA active-active load balance sandwich in Microsoft Azure. The setup requires
configuration synchronization between devices.
What can you conclude from the configured settings shown in the exhibit? (Choose two.)

HA configuration

confHg\s¥Stem auto-scale
sat®status enable
set role secondary
set sync-interface "port2"
set primary-ip 172.16.136.6€9
set psksecret "a big secret"
end

config system auto-scale
set status enable
set role primary
set sync-interfdcg €Cport2"”
set psksecret "3 big secret”
end

e A. By default, FortiGate uses FGCP.
e B. FortiGate A and FortiGate B are two independent devices.
e C. FortiGate- VM instances are scaled out automatically according to predefined workload levels.



¢ D. It does not synchronize the FortiGate hostname.
HE. AD

dE:

By default, FortiGate uses FGCP (FortiGate Clustering Protocol) for synchronization and HA operations, which applies here.
In an auto-scale/load-balance sandwich setup, only configuration synchronization for supported objects occurs; system-specific
settings like the hostname are not synchronized.
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