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Topic 1

Installation and Initial Configuration: This section of the exam measures skills of System Engineers and
reviews installation prerequisites, methods of installing or removing PingAccess, and securing configuration
database passwords. It explains the role of run.properties entries and outlines how to set up a basic on-
premise PingAccess cluster.

Topic 2

Product Overview: This section of the exam measures skills of Security Administrators and focuses on
understanding PingAccess features, functionality, and its primary use cases. It also covers how PingAccess
integrates with other Ping products to support secure access management solutions.

Topic 3

General Mamtenance and File System: This section of the exam measures the skills of System Engineers
and addresses maintenance tasks such as license management, backups, configuration imports or exports,
auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.

Topic 4

Security: This section of the exam measures skills of Security Administrators and highlights how to manage
certificates and certificate groups. It covers the association of certificates with virtual hosts or listeners and
the use of administrator roles for authentication management.

Ping Identity Certified Professional - PingAccess Sample Questions (Q34-

Q39):

NEW QUESTION # 34
Which two browsers are supported for the PingAccess Admin console? (Choose 2 answers.)

B. Opera
C. Apple Safari

E. Brave
Answer: A,D

Explanation:

A. Microsoft Edge

D. Google Chrome

PingAccess officially supportsGoogle ChromeandMicrosoft Edgefor the administrative console. Other browsers (Safari, Opera,
Brave) may work but are not officially supported.

Exact Extract:

"The PingAccess administrative console is supported on current versions of Google Chrome and Microsoft Edge."
* Option A (Safari)is not officially supported.

* Option B (Opera)is not supported.

* Option C (Google Chrome)is correct.

* Option D (Microsoft Edge)is correct.

* Option E (Brave)is not officially supported.

Reference:PingAccess Release Notes -System Requirements

NEW QUESTION # 35
Users report the following about access to an application:
* Inconsistent behavior depending on the browser used

* Denied access

* Prompt to accept a security exception
‘Which configuration option should the admnistrator adjust?

A. Enable PKCE

B. Request Preservation
C. SameSite Cookie
D. Validate Session




Answer: C

Explanation:

Modem browsers enforce stricter cookie handling rules. If cookies are not configured correctly with the SameSiteattribute, behavior
can differ across browsers, leading to inconsistent authentication and access denials. Security exceptions may appear when session
cookies are blocked.

Exact Extract:

"The SameSite cookie setting defines how browsers send cookies in cross-site requests. Misconfigured SameSite values can lead to
inconsistent application behavior across browsers."

* Option A (Enable PKCE)is related to OAuth flow security, not browser cookie behavior.

* Option B (SameSite Cookie)is correct - this directly explains the inconsistent browser issues.

* Option C (Request Preservation)ensures query parameters are kept, not related to cross-browser session handling,

* Option D (Validate Session)checks session state but does not address browser inconsistencies.

Reference:PingAccess Administration Guide - Web Session Cookie Settings

NEW QUESTION # 36

An admnistrator is integrating a new PingAccess Proxied Application. The application will use an SSL certificate issued by a
publicly trusted Certificate Authority. PingAccess is termnating SSL and is responsible for loading the SSL certificate for that
application. What initial action must the administrator take in PingAccess in this situation?

A. Import the PKCS#12 file with the full certificate chain into the Certificates.
B. Import the SSL public key with the full certificate chain into the Key Pairs.
C. Import the PKCS#12 file with the full certificate chain into the Key Pairs.
D. Import the SSL public key with the full certificate chain into the Certificates.

Answer: C

Explanation:

For PingAccess to terminate SSL for a proxied application, it requires access to theprivate key and certificate chain. These are
stored asKey Pairs.

Exact Extract:

"For SSL termination, you must import the server certificate and its private key as a PKCS#12 file mtoKey Pairs."

* Option Ais incorrect - a public key alone cannot terminate SSL.

* Option Bis incorrect - PKCS#12 files must go intoKey Pairs, not Certificates.

* Option Cis incorrect - public keys alone are insufficient; PingAccess must have the private key.

* Option Dis correct - the PKCS#12 file with full chain and private key is imported intoKey Pairs.

Reference:PingAccess Administration Guide -Managing Certificates and Key Pairs

NEW QUESTION # 37
A company uses an internally based legacy PKI solution that does not adhere to theCertification Path Validationsection of RFC-
5280. Which configuration option needs to be enabled when creating Trusted Certificate Groups in PingAccess?

A. Deny when unable to determine revocation status
B. Validate disordered certificate chains

C. Skip Certificate Date Check

D. Use Java Trust Store

Answer: B

Explanation:

Legacy PKIs often provide certificate chains that areout of orderor non-compliant with RFC-5280 path validation. PingAccess
provides an option in Trusted Certificate Groups calledValidate disordered certificate chainsto allow chaining even if the order is not
RFC-5280 compliant.

Exact Extract:

"EnableValidate disordered certificate chainswhen the certificate chain is not in RFC-5280 compliant order but should still be
accepted."

* Option Ais incorrect; using the Java trust store is unrelated to PKI ordering.

* Option Bis correct - this setting allows PingAccess to process disordered certificate chains.

* Option Cis incorrect; date checks are unrelated to RFC-5280 path ordering,



* Option Dis incorrect; revocation status handling does not address legacy PKI ordering issues.
Reference:PingAccess Administration Guide - Trusted Certificate Groups

NEW QUESTION # 38

An auto parts company wants to protect the path/parts/suspension/struts/manufacturer. Resources appear under an
applicationContext Root of/partswith default ordering,

‘Which resource will the policy engine select?

A. //struts/manufacturer

B. ///manufacturer

C. /suspension/struts/manufacturer
D. //manufacturer

Answer: C

Explanation:

Because the application context root is/parts, resource paths are defined relative to it. The correct relative path is:

* /suspension/struts/manufacturer

Exact Extract:

"Resource matching begins at the context root. The most specific matching path is selected."

* Option Ais incorrect -/*/struts/manufacturerdoes not match because it starts with a wildcard, not the defined path.
* Option Bis incorrect -/*/manufacturerwould match less specifically and at a different depth.

* Option Cis correct - exact match relative to/parts.

* Option Dis incorrect - too generic and not the best match.

Reference:PingAccess Admmnistration Guide -Resource Path Matching and Ordering

NEW QUESTION # 39
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