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EE #36

A financial company is focused on proactively protecting sensitive data stored on the devices.

The company recognizes the potential risks associated with lost or stolen devices and they want a solution to ensure that if
unauthorized user access the device, the data it contains is not accessible or misused. The solution includes implementing a strategy
that renders data unreadable without user authentication. Which solution meets the requirerment?

A. Inplenent data encryption on disk.
B. Use a BIOS password.
C. Install Kensington Lock.

D. Apply GPS tracking.
He: A

Y.

Disk encryption ensures that data stored on devices is unreadable without proper authentication.

Ifa device is lost or stolen, unauthorized users cannot access or misuse the data, since encryption protects the contents until the
legitimate user provides credentials.

HE#37

A furniture company recently discovered that the endpoint detection and response configuration flagged several malicious files on
company-managed laptops. The company must enhance security to prevent known malicious files from being delivered to the
network and endpoints. The new solution must enhance the company's ability to inspect and filter incoming traffic effectively.
Which security product must be used to accomplish this goal?

A. next-generation firewall
B. eBPF

C. host-based firewall

D. traditional firewall

e A

M.

A next-generation firewall (NGFW) inspects and filters incoming traffic with deep packet inspection, intrusion prevention, and
advanced malware filtering, This prevents known malicious files from reaching the network and endpoints, complementing the
company's EDR solution.

EE #38
Which two best practices align with incident response and compliance objectives? (Choose two.)

A. Maintain imnutable logs

B. Use shared admin credentials

C. Disable auditing to improve performance
D. Implement real-time monitoring

: AD

dY:
Immutable logs preserve evidence integrity, while real-time monitoring allows faster detection and response-both essential for
ncident response and regulatory compliance.
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EE #39
Which two solutions help ensure consistent policy enforcement across muilti-cloud workloads?
(Choose two.)

¢ A. Cloud-delivered Firewall (CDFW)
e B. Cisco Secure Workload (Tetration)



e C. SNMP traps
¢ D. Static IP routing

HY: AB
ME:

Cisco Secure Workload provides workload visibility and policy enforcement across environments, while cloud-delivered firewalls
apply consistent security policies across muiltiple cloud platforms.

HEE #40
‘Which benefit does Al provide in network security?

A. Tt identifies vulnerabilities associated with weak TLS algorithms.
B. It speeds up network data transmission rates.

C. It provides complete protection from DDoS attacks.

D. It replaces comprehensive defense in depth.

HE: A
MY
Al in network security enhances threat detection and vulnerability identification by analyzing large volumes of traffic and encryption

patterns. It can automatically detect risks such as weak TLS algorithm usage, which would otherwise be difficult to identify quickly
with manual processes.
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