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CrowdStrike Falcon Administrator Sample Questions (Q157-Q162):

NEW QUESTION # 157
When a Linux host is in Reduced Functionality Mode (RFM) what telemetry and protection is still oftered?

¢ A The sensor provides no protection, and only collects Sensor Heart Beat events
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¢ B. The sensor would provide protection as normal, without event telemetry
e C. The sensor would fimction as normal
¢ D. The sensor would provide minimal protection

Answer: D

Explanation:

When a Limux host is in Reduced Functionality Mode (RFM), the sensor would provide minimal protection. RFM is a mode that
Iimits the sensor's functionality due to license expiration, network connectivity loss, or certificate validation faitire. When a Linux
sensor is in RFM, it will only provide basic prevention capabilities, such as blocking known malware hashes and preventing script
execution from the /tmp directory. The sensor will not send any telemetry or detection events to the Falcon platform, and will not
receive any policy or update changes from the Falcon cloud.

NEW QUESTION # 158

Your development team is working on a new enterprise application, but Falcon starts creating alerts during testing. The alert points
to, "C:\Users\Bob\DevCode\felix.dll". In the detection, you see that it's triggering only on a specific Falcon [OA. What would be the
best course of action for this situation?

A. Create a sensor visibility exclusion for "C:\Users\Bob\DevCode\felix.dlI"

B. Create an IOA exclusion for "C:\Users\Bob\DevCode\felx.dII"

C. Manually turn off the built-in IOA through prevention policies

D. Create a Custom IOC and set it to "Allow" for "C:\Users\Bob\DevCode\felix.dIl"

Answer: D

NEW QUESTION # 159
Which report provides a filterable high-level overview of host information such as OS version, Device Type and Machine Domain,
and also provides an active sensor heat map for a quick environment review?

A. Sensor Report

B. Sensor Overview Report
C. Sensor Policy Daily Report
D. Sensor Status Report

Answer: B

NEW QUESTION # 160
In order to prevent duplicate Agent IDs, what install parameter should be used on VM to be used as persistent clones?

A. ProvNoWait=1
B. VM=True

C. /quiet
D.NO_START=I

Answer: B

NEW QUESTION # 161
Your CISO has decided all Falcon Analysts should also have the ability to view files and file contents locally on compromised hosts,
but without the ability to take them off the host. What is the most appropriate role that can be added to fullfil this requirement?

A. Falcon Analyst 7Read Only

B. Real Time Responder 7Read Only Analyst
C. Remediation Manager

D. Real Time Responder ?Active Responder

Answer: B



Explanation:

The Real Time Responder - Read Only Analyst only allows to run the commands
"cat,cd,clear,env,eventlog filehash,getsid, help, history, ipconfig, Is,mount, netstat,ps,reg" the role do not have permission to get files so it
is the most aproximated profile for the requested capabilities.

NEW QUESTION # 162
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