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Topic 1

Enable secure software development and ensure compliance: This section of the exam measures skills of
GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It
covers policies, auditing, scrubbing sensitive data, secret scanning, code scanning with CodeQL,
dependency management with Dependabot, and implementing security response plans. It also explores
authentication tokens, app security policies, and enterprise managed users.

Topic 2

Manage user identities and GitHub authentication: This section of the exam measures skills of DevOps
Engineers and focuses on managing authentication and identity across organizations using SAML SSO,
SCIM, and team synchronization. Candidates need to understand identity providers, user membership
implications, authorization models, and enforcing security measures such as two-factor authentication.

Topic 3

Manage GitHub Packages:This section of the exam measures skills of GitHub Enterprise Administrators
and focuses on managing GitHub Packages, their use in workflows, and how they differ from releases. It
involves accessing, writing, and sharing packages across teams while ensuring integration into CI
CD pipelines.

Topic 4

Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
internally versus those needing GitHub Support, and generating support bundles and diagnostics. It also
involves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI
CD strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

Topic 5

Manage access and permissions based on membership: This section of the exam measures skills of
DevOps Engineers and reviews how to manage organizations, teams, and repository permissions. It
includes default permission settings, team synchronization through AD, scripting across multiple
organizations, and aligning enterprise policies with trust requirements. It also contrasts roles such as
organization members, owners, collaborators, and billing managers.

Topic 6

Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains
configuring organization-level policies, managing self-hosted and GitHub-hosted runners, controlling access
through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

Microsoft GitHub Administration Sample Questions (Q49-Q54):
NEW QUESTION # 49 
What is a key characteristic of GitHub Enterprise Server (GHES) compared to GitHub Enterprise Cloud (GHEC)?

A. GHEC offers data residency options in regions that GHES does not support.
B. GHES allows enterprises to have complete control over their hosting environment, including data storage and network
security policies.
C. GHES users cannot integrate with external identity providers for authentication.
D. GHES is hosted by GitHub and offers automatic scaling, while GHEC requires self-hosting.

Answer: B

Explanation:
GitHub Enterprise Server is a self-hosted product you install and manage on your own infrastructure - giving you full control over
data storage, network security policies, and the underlying environment.

NEW QUESTION # 50 
How does GitHub handle secrets found via secret scanning in a public repository?

A. It deletes the secret from the repository automatically.
B. It immediately blocks the commit to protect the secret.
C. It alerts the service provider (e.g., AWS, Stripe).



D. It notifies the admin via webhook.

Answer: C

Explanation:
When secret scanning detects a supported credential in a public repository, GitHub notifies the issuing service provider so they can
revoke or rotate the exposed secret.

NEW QUESTION # 51 
What benefit does GitHub Advanced Security provide?

A. helps enterprise administrators improve and maintain network security for their GitHub Enterprise Server instances
B. helps organization administrators manage security tokens
C. helps organization administrators analyze and configure permissions to the least privilege required
D. helps developers improve and maintain the security and quality of code

Answer: D

Explanation:
GitHub Advanced Security equips developers with built-in code scanning (CodeQL), secret scanning, dependency review, and
other AppSec tools - helping them find, fix, and prevent security vulnerabilities while maintaining code quality.

NEW QUESTION # 52 
Which of the following is a benefit of creating a new GitHub organization?

A. Clear separation of reggs, projects, teams, billing, and organization-specific policies.
B. Simplified collaboration across all organizations.
C. Automatic inheritance of policies from other organizations.
D. Reduced administrative overhead.

Answer: A

Explanation:
Creating a new organization gives you a dedicated container for your shared work, letting you isolate repositories, projects, teams,
billing settings, and policy configurations on an organization-by-organization basis.

NEW QUESTION # 53 
What makes GitHub Apps a more secure choice for automation over OAuth Apps?

A. GitHub Apps authenticate as an app with fine-grained permissions, not as a user.
B. GitHub Apps are limited to read-only access and cannot write to repositories.
C. GitHub Apps can only be installed by organization owners.
D. GitHub Apps always require two-factor authentication.

Answer: A

Explanation:
GitHub Apps authenticate as themselves with fine-grained, installation-scoped permissions and short-lived tokens - rather than
inheriting a user's broad OAuth scopes - minimizing blast radius and aligning with least-privilege principles.

NEW QUESTION # 54
......
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knowledge points for the exam as well as improve your professional ability in the process of learning.
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