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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) Sample Questions (Q231-Q236):
NEW QUESTION # 231 
The example of two administrators required to complete an operation in cloud is an example of:

A. Collaborative effons
B. Separy
C. Conflict of interest
D. Mandy

Answer: B

Explanation:
Separation of duties(SoD)(also known as "Segregation of duties") is the concept of having more than one person required to
complete a task. ln business the separation by sharing of more than one individual in one single task is an internal control intended to
prevent fraud and error.

NEW QUESTION # 232 
How does centralized logging simplify security monitoring and compliance?

A. It encrypts all logs to prevent unauthorized access.
B. It automatically resolves all detected security threats.
C. It consolidates logs into a single location.
D. It decreases the amount of data that needs to be reviewed.

Answer: C

Explanation:
Centralized logging aggregates logs in one location, making it easier to monitor, analyze, and comply with regulatory requirements.
Reference: [Security Guidance v5, Domain 6 - Security Monitoring]

NEW QUESTION # 233 
What is a key benefit of using customer-managed encryption keys with cloud key management service (KMS)?

A. It reduces the computational load on the cloud service provider
B. Customers retain control over their encryption keys
C. Customers can share their encryption keys more easily
D. Customers can bypass the need for encryption

Answer: B

Explanation:
The correct answer isB. Customers retain control over their encryption keys.
Usingcustomer-managed encryption keys (CMEK)with a cloudKey Management Service (KMS)allows the customer toretain full
control over the encryption keysused to encrypt their data. This is crucial in maintaining data sovereignty, privacy, and compliance
with regulatory requirements.
Key Benefits of Customer-Managed Encryption Keys:
* Key Ownership and Control:Unlike cloud provider-managed keys, CMEK ensures that the customer has full authority over the
key's lifecycle, including creation, rotation, and deletion.
* Enhanced Security:Customers can enforce strict access controls and audit who accesses the keys.
* Compliance:Many regulations (like GDPR or HIPAA) mandate that data owners maintain control over encryption keys.
* Data Privacy:Even though the data is stored on the cloud, the provider cannot access unencrypted data without the customer's
permission.
* Flexibility:Customers can choose when to revoke or rotate keys, which directly impacts data availability and access.
Why Other Options Are Incorrect:
* A. Bypass the need for encryption:CMEK does not eliminate the need for encryption; it strengthens it by giving customers direct
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control.
* C. Share encryption keys more easily:Sharing encryption keys can increase security risks, and CMEK is designed to restrict, not
ease, key sharing.
* D. Reduces computational load on the cloud service provider:CMEK does not impact the computational load. It focuses on key
management and control rather than reducing processing overhead.
Real-World Example:
InAWS KMS, using CMEK allows customers to bring their own keys (BYOK) and manage them directly through AWS Key
Management Service. Similar practices exist inGoogle Cloud KMSandAzure Key Vault, where customers can generate and control
their own encryption keys.
Practical Use Case:
A healthcare provider using a cloud service to store patient records may use CMEK to ensure that sensitive data is encrypted under
keys they control, ensuring compliance with regulations likeHIPAA.
References:
CSA Security Guidance v4.0, Domain 11: Data Security and Encryption
Cloud Computing Security Risk Assessment (ENISA) - Key Management and Encryption Cloud Controls Matrix (CCM) v3.0.1 -
Data Protection and Encryption Domain

NEW QUESTION # 234 
What is the primary purpose of cloud governance in an organization?

A. To reduce the cost of cloud services
B. To eliminate the need for on-premises data centers
C. To ensure compliance, security, and efficient management aligned with the organization's goals
D. To increase data transfer speeds within the cloud environment

Answer: C

Explanation:
Cloud governance establishes controls and policies that align with the organization's goals for security, compliance, and efficient
management in the cloud. Reference: [Security Guidance v5, Domain 2 - Cloud Governance]

NEW QUESTION # 235 
Which of the following statements best reflects the responsibility of organizations regarding cloud security and data ownership?

A. Cloud providers are responsible for everything under the 'limited O responsibilities clauses.' The customer and the provider
have joint accountability.
B. Organizations are accountable for the security and compliance of their data and systems, even though they may lack full
visibility into their cloud provider's infrastructure.
C. Cloud providers assume full responsibility for the security obligations, and cloud customers are accountable for overall
compliance.
D. Data ownership rights are solely determined by the cloud provider, leaving organizations with no control or accountability
over their data.

Answer: B

Explanation:
TheShared Responsibility Modelin cloud computing establishes that:
Cloud providersare responsible for securing the underlyinginfrastructure, networking, and hardware.
Customers (organizations)are responsible for securingdata, identity and access management (IAM), encryption, and
complianceobligations.
Data ownershipremainswith the customer, even though visibility into cloud infrastructure may belimited.
The major security challenge in cloud computing is thatorganizations lack full control over cloud infrastructurebut must still ensure that
security policies align withregulatory requirements (e.g., GDPR, HIPAA, PCI DSS).
This principle is outlined in:
CCSK v5 - Security Guidance v4.0, Domain 2 (Governance and Enterprise Risk Management) Cloud Security Alliance's (CSA)
Cloud Controls Matrix (CCM) - Data Security and Governance.
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