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A B E (Q126-Q131):

H R #126
What is TRUE regarding safety systems?

e A. By integrating control and safety systems via Modbus TCP, cybersecurity risks are at a tolerable level
¢ B. No dedicated malware has been found targeting safety systems specifically.

e (. Safety systems are an independent protection layer and as such have no cybersecurity vulnerabilities.
¢ D. Even the most modern and sophisticated safety systems can be defeated by an attacker.

IEf#: D
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Even the most modern and sophisticated safety systems can be defeated by an attacker. This statement is validated by the discovery
of malware specifically targeting safety instrumented systems (SIS), such as the

"Triton/Trisis" malware that compromised the SIS of a petrochemical plant. Safety systens, while designed as independent
protection layers, are not immune to cybersecurity vulnerabilities and require specific countermeasures. Integration, such as using
Modbus TCP, does not inherently reduce risk to a tolerable level without additional controls.

Reference: ISA/IEC 62443-3-3:2013, Section 4.2.2; ISA/IEC 62443-1-1:2007, Section 3.2.4; ISA/IEC 62443-

2-1:2009, Section 4.2.3.2; TRITON/TRISIS incident case studies.

HM #127
What is the FIRST step required in implementing ISO 270017
Available Choices (select all choices that are correct)

¢ A. Performa security risk assessment.

¢ B. Implement strict security controls.

e (. Create a security management organization.
¢ D. Define an information security policy.

EfE: A

R -

The first step in implementing ISO 27001, an international standard for imformation security management systems (ISMS), is to
performa security risk assessment. This mitial step is critical as it helps identify the organization's information assets that could be at
risk, assess the vulnerabilities and threats to these assets, and evaluate their potential impacts. This risk assessment forns the
foundation for defining appropriate security controls and measures tailored to the organization's specific needs. Starting with a risk
assessment ensures that the security controls implemented are aligned with the actual risks the organization faces, making the ISMS
more effective and targeted.

ISA/IEC 62443 Cybersecurity Fundamentals References:

* Although ISO 27001 is not part of ISA/IEC 62443, it shares common principles in cybersecurity management by starting with a
comprehensive understanding and assessment of security risks, which is a findamental aspect in both standards for setting up
effective security practices.

B #128
What is the name of the protocol that implements serial Modbus over Ethernet?
Available Choices (select all choices that are correct)

A. MODBUS/Plus
B. MODBUS/Ethernet
C. MODBUS/TCP
D. MODBUS/CIP

EfE: C

AR

MODBUS/TCP is the name of the protocol that implements serial Modbus over Ethernet. MODBUS/TCP is a variant of the
Modbus protocol that uses the Transmission Control Protocol (TCP) as the transport layer to encapsulate Modbus messages and
send them over Ethernet networks. MODBUS/TCP preserves the Modbus application layer and data model, which means that
serial Modbus devices can communicate with MODBUS/TCP devices through a gateway or a converter. MODBUS/TCP is widely
used in industrial automation and control systens, as it offers high performance, interoperability, and compatibility with existing
Modbus devices. References: ISA/IEC 62443 Cybersecurity Fundamentals Specialist Study Guide, Section

3.1.21; MODBUS Application Protocol Specification V1.1b3, Section 1.1

BR #129

Within the National Institute of Standards and Technoloqv Cybersecuritv Framework v1.0 (NIST CSF), what is the status of the
ISA 62443 standards?

Available Choices (select all choices that are correct)



A. They are under consideration for future use.
B. They are used as informative references.

C. They are not used.

D. They are used as normative references.

IEf%: B

R

The NIST CSF is a voluntary framework that provides a set of standards, guidelines, and best practices to help organizations
manage cybersecurity risks. The NIST CSF consists of five core functions: Identify, Protect, Detect, Respond, and Recover. Each
function is further divided into categories and subcategories that describe specific outcomes and activities. The NIST CSF also
provides informative references that link the subcategories to existing standards, guidelines, and practices that can help organizations
achieve the desired outcomes. The informative references are not mandatory or exhaustive, but rather serve as examples of possible
sources of guidance. The ISA 62443 standards are used as informative references in the NIST CSF v1.0 for several subcategories,
especially in the Protect and Detect functions. The ISA 62443 standards are a series of standards that provide a framework for
securing industrial automation and control systems (IACS).

The ISA 62443 standards cover various aspects of IACS security, such as terminology, concepts, requirements, policies,
procedures, and technical specifications. The ISA 62443 standards are aligned with the NIST CSF in terms of the core functions
and the risk-based approach. Therefore, the ISA 62443 standards can provide useful guidance and best practices for organizations
that use IACS and want to implement the NIST CSF. References:

NIST Cybersecurity Framework - Official Sitel

Framework for Improving Critical Infrastructure Cybersecurity - Version 1.02 ISA/IEC 62443 Standards - Official Site3 ISA/IEC
62443 Compliance & Scoring | Centraleyes4

R #130
What.are the two elements of the risk analysis category of an TACS?
Available Choices (select all choices that are correct)

A. Business rationale and risk identification and classification
B. Business recovery and risk elimination or mitigation

C. Business rationale and risk reduction and avoidance

D. Risk evaluation and risk identification

EfE: A
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