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Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator Sample Questions
(Q45-Q50):

NEW QUESTION # 45
Which two deployment methods are used to connect a FortiExtender as a FortiSASE LAN extension?
(Choose two.)

A. Configure an IPsec tunnel on FortiSASE to connect to FortiExtender.

B. Enter the FortiSASE domain nane in the FortiExtender GUI as a static discovery server

C. Enable Control and Provisioning Wireless Access Points (CAPWAP) access on the FortiSASE portal.
D. Connect FortiExtender to FortiSASE using FortiZTP

Answer: B,D

Explanation:

There are two deployment methods used to connect a FortiExtender as a FortiSASE LAN extension:

* Connect FortiExtender to FortiSASE using FortiZTP:

* FortiZero Touch Provisioning (FortiZTP) simplifies the deployment process by allowing FortiExtender to automatically connect
and configure itself with FortiSASE.

* This method requires minimal manual configuration, making it efficient for large-scale deployments.

* Enter the FortiSASE domain name in the FortiExtender GUI as a static discovery server:

* Manually configuring the FortiSASE domain name in the FortiExtender GUI allows the extender to discover and connect to the
FortiSASE infrastructure.

* This static discovery method ensures that FortiExtender can establish a connection with FortiSASE using the provided domain
name.

References:

FortiOS 7.6 Administration Guide: Details on FortiExtender deployment methods and configurations.

FortiSASE 23.2 Documentation: Explains how to connect and configure FortiExtender with FortiSASE using FortiZTP and static
discovery.

NEW QUESTION # 46
‘When viewing the daily summary report generated by FortiSASE. the administrator notices that the report contains very little data.
What is a possible explanation for this almost empty report?

A. There are no security profile group applied to all policies.
B. Log allowed traffic is set to Security Events for all policies.
C. Digital experience monitoring is not configured.

D. The web filter security profile is not set to Monitor

Answer: B

Explanation:

Ifthe daily summary report generated by FortiSASE contains very little data, one possible explanation is that the "Log allowed
traffic" setting is configured to log only "Security Events" for all policies. This configuration limits the amount of data logged, as it only
includes security events and excludes normal allowed traffic.

* Log Allowed Traffic Setting;

* The "Log allowed traffic" setting determines which types of traffic are logged.

* When set to "Security Events," only traffic that triggers a security event (such as a threat detection or policy violation) is logged.
* Tmpact on Report Data:

* Ifthe log setting excludes regular allowed traffic, the amount of data captured and reported is significantly reduced.

* This results in reports with minimal data, as only security-related events are included.

References:

FortiOS 7.6 Administration Guide: Provides details on configuring logging settings for traffic policies.

FortiSASE 23.2 Documentation: Explains the impact of logging configurations on report generation and data visibility.

NEW QUESTION # 47
Which two settings are automatically pushed from FortiSASE to FortiClient in a new FortiSASE deployment with default settings?
(Choose two.)



A. FortiSASE certificate authority (CA) certificate
B. zero trust network access (ZTNA) tags

C. tunnel profile

D. real-time protection

Answer: A,C

Explanation:
In a default FortiSASE deployment, the tunnel profile (for secure connectivity) and the FortiSASE CA certificate (for SSL
inspection and trusted communication) are automatically pushed to FortiClient endpoints.

NEW QUESTION # 48
Which two benefits come from integrating SoCaaS with FortiSASE? (Choose two answers)

A. Provides bandwidth usage analytics

B. Eliminates the need of endpoint projection software

C. Continuous threat monitoring of all connected endpoints
D. Centralized visibility of all threat events

Answer: C,D

NEW QUESTION # 49
What is required to enable the MSSP feature on FortiSASE?

¢ A. Role-based access control (RBAC) must be assigned to identity and access management (IAM) users using the
FortiCloud IAM portal.

¢ B. Multi-tenancy must be enabled on the FortiSASE portal.

e C. The MSSP add-on license must be applied to FortiSASE.

e D. MSSP user accounts and permissions must be configured on the FortiSASE portal.

Answer: A

Explanation:
To enable the MSSP feature on FortiSASE, you must use the FortiCloud IAM portal to assign RBAC permissions to users. This
grants appropriate access to manage multiple tenants or customer accounts securely.

NEW QUESTION # 50
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