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CrowdStrike Certified SIEM Engineer Sample Questions (Q14-Q19):

NEW QUESTION # 14
You find a Falcon Log Collector instance on a Linux system that is not connected to Fleet Management.
‘What command would you use to enroll the Falcon Log Collector?
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¢ A sudo humio-log-collector enroll < TOKEN >

¢ B. sudo humio-log-collector --token < TOKEN > enroll

e (. "C:\Program Files (x86)\CrowdStrike\Humio Log Collector\humio-log-collector.exe" enroll < TOKEN
>

¢ D. sudo logscale-collector enroll < TOKEN >
Answer: D

Explanation:

The correct answer is B. sudo logscale-collector enroll < TOKEN > .

Current CrowdStrike LogScale Collector documentation shows the enroliment command using the logscale- collector binary. For
example, the macOS custom installation page explicitly shows:

sudo logscale-collector enroll enrolitoken

The Fleet Management enroliment documentation also explains that you copy the enroliment command from the UI and run it on the
machine hosting the collector.

Why the other options are incorrect:

A is a Windows path, not Linux. C reflects the older humio-log-collector naming that existed in earlier versions and release history,
but the current docs use logscale-collector for the enroliment command. D does not match the documented command syntax.
CrowdStrike's current documentation centers the enroliment workflow on logscale-collector enroll < token> .

NEW QUESTION # 15
‘Which command helps visualize in real time whether sources and sinks are working properly in the Log Collector?

A. journalct] -u logscale-collector
B. logscale-collector monitor

C. logscale-collector check

D. logscale-collector --status

Answer: B

Explanation:

The correct answer is B .

CrowdStrike's Falcon LogScale Collector debug documentation says the monitor command launches a monitor terminal application
and can be used to see a live view of the running state of the collector. It explicitly states that the running sources, queues and sinks
can be inspected in real time . That exactly matches the question.

Why the other options are incorrect:

A can help review service logs, but it is not the documented real-time visualization command for sources and sinks.

C and D do not match the documented command for this purpose in the collector troubleshooting documentation.

NEW QUESTION # 16
The parseJson() function would be used to parse which log message format from the list below?

A. {"level™ "info", "msg": "User login", "user": "john_doe" }

B. 2024-05-10T14:23:11Z INFO Service started

C. level=debug msg="Disconnected" host=app01

D. 192.168.1.1 [192.168.1.1] - - [10/May/2024:14:23:11 +0000] "GET/index.htm!"

Answer: A

Explanation:

The correct answer is C . CrowdStrike documents parseJson() as the function used to parse data or a field as JSON , converting
JSON objects nto named fields. The JSON example in the docs matches the structure of option C.

The other options are not JSON. A is key-value style text, B is access-log style text, and D is plain text with a timestanp and
message. Those would require other parsing approaches, not parseJson().

NEW QUESTION # 17
A Falcon Log Collector has been configured with 4 sinks of type memory, each having a queue size of 2GB.
What is the minimum memory requirement produced by this configuration?



A. 9GB
B.12GB
C.10GB
D.8GB

Answer: A

Explanation:

The correct answer is A. 9 GB.

CrowdStrike's Falcon LogScale Collector sizing documentation states that memory requirement for memory queues is linearly
proportional to the number of sinks plus a constant baseline requirement of 1 GB .

The documentation gives a worked example: 1 GB baseline + queue sizes for each sink .

For this question:

* Number of sinks = 4

* Queue size per sink =2 GB

* Total sink memory =4 x 2 GB=8 GB

* Add baseline memory =1 GB

So the minimum memory requirement is:

8GB+1GB=9GB.

That is why:

* A. 9 GB is correct

*B. 12 GB, C. 10 GB, and D. 8 GB are incorrect because they do not match CrowdStrike's documented sizing formula for
memory queues.

NEW QUESTION # 18
What is the maximum number of active correlation rules in a CID?

A0
B. 1
C.2
D.3

Answer: B

Explanation:

The correct answer is D. 500 . In CrowdStrike Next-Gen SIEM correlation content limits, the maximum number of active
correlation rules allowed in a single CID is 500 . This represents the upper bound for enabled rule objects at the customer-1D level
and is intended to balance detection scale with performance and manageability of rule-driven detections. This is why the other
options are incorrect and 500 is the correct limit.

NEW QUESTION # 19
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