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¢ Artificial Intelligence, Automation, and DevSecOps: Explores Al's role in securing network infrastructure,
81 selecting tools for automated security architectures such as SOAR, IaC, and API tooling, and integrating

security into DevSecOps workflows and pipelines to minimize deployment risk.

e Secure Infrastructure: Covers selecting security approaches for endpoints, identities, email, and modern
environments like hybrid work, 10T, SaaS, and multi-cloud. Includes choosing VPN

FrE2 ¢ tunneling solutions, securing management planes, and selecting the appropriate firewall architecture based

on business needs.

¢ Applications: Focuses on selecting security solutions to protect applications and designing secure
3 architectures for cloud-native, containerized, and serverless environments using segmentation. Also
addresses security design impacts of emerging technologies like Al, ML, and quantum computing,

¢ Risk, Events, and Requirements: Covers SOC incident handling and response tools, modifying security
designs to mitigate or respond to incidents, and applying frameworks like MITRE CAPEC, NIST SP 800-

FE 4 . i . . .
% 37, and SAFE. Includes matching regulatory and compliance requirements to business scenarios.
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8 #24

A company recently discovered that a former employee, who left to join a competitor, continued to access and exfiltrate sensitive
data over several weeks after leaving, The breach highlighted vulnerabilities in the organization's data security and access
management practices. To prevent such incidents in the future, the organization must adopt measures that detect and restrict
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unauthorized data access and transfer. Which mitigation strategy must be implemented to address the issue?

A. Implement data loss prevention strategy.

B. Upgrade network policy access.

C. Deploy audit logging and monitoring solution.
D. Implement web application firewall.

BER: A

i RE S B -

A Data Loss Prevention (DLP) strategy directly addresses the problem of unauthorized access and exfiltration of sensitive data.
DLP tools monitor, detect, and block suspicious data transfers, ensuring that insiders or former employees cannot copy, email, or
upload sensitive information without authorization. This provides the required prevention and control that the scenario calls for.

8 #25
How is generative Al used in securing network?

A. to detect unusual patterns in network traffic

B. to perform real-time audits to ensure regulatory compliance
C. to improve resource consumption

D. to provide real-time load balancing

ER: A
fRRER A

Generative Al enhances network security by identifying anomalies in traffic patterns. It learns normal network behavior and flags
deviations that may indicate threats, such as intrusions or data exfiltration attenpts.

F /8 #26
Which two metrics are important for evaluating the performance of automated security response workflows? (Choose two.)

A. CPU temperature

B. Mean Time to Detect (MTTD)
C. VLAN propagation speed

D. Mean Time to Respond (MTTR)

Z%: BD
f REER B«

MTTD measures how quickly incidents are detected, and MTTR measures how quickly they are resolved. Together, they indicate
the effectiveness of automated security response workflows.

P& #27

A developer conmpany recently implemented a testing environment based on Linux operating system. The company needs a
technology solution that produces tracing and filtering capabilities in the Linux kernel.

Which technology meets these requirements without modifying the kernel source code?

A. NGFW

B. VPP

C. distributed firewall
D. eBPF

ZE: D

fE R A«

In modern secure infrastructure design, especially within high-performance testing and developer environments, the ability to observe
and filter traffic at a deep level is crucial. eBPF (extended Berkeley Packet Filter) is a revolutionary technology that allows
developers to run sandboxed programs within the Linux kernel. The primary advantage of eBPF is that it enables sophisticated



tracing, monitoring, and network filtering capabilities without the need to modify the underlying kernel source code or load intrusive
kernel modules.

In the context of the Cisco SDSI objectives, eBPF is highlighted as a key component of distributed firewalling and cloud-native
security architectures. It operates by attaching programs to various "hooks" in the kernel, such as network events, tracepoints, or
system calls. When a packet enters the system or a specific event occurs, the eBPF program can inspect the context and make high-
speed decisions on whether to allow, drop, or redirect traffic. This provides a much more efficient and flexible alternative to
traditional technologies like IPTables. Because eBPF prograns are verified for safety by a JIT compiler before being executed, they
do not risk crashing the kernel, making them ideal for dynamic developer environments. Unlike Vector Packet Processing (VPP)
(Option D), which moves packet processing into userspace, or standard Next-Generation Firewalls (NGFW) (Option C), which are
typically separate appliances, eBPF provides "in-kernel" observability and enforcement that is programmable and highly scalable for
microservices and containerized applications.

i 8 #28
Which Cisco product provides automated incident response workflows integrated with SIEM and SOAR platforms?

A. Cisco SecureX

B. Cisco AnyConnect
C. Cisco DNA Center
D. Cisco Catalyst

ER: A
fRRER

Cisco SecureX integrates multiple security tools with SIEM and SOAR platforns and provides automated incident response
workflows to speed up detection, nvestigation, and remediation.
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