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Cisco Certified Design Expert (CCDE v3.0) Written Exam Sample Questions
(Q336-Q341):
NEW QUESTION # 336 
Refer to the table.

A customer investigates connectivity options for a DCI between two production data centers to aid a large- scale migration project.
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The migration is estimated to take 20 months to complete but might extend an additional 10 months if issues arise. All connectivity
options meet the requirements to migrate workloads.
Which transport technology provides the best ROI based on cost and flexibility?

A. MPLS
B. DWDM over dark fiber
C. CWDM over dark fiber
D. Metro Ethernet

Answer: D

NEW QUESTION # 337 
A network hacker is trying to interrupt the transport packet on IPSEC. A packet with duplicate sequence numbers is introduced.
The customer sends high-priority traffic during this window. Which design parameter should be considered to mitigate this issue?

A. Restrict keywork in IPSEC Tunnel.
B. Classify and Mark duplicate sequence packets.
C. Apply anti-replay window 4096.
D. Increase QoS shape policy.

Answer: C

NEW QUESTION # 338 
Drag and drop the design characteristics from the left onto the correct network filter techniques on the right.
Not all options are used.

Answer:

Explanation:



NEW QUESTION # 339 
A senior network designer suggests that you should improve network convergence times by reducing BGP timers between your CE
router and the PE router of the service provider. Which two factors should you consider to adjust the timer values? (Choose two.)

A. number of routes on the CE router
B. manual updates to the peer groups
C. number of VRFs on the PE router
D. service provider agreement to support tuned timers
E. service provider scheduling of changes to the PE

Answer: D,E

Explanation:
Reducing BGP keepalive and hold timers can help improve convergence but must be done carefully in provider-managed networks:
* A: The service provider must agree to support modified timers on both PE and CE; otherwise, mismatched timer settings can
break neighbor relationships.
* C: The service provider may need to schedule configuration changes on PE routers to synchronize the timer adjustments and avoid
service interruptions.
Why other options are incorrect:
* B: Peer groups simplify policy application but do not impact BGP timers directly.
* D: The number of routes affects convergence processing but not directly tied to timer adjustment.
* E: The number of VRFs is a scalability consideration but unrelated to BGP timer negotiation.
-

NEW QUESTION # 340 
Refer to the exhibit.



Company XYZ BGP topology is as shown in the diagram. The interface on the LA router connected toward the 10 1.5.0/24
network is faulty and is going up and down, which affects the entire routing domain. Which routing technique can the network
administrator use so that the rest of the network is not affected by the flapping issue?

A. The LA administrator should use route dampening for the 10.1.5 0/24 network so that it does not get propagated when it
flaps up and down.
B. The LA administrator should use route filtering to block the 10.1.5.0/24 network from getting propagated toward Chicago
and New York.
C. The LA administrator should use route aggregation to summarize the 10 1 4.0/24, 10 1 5 0/24, 10.1.6.0/24, and 10 1 7
0/24 networks toward Chicago
D. The Chicago administrator should use route filtering to block the 10.1.5.0/24 network from coming in from the LA router.

Answer: A

NEW QUESTION # 341
......
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