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Juniper Security, Specialist (JNCIS-SEC) JN0-336 Prüfungsfragen mit
Lösungen (Q49-Q54):
49. Frage 
You want to permit access to an application but block application sub.
Which two security policy features provide this capability? (Choose two.)

A. content filtering
B. APPID
C. URL filtering
D. micro application detection

Antwort: B,D

Begründung:
Micro application detection is a feature that enables more granular control over applications by identifying and taking action on sub-
features or specific behaviors within an application. For example, allowing access to Facebook while blocking Facebook Chat.
Application Identification (APPID) is a feature that identifies and controls applications based on their traffic patterns and
characteristics. APPID can be configured to recognize not only the main application but also its various subcomponents, allowing for
precise control over what is allowed or blocked.

50. Frage 
What are two properties negotiated during IKE Phase 2? (Choose two.)

A. routing protocol
B. Perfect Forward Secrecy
C. tunneling protocol
D. aggressive mode

Antwort: B,C

Begründung:
The correct answers are B and D. IKE Phase 2 negotiates the IPsec security associations used to protect actual user data through
the VPN tunnel. Juniper explains that after Phase 1 establishes a secure authenticated channel, Phase 2 negotiates SAs for the data
transmitted through the IPsec tunnel. A Phase 2 proposal includes the IPsec security protocol, which is either ESP or AH, along with
selected encryption and authentication algorithms. In the wording of this question, that maps to the tunnel/security protocol property.
Option D, Perfect Forward Secrecy, is also correct because Phase 2 proposals can specify a Diffie-Hellman group when PFS is
desired. PFS forces a new DH key exchange for Phase 2 keys so that compromise of earlier keying material does not expose later
IPsec encryption keys. Option A is wrong because routing protocols are not negotiated by IKE Phase 2; routing is handled
separately over or toward the tunnel interface.
Option C is wrong because aggressive mode is an IKEv1 Phase 1 exchange mode, not a Phase 2 property.
Juniper specifically states that Phase 2 always uses quick mode in IKEv1. Reference topics: IKE Phase 2, IPsec SA negotiation,
ESP/AH, Perfect Forward Secrecy, quick mode.

51. Frage 
Which two statements are correct about SSL proxy server protection? (Choose two.)

A. You must load the server certificates on the SRX Series device.
B. You do not need to configure the servers to use the SSL proxy the function on the SRX Series device.
C. The servers must be configured to use the SSL proxy function on the SRX Series device.
D. You must import the root CA on the servers.

Antwort: A,B

Begründung:
When using SSL proxy, the servers themselves do not require any special configuration to utilize the SSL proxy function on the SRX
device. The SSL proxy operates transparently, intercepting and decrypting SSL/TLS traffic before it reaches the servers.
For the SSL proxy to function effectively, especially in server protection mode where it impersonates the server to the client, it is
necessary to load the server's certificates onto the SRX device. This allows the SRX to establish a trusted connection with the client



using the server's credentials.

52. Frage 
You enable chassis clustering on two devices and assign a cluster ID and a node ID to each device.
In this scenario, what is the correct order for rebooting the devices?

A. Reboot the secondary device, then the primary device.
B. Reboot the primary device, then the secondary device.
C. Reboot only the secondary device since the primary will assign itself the correct cluster and node ID.
D. Reboot only the primary device since the secondary will assign itself the correct cluster and node ID.

Antwort: A

Begründung:
When chassis clustering is enabled and IDs are assigned, it is typically recommended to first reboot the secondary device. This
allows the secondary device to fully integrate and recognize its role and settings within the cluster without affecting the ongoing traffic
that the primary device might be handling.
Once the secondary device has successfully rebooted and is operational within the cluster, the primary device can then be rebooted.
This ensures that the primary device's reboot does not cause any network downtime, as the secondary device, now fully operational,
can take over the traffic and roles as needed.

53. Frage 
While working on an SRX firewall, you execute the show security policies policy-name <name> detail command.
Which function does this command accomplish?

A. It identifies the different custom policies enabled.
B. It shows policy counters for a configured policy.
C. It shows the system log files for the local SRX Series device.
D. It displays details about the default security policy.

Antwort: B

Begründung:
The function that the show security policies policy-name <name> detail command accomplishes is showing policy counters for a
configured policy. Policy counters are statistics that indicate how many times a policy has been matched by traffic and what actions
have been taken by the policy. Policy counters can help you monitor and troubleshoot the performance and effectiveness of your
security policies. The show security policies policy-name <name> detail command displays detailed information about a specific
policy, such as its source zone, destination zone, description, state, hit count, byte count, packet count, action count, and session
count.
Reference: = show security policies, show security policies information, [SRX] How to troubleshoot a security policy that is not
passing data

54. Frage
......

Wollen Sie den Plan machen, dass Sie Juniper JN0-336 Zertifizierungsprüfung ablegen, um Ihre Fähigkeit zu entwickeln. Wenn Sie
Juniper JN0-336 Prüfung ablegen, ob Sie die geeigneten Lernhilfe finden? Und welche Unterlage sind wertvoll? Haben Sie Juniper
JN0-336 Dumps gewählt? Wenn ja, sorgen Sie sich bitte nicht um den Misserfolg.
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drückte, Die Softwarezur Juniper JN0-336 Zertifizierungsprüfung wird Zertpruefung nach den echten Prüfungen in den letzten Jahren
erforscht.
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