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Microsoft AZ-500 Exam Syllabus Topics:

Section Weight Objectives

Implement platform protection 25-30%

- Protect Azure compute and network resources

1. Network Security Groups (NSG)
2. Azure Firewall
3. DDoS Protection

- Configure advanced security features

1. Microsoft Defender for Cloud
2. Security baselines and policies
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Manage security operations 20-25%

- Monitor security using Azure tools

1. Microsoft Sentinel
2. Log Analytics workspace

- Respond to security incidents

1. Alerting and incident response
2. Threat detection and investigation

Manage identity and access 25-30%

- Manage authentication and authorization

1. Multi-factor authentication (MFA)
2. Role-based access control (RBAC)

- Manage Microsoft Entra ID identities

1. Users and groups management
2. Conditional Access policies
3. Privileged Identity Management (PIM)

Secure data and applications 20-25%

- Protect data in Azure

1. Azure Key Vault
2. Encryption at rest and in transit

- Secure applications

1. Application security best practices
2. Secure storage and databases
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Top New AZ-500 Exam Prep | Pass-Sure Microsoft Reliable AZ-500 Exam
Price: Microsoft Azure Security Technologies
You hardly have to worry about whether or not you can pass the exam with our AZ-500 exam braindumps. Many users of AZ-500
exam prep can use your own achievements to prove to you that under the guidance of our AZ-500 Study Materials, you must pass
the exam. Don't hesitate anymore. What you should treasure now is time! Just come and buy our AZ-500 learning guide, you will
never feel regret!

Microsoft Azure Security Technologies Sample Questions (Q328-Q333):
NEW QUESTION # 328 
You have an Azure subscription that contains the following resources:
A virtual network named VNET1 that contains two subnets named Subnet1 and Subnet2.
A virtual machine named VM1 that has only a private IP address and connects to Subnet1.
You need to ensure that Remote Desktop connections can be established to VM1 from the internet.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange then in the correct order.
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Answer:

Explanation:

NEW QUESTION # 329 
You have an Azure subscription that contains the resources shown in the following table.

Transparent Data Encryption (TDE) is disabled on SQL1.
You assign polices to the resource groups as shown in the following table.

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template. The databases will be configured
as shown in the following table.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION # 330 
You have an Azure subscription that contains the virtual machines shown in the following table.

From Azure Security Center, you turn on Auto Provisioning.
You deploy the virtual machines shown in the following table.

On which virtual machines is the Log Analytics agent installed?

A. VM3 only
B. VM1, VM2, VM3, and VM4
C. VM1 and VM3 only
D. VM3 and VM4 only

Answer: B

Explanation:
Explanation
When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all supported Azure VMs and any new
ones that are created.
Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and 18.04 LTS (x64) and Windows
Server 2008 R2, 2012, 2012 R2, 2016, version 1709 and 1803 Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

NEW QUESTION # 331 
You need to ensure that User2 can implement PIM.
What should you do first?

A. Configure the identity secure score for contoso.com.
B. Configure authentication methods for contoso.com.
C. Enable multi-factor authentication (MFA) for User2.
D. Assign User2 the Global administrator role.



Answer: D

Explanation:
Explanation/Reference:
Explanation:
To start using PIM in your directory, you must first enable PIM.
1. Sign in to the Azure portal as a Global Administrator of your directory.
You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not
a Microsoft account (for example, @outlook.com), to enable PIM for a directory.
Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for
contoso.com
References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-
started
Question Set 3

NEW QUESTION # 332 
You have the role assignments shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



NEW QUESTION # 333
......
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