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CompTIA Advanced Security Practitioner (CASP+) Exam 53 CAS-004 &
B (Q362-Q367):

B #362

An organization is considering a BYOD standard to support remote working, The first iteration of the solution will utilize only
approved collaboration applications and the ability to move corporate data between those applications. The security team has
concerns about the following;

Unstructured data being exfiltrated after an employee leaves the organization Data being exfiltrated as a result of compromised
credentials Sensitive information in emails being exfiltrated Which of the following solutions should the security team implement to
mitigate the risk of data loss?

A. Conditional access, DoH, and full disk encryption

B. Mobile application management, MFA, and DRM

C. Certificates, DLP, and geofencing

D. Mobile device management, remote wipe, and data loss detection

EfE: B

AR :

Mobile application management (MAM) is a solution that allows the organization to control and secure the approved collaboration
applications and the data within them on personal devices. MAM can prevent unstructured data from being exfiltrated by restricting
the ability to move, copy, or share data between applications. Multi-factor authentication (MFA) is a solution that requires the user
to provide more than one piece of evidence to prove their identity when accessing corporate data. MFA can prevent data from
being exfiltrated as a result of compromised credentials by adding an extra layer of security. Digital rights management (DRM) is a
solution that protects the intellectual property rights of digital content by enforcing policies and permissions on how the content can
be used, accessed, or distributed. DRM can prevent sensitive information in emails from being exfiltrated by encrypting the content
and limiting the actions that can be performed on it, such as forwarding, printing, or copying. Verified Reference:
https//www.manageengine.convdata-security/what-is/byod.html
https//www.cimcor.comyblog/7-scariest-byod-security-risks-how-to-mitigate

M #363
An organization is designing a MAC scheme (or critical servers running GNU/Linux. The security engineer is investigating SELinux
but is confused about how to read labeling contexts. The engineer executes the command stat ./secretfile and receives the following

output:

Which of the following describes the correct order of labels shown in the output above?

A. Role, user identity, object, and MLS level
B. Role, type MLS level, and user identity
C. Object, user identity, role, and MLS level
D. User identity, role, type, and MLS level
E. Object MLS level, role, and type

Ef#: D

A -

SELinux contexts are typically made up of several components, including the user identity, role, type (also known as domain or
type), and MLS (Multi-Level Security) level. The context format is userrole:type:level.

In the given output sys:secret:sec_t:s0, 'sys' represents the user identity, 'secret’ is the role, 'sec_t' is the type, and 's0' is the MLS
level. Understanding SELinux contexts is critical for managing Mandatory Access Control (MAC) in GNU/Linux systens to protect
against unauthorized access.

H A #364

A review of the past year's attack patterns shows that attackers stopped reconnaissance affer finding a susceptible systemto
compromise. The company would like to find a way to use this information to protect the environment while still gaining valuable
attack information.

Which of the following would be BEST for the company to implement?



A. ASIEM

B. A honeypot
C. AWAF

D. AnIDS

F
®

: B

A #365
A product manager is concerned about the unintentional sharing of the company's intellectual property through employees' use of
social media. Which of the following would BEST mitigate this risk?

A. Virtual desktop environment
B. Web content filter

C. Web application firewall

D. Network segmentation

Ef#: B

M #366

A security administrator is setting up a virtualization solution that needs to run services froma single host.

Each service should be the only one running in its environment. Each environment needs to have its own operating system as a base
but share the kernel version and properties of the running host. Which of the following technologies would best meet these
requirenments?

A. Enmulation

B. Type 1 hypervisor

C. Type 2 hypervisor

D. Containers

E. Virtual desktop infrastructure

IEf#: D

fi .-

The most appropriate technology for this virtualization solution is containers. Containers allow muiltiple services to run on a single
host with isolated environments, while sharing the same kernel version and properties of the host operating system. Each container
has its own instance of the operating system and runs independently from the others, meeting the requirement for separate
environments with their own OS.

Containers are more lightweight than full hypervisors and are ideal for running microservices in isolated environments. CASP+
emphasizes the use of containers in scenarios where services need to be isolated but share the same host OS kernel.

References:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (Virtualization Technologies, Containers)
CompTIA CASP+ Study Guide: Virtualization and Containerization for Isolated Services
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