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HAE #28

When you deploy a single FortiGate VM using the available template from the Azure Marketplace, several other resources are also
created.

‘Which two resources, among others, are created during the process? (Choose two.)

A. One new route table

B. One VM Scale set

C. One NSG for each nterface
D. Two virtual NICs

dY. CD

ME.

Two virtual NICs - The FortiGate Azure Marketplace template deploys the VM with at least two network interfaces: one for the
external/public nterface and one for the internal/private nterface.

One NSG for each interface - The deployment creates separate Network Security Groups (NSGs) attached to each NIC to control
inbound and outbound traffic as per Fortinet's best practices.
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HAE #29
You want to take advantage of Azure availability zones for your cloud-based Fortinet deployment.
‘Which two benefits do Azure availability zones provide? (Choose two.)

A. Protect applications and data across multiple Azure regions

B. Improve database performance and reliability

C. Protect applications and data through high availability with fault isolation and redundancy
D. Enhanced protection for application and data in a single Azure region

He: CDb

MY

Enhanced protection for application and data in a single Azure region - Availability Zones provide physical separation of
infrastructure within a single Azure region, protecting against datacenter-level failures.

Protect applications and data through high availability with fault isolation and redundancy - They offer fault isolation and redundancy,
enabling high availability for applications and services by distributing them across muiltiple zones within the same region.

AR #30

Your organization is in the process of optimizing its Azure network architecture and wants to dynamically manage and exchange
routing information between its virtual networks and on-premises networks.

Which Azure service would help to provide a centralized point for efficient route management and dynamic routing?

A. Azre ExpressRoute
B. Azare VPN Gateway
C. Azure Virtual WAN
D. Azure Route Server

HEe. D

MH.

Azure Route Serverenables dynamic route exchange using BGP between your Azure virtual network and network virtual appliances
(N'VAs) or on-premises networks. It provides acentralized and scalable solution for route management, allowing seamless
integration of routing updates without manual configuration changes.

AE #31
How are the configurations synchronized between two FortiGate VMs in an active-passive HA with SDN connector failover
deployed from the Azure marketplace?

A. Using system autoscaling during a failover

B. By configuring FGSP on the primary
C. Using unicast FGCP

D. An Azure function distributes the configuration files
Y. C

ME:

In anactive-passive HA deploymentof FortiGate VMs in Azure using the Marketplace template, configuration synchronization is
handled viaunicast FortiGate Clustering Protocol (FGCP). FGCP allows the primary unit to replicate its configuration and session
mformation to the secondary unit, ensuring seamless failover.

EE #32
What is a limitation of the Network Security Groups (NSGs) in Azure?

e A, NSGs are applied only to vNICs.
e B. NSGs operate at the application layer, limiting their effectiveness in the network layer.
e (. NSGs cannot be applied to individual virtual machines.



¢ D. NSGs allow the filtering of inbound traffic only.
He: A

Y.

Alimitation of NSGsis that they are applied only at thesubnet level or to network interfaces (VNICs), not directly to other resources
like load balancers or application gateways. This meansgranular application- layer filteringis not supported, andNSGs primarily
operate at Layers 3 and 4.
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