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Fortinet FCP_FMG_AD-7.4 Exam Syllabus Topics:

Topic Details
¢ Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
Topic 1 revisions, configure workspace mode, and conduct policy imports and installations.

¢ Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
Topic 2 FortiGuard services and works with the global database ADOM.

e Admunistration: This section covers how to understand FortiManager capabilities, perform initial
Topic 3 configurations, and set up administrative domains (ADOM:s).
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¢ Device Manager: In this domain, the focus is on how to register devices within ADOMs, implement
Topic 4 configuration changes using scripts, and troubleshoot using the revision history.

¢ Troubleshooting: This section covers how to fimiliarize with FortiManager deployment scenarios and
Topic 5 troubleshoot issues related to imports, installations, device-level, ADOM-level, and system-level concerns.
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Our FCP - FortiManager 7.4 Administrator exam questions are designed by a reliable and reputable company and our company has
rich experience in doing research about the study materials. We can make sure that all employees in our company have wide
experience and advanced technologies in designing the FCP_ FMG_AD-7.4 study dump. So a growing number of the people have
used our study materials in the past years, and it has been a generally acknowledged fact that the quality of the FCP_FMG_AD-7.4
Test Guide from our company is best in the study materials market. Now we would like to share the advantages of our

FCP_FMG AD-7.4 study dunp to you, we hope you can spend several minutes on reading our introduction; you will benefit a lot
fromft.

Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q47-
Q52):

NEW QUESTION # 47
Exhibit.

FortiManager # E{gnﬁﬂ E@ : Qnm global
(global) # set workspé@ce-mode normal
(global) # end

FortiManager #

Given the configuration shown in the exhibit, what are two results from this configuration? {Choose two.)

A. Two or more administrators can make configuration changes at the same time, in the same ADOM.
B. You can validate administrator login attempts through external servers.

C. The same administrator can lock more than one ADOM at the same time.

D. Concurrent read-write access to an ADOM is disabled.

Answer: C,D

Explanation:

The configuration shown in the exhibit sets theworkspace-mode to normal. The workspace mode in FortiManager defines how
configuration changes and administrative tasks are handled, specifically regarding locking and collaboration n ADOMs
(Administrative Domains).

Understanding the workspace modes:

* Normal Mode:In this mode, only one administrator at a time can lock and edit an ADOM. The changes made by one
administrator must be completed and saved before another administrator can make changes. It prevents concurrent read-write
access within the same ADOM.

* Workflow Mode:This mode allows multiple administrators to work on different tasks within the same ADOM, but changes still
need to be approved before being committed.

Explanation of Options:

* A. You can validate admmistrator login attempts through external servers.

* This option is unrelated to the workspace mode. External authentication servers can be used for administrator logins, but that is a
different configuration setting (not related to workspace-mode).

* B. The same administrator can lock more than one ADOM at the same tire.

* This istrue. InNormal mode, an admmistrator can lock multiple ADOMs, meaning they can work on more than one ADOM
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simultaneously, but each ADOM can only be accessed by one administrator at a time for read-write purposes.

* C. Two or more administrators can make configuration changes at the same time, in the same ADOM.

* This isfalse. InNormal mode, onlyone administratorcan have read-write access to an ADOM at a time. If another administrator
attempts to make changes, they must wait until the ADOM is unlocked by the first administrator.

* D. Concurrent read-write access to an ADOM is disabled.

* This istrue. InNormal mode, concurrent read-write access is disabled. This means only one administrator at a time can make
changes to an ADOM. Other administrators can view the ADOM in read-only mode but cannot make changes until the ADOM is
unlocked.

NEW QUESTION # 48
Refer to the exhibit which shows the Download Import Report.

[start to import config from device(Remote-FortiGate) vdom(root) to
adom(root), package(Remote-FortiGate_root)

"firewall address",SKIPPED,"{name=all, 0id=2309, DUPLICATE)"
“firewall address”,FAIL,"(name=REMOTE SUBNET, oid=2311,

reason=interface((firewall addréss:REMOTE_SUBNET) any<-port6) binding
fail)”

"ﬁ}ewﬁpl;cly";lg[.llﬁ:mul, oid=3070, reason=interface(interface binding
contradiction. detall: (firewall address:REMOTE_SUBNET) any<-porté) binding
fail)"

Why is FortiManager failing to import firewall policy ID 1?

¢ A Policy ID 1 does not have the ADOM Interface mapping configured on FortiManager.

e B. Policy ID 1 is configured from the interface any to port6. FortiManager rejects the request to import this policy because
the any interface does not exist on FortiManager

e C. Policy ID 1 has an address object that already exists in the ADOM database with any as the interface association, and
conflicts with the address object interface association locally on FortiGate.

e D. Policy ID 1 for this managed FortiGate already exists on FortiManager in the policy package named Remote-FortlGate.

Answer: B

Explanation:

* Option A: Policy ID 1 is configured from the interface any to port6. FortiManager rejects the request to import this policy because
the any interface does not exist on FortiManager. This is the correct answer. FortiManager fails to import firewall policy ID 1
because it cannot map the "any" interface to a valid interface in its ADOM database. The error indicates that there is a binding failure
due to an interface mismatch.

Explanation of Incorrect Options:

* Option B: Policy ID 1 for this managed FortiGate already exists on FortiManager in the policy package named Remote-
FortiGateis incorrect because the error is related to interface mapping, not a duplicate policy ID.

* Option C: Policy ID 1 has an address object that already exists in the ADOM database with any as the interface association and
conflicts with the address object interface association locally on FortiGateis incorrect because the error specifies an interface issue,
not an address object conflict.

* Option D: Policy ID 1 does not have the ADOM Interface mapping configured on FortiManageris incorrect because the error
directly mentions a binding failure due to the "any" interface.

FortiManager References:

* For more information, refer to the "Device Manager" section and "Configuration Import and Mapping" in the FortiManager
Admistration Guide.

NEW QUESTION # 49
Push updates are failing on a FortiGate device that is located behind a NAT device. Which two settings should the administrator
check? (Choose two.)

A. That the virtual IP address and correct ports are set on the NAT device

B. That the NAT device IP address and correct ports are configured on FortiManager

C. That the override server IP address is set on FortiManager and the NAT device

D. That the external IP address on the NAT device is set to DHCP and configured with the virtual IP



Answer: A,C

Explanation:

‘When push updates are failing on a FortiGate device behind a NAT device, the administrator should check:

* A.That the override server IP address is set on FortiManager and the NAT device.

* The override server IP should be configured to ensure that FortiManager uses the correct IP address that can traverse the NAT to
reach the FortiGate device.

* D. That the virtual IP address and correct ports are set on the NAT device.

* The NAT device must have the correct virtual IP (VIP) configured to map the FortiGate's internal IP to an external address, along
with the correct ports needed for communication.

Options B and C are incorrect because:

* Bsuggests setting the external IP on the NAT device to DHCP, which is not relevant to solving the push update issue.

* Cimplies configuring NAT device IP and ports on FortiManager, which is less likely needed compared to configuring the correct
VIP and ports.

FortiManager References:

* Refer to FortiManager 7.4 Administrator Guide: Device Management and NAT Configuration.

NEW QUESTION # 50
Which statement about the policy lock feature on FortiManager is true?

A. Locking a policy takes precedence over a locked ADOM.

B. Policy locking is available in workspace normal mode.

C. Administrators in the approval group can work concurrently on a locked policy.
D. When a policy is locked, the ADOM that contains it is also locked.

Answer: B

Explanation:

The statement that is true about the policy lock feature on FortiManager is:

* A. Policy locking is available in workspace normal mode.

In FortiManager, when working in "workspace-mode normal," policies can be locked by administrators to prevent other
admmistrators from editing them simultaneously. This ensures that only one administrator makes changes at any given time, reducing
conflicts or mistakes due to concurrent modifications.

Statements B, C, and D are incorrect because:

* Biis incorrect since locking a policy does not override a locked ADOM. The ADOM lock takes precedence.

* C is incorrect because when a policy is locked, it does not necessarily mean the ADOM is locked.

* D is incorrect because administrators in the approval group cannot work concurrently on a locked policy; the policy lock prevents
concurrent modifications.

FortiManager References:

* Refer to FortiManager 7.4 Administrator Guide: Policy and Objects > Policy Locking to understand how the policy lock feature
functions in different workspace modes.

NEW QUESTION # 51
Exhibit.

FortiManager # config sysiem global
(global) # set workspdce-mode normal

(global) # end
FortiManager ~#

Given the configuration shown in the exhibit, what are two results fiom this configuration? {Choose two.)

A. Two or more admmistrators can make configuration changes at the same time, in the same ADOM.
B. You can validate administrator login attempts through external servers.

C. The same administrator can lock more than one ADOM at the same time.

D. Concurrent read-write access to an ADOM is disabled.

Answer: C,D



Explanation:

The configuration shown in the exhibit sets theworkspace-mode to normal. The workspace mode in FortiManager defines how
configuration changes and administrative tasks are handled, specifically regarding locking and collaboration n ADOMs
(Administrative Domains).

Understanding the workspace modes:

* Normal Mode:In this mode, only one administrator at a time can lock and edit an ADOM. The changes made by one
administrator must be completed and saved before another administrator can make changes. It prevents concurrent read-write
access within the same ADOM.

* Workflow Mode:This mode allows muiltiple administrators to work on different tasks within the same ADOM, but changes still
need to be approved before being committed.

Explanation of Options:

* A. You can validate administrator login attempts through external servers.

* This option is unrelated to the workspace mode. External authentication servers can be used for administrator logins, but that is a
different configuration setting (not related to workspace-mode).

* B. The same administrator can lock more than one ADOM at the same time.

* This istrue. InNormal mode, an administrator can lock multiple ADOMs, meaning they can work on more than one ADOM
simultaneously, but each ADOM can only be accessed by one administrator at a time for read-write purposes.

* C. Two or more administrators can make configuration changes at the same time, in the same ADOM.

* This isfalse. InNormal mode, onlyone administratorcan have read-write access to an ADOM at a time. If another administrator
attempts to make changes, they must wait until the ADOM is unlocked by the first administrator.

* D. Concurrent read-write access to an ADOM is disabled.

* This istrue. InNormal mode, concurrent read-write access is disabled. This means only one administrator at a time can make
changes to an ADOM. Other administrators can view the ADOM in read-only mode but canmot make changes until the ADOM is
unlocked.

NEW QUESTION # 52
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